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PABOYASA ITPOTPAMMA JINCIUTIIJIMHBI

Pa3znesibl paGoueii mporpamMmmbl
1. Ilenu ocBOCHUS AUCHUILTUHBI. [lepedeHb IaHuPyEeMbIX pe3yIbTaTOB 00yUeHHs.
2. MecTo AUCIUIUTHHBI B CTPYKTYpe 00pa3oBaTeIbHON MPOTPAMMBI.
3. Crpykrypa 1 conep>kaHnue AUCLUILINHBIL.

4. TlepeyeHb y4eOHO-METOTUIECKOTO O0CCIICUEHUS IJIsi CAMOCTOSITENILHON pabOThI
00y4Yaromuxcs 1Mo AUCHUTUIIHHE.

5. @POoHA OLEHOYHBIX CPEACTB JIs IPOBEACHUS IIPOMEKYTOUHOM aTTeCTalUU
00y4YarOLINXCs 110 TUCIUIUIUHE.

6. IlepeueHb OCHOBHOM U TOTIONIHUTEIBHON y4eOHOM TUTEepaTyphl, HEOOXOJUMOM IS
OCBOCHHSI TUCIIUILIIHHBI.

7. Tlepedenp pecypcoB HH(POPMAIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTn « HTepHEeTY,
HEOOXOMUMBIX JIJISl OCBOCHUS AUCIUILTUHBIL.

8. MeToaudeckue yka3aHus JJIs 00yJaroIIuXCs 10 OCBOCHHUIO TUCITUTIIINHBI.

9. Ilepeuenb HHOOPMALMOHHBIX TEXHOJIOTHA, UCTIOIB3YEMbIX MIPH OCYIIECTBICHUH
00pa30BaTeIbHOTO Mpoliecca Mo AUCIUILIHHE.

10. Onucanne MaTepuaIbHO-TEXHUIECKOM 0a3bl, HEOOXOAMMOM ISl OCYIIIECTBICHUS
00pa3oBaTeIbHOTO MPOIIECCca MO AUCIUIUIHHE.

Ipuioxkenus k padoyeil mporpaMMe QM CHUATIINHbBI

[Tpunoxenue 1. AnHOTaMs paboyeil mporpamMmbl
[Tpunoxenue 2. [IpukperneHusie Gaitipt

[Tporpamma cocraBieHa B coorBeTcBur ¢ TpeboBanusimu CYOC MAU, pazpaboTaHHOTO Ha
ocaoBe ®I'OC BO (3++) no nanpasneruto 09.03.01 Mudpopmarika 1 BEIYUCTUTENbHAS TEXHUKA

ABTOpPBI IPOTPaMMBbIL:

VxanoBa A. M.

3aBeayromuii odecneunBaromieii kapenpoit MCullT

[Tporpamma omoOpeHa:

3aBenyromnuii BeITycKaromiel kadenpoit
MCullT Hupextop Bbimyckatomero guinuana CT
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1. HEJX OCBOEHUS JUCIHUIIJIMHBI. IIEPEUYEHD
IIJIAHUPYEMBIX KOMIIETEHIIU U PE3YJIBTATOB

OBYYEHMUA.

[{enmpr0 OCBOCHMS TUCIMIUIMHBI 3aIUTa HHPOPMAITUH SBISETCS TOCTHKEHUE CIICTYIOITHX

pesynbratoB ocBoeHusA(PO):

N Mudp

Pe3yabTar 00yueHust

1 3-1(OTIK-5.1)

3HaTh MPUHIMIBI HHOOPMAITMOHHON U OMOInorpaduuecKoi
KYJIBTYPBI TIPH HCITOJIb30BAHUT
MHPOPMAITMOHHO-KOMMYHHUKAITUOHHBIX TEXHOJIOTHHA

2 V-1(OIIK-5.1)

YMeTh MPUMEHSITh OCHOBHBIC TIPaBUiIa COOIOCHUST aBTOPCKOTO
npaBa u TpeboBaHU HHPOPMAITMOHHOM O€301TaCHOCTH

3 V-2(OIIK-5.1)

YMeTh NpUMEHSTh 3HAHUS AJIS1 PELIEHUS] TUTTOBBIX HHXEHEPHBIX
3aja4 B 00nactu ”HPOPMATUKH U BEIYUCITUTENIbHON TEXHUKU

4 B-1(OIIK-5.1)

Brnanets OCHOBHBIMH METOIaMH, CITIOCOOAMU M CPEICTBAMU
MOJTyYeHUSI, XpaHEHHUs, 00pabOTKH MH(MOPMAIIIH U C
WCTIOJIb30BaHUEM CTaHIAPTHBIX MAKETOB

5 B-2(OIIK-5.2)

Bnamers MeTomamMu 3ammTel HHGOPMAITIH JIJIsT
MPEIOTBPAICHUS HECAHKITMOHUPOBAHHOTO JOCTYyTIa

6 3-1(OIIK-5.2)

3HaTh OCHOBHBIC ATAITbI CO3/IaHUS CHCTEM 3aIUTHI
nHpopmarun

7 B-1(OIIK-5.2)

Bnaners HaBbIKaMu pabOThI B MHTETPUPOBAHHBIX CPEAax
MIPOrpaMMHUPOBAHUS C UCTIOJIb30BaHHEM OMOIHOTEK

8 3-1(OIIK-5.3)

3HaTh OCHOBHBIE CITOCOOBI TTOMCKA TPOodecCHoHATBHOM
nH(popmMaIuu Ha OCHOBE HHPOPMAITMOHHOHN 1
OoubamorpaduuecKoit KyJabTyphbl, C y4€TOM COONTIOICHUS
aBTOPCKOTO TIpaBa

9 3-2(OIIK-5.3)

3HaTh BO3MOXHBIE HCTOYHUKH, PUCKU B (DOPMBI aTak Ha
nH(}OpMaIIIo, OCHOBHBIE 0COOCHHOCTH TIOJTUTUKH
0€30macHOCTH, TEOPETUICCKUE OCHOBBI KpUTITOTpadun

[Tepeuncnennsie PO sBisitoTCS OCHOBOM 1151 POPMUPOBAHUS CIEAYIOUIMX KOMITETECHIIUMA:

N Mudp

KoMmnerenuus

1 OIIK-5

Criocob6eH pemaTh CTaHAAPTHBIE 3a7a41 TPodeCcCHOHATBHOM
JesITeTbHOCTH Ha OCHOBE MH(OPMAIIMOHHON 1
OoubamorpaduueCcKoit KyJabTyphl C TPUMEHEHUEM
MHPOPMAITMOHHO-KOMMYHHUKAITHOHHBIX TEXHOJIOTHIA U C YUIETOM
OCHOBHBIX TpeOOBaHMI HHPOPMAITMOHHOM 0€30MaCHOCTH

NuankaTopbl 1OCTHKEHUS KOMITETEHITUH, CITy)Kallue Ui TPOBEPKU C(HOPMUPOBAHHOCTH
YaCTHU COOTBETCTBYIOLIEH KOMIIETCHIIUU:

N Mudp

Nuaukarop KoMneTeHuii

1 OIIK-5.1

JleMOHCTpHUpYeT 3HaHUE MPUHIUIIOB HH()OPMAIIMOHHOHN U
O6ubnuorpapuveckoil KyJabTypbl, METOZOB U CPEJICTB PEIICHUS
CTaHJAPTHBIX 337a4 NPo(hecCHOoHaIbHOM IEeATENTBHOCTH C
IpUMEHEHHEM MH(POPMAITIOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH U C y4€TOM OCHOBHBIX TPeOOBaHHMA
MH(POPMALMOHHOM 0€30MaCHOCTH
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JleMOHCTpHUpYET 3HaHWE TPUHITUTIOB WH()OPMAIITMOHHON 1
OoubmmorpaduueCcKoit KyabTyphl, METOJIOB U CPEIICTB PEIICHUS
CTaHJapPTHBIX 3a/1a4 MpodeccuoHaNbHON AESITETLHOCTH C
MpUMEHEHHEM MH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHHA U C yY€TOM OCHOBHBIX TpeOOBaHUIA

2 OIIK-5.1 nH(pOpMaAITMOHHOM 0€30MTaCHOCTH

JleMOHCTpHUpYeT 3HaHUE MPUHIUIIOB HH()OPMAITHOHHOHN U
O6ubnuorpapuveckoil KyJabTypbl, METOZOB U CPEJICTB PEIICHUS
CTaHJAPTHBIX 337a4 Npo(hecCuoHaIbHOM EATENFHOCTH C
IpUMEHEHHEM MH()OPMAITIOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJIOTHH U C y4€TOM OCHOBHBIX TPeOOBaHHMA

3 OIIK-5.1 MH(POPMALMOHHOM 0€30MaCHOCTH

JleMOHCTpHUpYET 3HaHWE TPUHITUTIOB WH()OPMAITMOHHON 1
OoubmmorpaduueCcKoit KyabTyphl, METOJIOB U CPEIICTB PEIICHUS
CTaHJapPTHBIX 3a/1a4 MpodeccuoHaNbHON AESITETbHOCTH C
MpUMEHEHHEM HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH U C yY€TOM OCHOBHBIX TpeOOBaHMUIA

4 OIIK-5.1 nH(pOpMaAITMOHHOM 0€30MTaCHOCTH

Pemaer ctangaptHbie 3a1aun npodeCcCuOHaATBEHOMN
NesITeIbHOCTH Ha OCHOBE MH()OPMALIMOHHON U
OoubamorpaduuecKoit KyabTyphl C TPUMEHEHUEM
MH(OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI U C y4eTOM
5 OIIK-5.2 OCHOBHBIX TpeOOBaHMI HHPOPMAITMOHHOMN 0€30MaCHOCTH

Pemaet ctangaptHbie 3a1aun npodeCcCuOHATBEHOMN
NesITeIbHOCTH Ha OCHOBE MH()OPMALIMOHHON U
OoubamorpaduueCcKoit KyabTyphl C TPUMEHEHUEM
MH(OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI U C y4eTOM
6 OIIK-5.2 OCHOBHBIX TpeOOBaHMI HHPOPMAITMOHHOMN 0€30MaCHOCTH

Pemaer ctangaptHbie 3a1aun npodeCcCuOHaATBEHOMN
NesITeIbHOCTH Ha OCHOBE MH()OPMALIMOHHON U
OoubamorpaduuecKoit KyabTyphl C TPUMEHEHUEM
MH(OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI U C y4eTOM
7 OIIK-5.2 OCHOBHBIX TpeOOBaHMI HHPOPMAITMOHHOM 0€30MMaCHOCTH

[Tpou3BoauT MOKCK M aHAIM3 HHOOPMAIIMH JJIS1 TIOATOTOBKU
JIOKyMEHTOB, 0030p0B, pedeparoB, JOKIAI0B, MyOIuKaIui, Ha
O0CHOBE MH(GOPMAIIMOHHON U OnOIHOrpaduIecKoil KyabTyphl, C
y4EeTOM COOJTIOICHHS aBTOPCKOTO MpaBa U TPeOOBaHMIA

8 OIIK-5.3 nH(pOpMaAITMOHHOM 0€30MTaCHOCTH

[Tpou3BoauT MOKCK M aHaIM3 HH(OPMAIMH JJIS1 TIOATOTOBKU
JIOKyMEHTOB, 0030p0B, pedeparoB, JOKIAI0B, MyOIuKaIui, Ha
O0CHOBE MH(GOPMAIIMOHHON U OuOIHorpadudecKoil KyIbTypbl, C
y4eTOM COOJTIOICHHS aBTOPCKOTO MpaBa U TPeOOBaHMIA

9 OIIK-5.3 nH(pOpMaAITMOHHOM 0€30MTaCHOCTH

2. MECTO JUCIAIIVYIMHBI B CTPYKTYPE
OBPA3OBATEJILHOM ITPOT' PAMMBI.

JucrunnuHa 3amuyta nHGOopMaIuy SBISETCS MPEAIICCTBYIOMICH U IMOCISAYIOIIeH s
CIIeYIONINX TUCIUIUINH:

N I[MpenmecTBy0mMe TUCHUILTHHBI Hocaenywmme TUCHUNINHBI
BBenenue B aBHAIIIOHHYIO U
| |pakeTHO-KOCMHUYECKYIO TEXHUKY Nrorosas roc. arrectanus
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3. CTPYKTYPA U COAEP KAHUE JTUCIHUITIJIMHBI

OO01mast TpyI0eMKOCTh PAKTUKH COCTABISIET 5 3aueTHBIX(bIe) eneHuti(bl), 180 gaca(oB).

Bcero ¢
IIpaktnu. |JIaGopart. CPC Bcero [3xk3amenamMu
3aHATHSA | PpadoThI 4acoB |

KYPCOBBIMH

Monyiab Paznen Jleknun

Metonsl 1 OCHOBHBIE ITIOHATHUSA 2 0 0 4 6 180
CPEICTBA 3aIUTHI |U OTPEACTCHUS
KOMITBIOTEPHOM Kypca.
uHpopmanuu (7  |Knaccuduxanus
cCeMecTp). yIrpo3
UH(POPMAITMOHHON
0€30MacHOCTH.

®denepanbHble 2 0 0 4 6
3aKOHbI PO B
00JIaCTH 3aIUThI
UH(pOpMaLnH,
crangaprtsl Ub.
PyxoBopsmue 2 0 0 4 6
nokyMeHTsl @CTOK
Poccun.
AyTeHTuukanys, 0 0 0 8 8
uaeHTU(GUKaIHs,
aBTOpU3ALIUS.
IIpoToxomnsl ceTeBoi 0 2 4 16 | 22
ayTeHTU(HUKALHH.

OcHoBBI 0 0 0 24 | 24
Kpunrorpadumu,

UHPPACTPYKTypa
OTKPBITBIX KJIFOUEH.
BpenonocHoe 0 0 0 20 | 20
IpOrpaMMHOE
obecrieyeHue.
MexcereBbie 0 0 0 24 | 24
9KPAHBI.

Knaccuduxanuu 0 0 0 20 | 20
ySI3BUMOCTEH.
Cucremsl
oOHapyXeHus
Bropkenuit IDS/IPS.
DLP-cucremsi, 0 0 0 8 8
DMZ, DPI, aynut
Ub, TectupoBanue

Ha IPOHUKHOBEHHUE,
WAF.

Bcero 6 2 4 132 | 144 180
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3.1. Jlekunu
No Oo6bem
/1 Pa3zgen aucuunanHbI 9acoB Tema JeKkuun
1|1.1.0cHOBHBIEC OHATHUSA U 2 OCHOBHbBIE TOHSTHSI U OTIPEJIETICHUS Kypca.
oTpeeeHus Kypca. Knaccudukanus yrpos naHpopmamoHHOMU
Kinaccudukanus yrpos 0€301acHOCTH.
nH(pOpMAITMOHHOM
0€30IMacHOCTH.
2|1.2.®deaepanbHbIe 3aKOHBI 2 ®denepanbHble 3ak0HBI PD B 005acTy 3amuTh
P® B oOmacTu 3amuThl uHdopmaruu, cranaaptel Mb.
nH(popmaIuu, cTaHAapThHI
Ub.
3|1.3.PykoBonsiue 2 PykoBogsniue nokymentsl @CTOK Poccun.
nokyMeHTsl @CTIK Poccun.
41.4.AyrenTudukarmus, AyTteHTrduKanus, uaeHTAGUKAIIS,
uaeHTUpUKAIYS, aBTOpH3AIUSL.
aBTOpH3ALMS.
5|1.4.Ayrentudukanms, AyTteHTH(UKanus, UaASHTUDUKAINS,
uaeHTUpUKaIYS, aBTOpH3AIUSI.
aBTOpH3ALMS.
6|1.5.1IpoTokoJibl ceTeBoit [IpoToKOIIBI CETEBOM ayTEHTH(UKAIINH.
ayTeHTU(UKAIIH.
711.5.1IpoToKoJIbI CETEBOM [IpoToKOIBI CETEBOM ayTEHTH(UKAIINH.
ayTeHTU(UKAITIH.
8|1.6.0cHoBHI KpunITOrpaduiu, OcHoBbI kpunTorpaduu, UHOPaACTPYKTypa
UHPACTPYKTypa OTKPHITHIX OTKPBITHIX KITIOYEH.
KITFOYEH.
911.6.0cHoBBI KpunITOrpadui, OcHoBbI kpunTorpaduu, UHOPaACTPYKTypa
UHPACTPYKTypa OTKPHITHIX OTKPBITHIX KITIOYEH.
KJTFOYEH.
10{1.6.0cHoBBI KpunTOrpaduu, OcHoBbI kpunTorpaduu, UHOPaACTPYKTypa
UHPACTPYKTypa OTKPHITHIX OTKPBITHIX KITIOYEH.
KJTFOYEH.
11|1.6.0cHoBBI kpunrorpadum, OcHoBbI kpunTorpaduu, UHOPaACTPYKTypa
MHPACTPYKTypa OTKPHITHIX OTKPBITHIX KITIOYEH.
KJTFOYEH.
12 {1.6.0cHoBBI KpunTOrpaduu, OcHoBbI kpunTorpaduu, UHOPaACTPYKTypa
UHPaACTPYKTypa OTKPBITHIX OTKPBITHIX KITIOYEH.
KITFOYEH.
13|1.7.BpenonocHoe BpenonocHoe nporpamMmMHoe obecrieueHue.
nporpaMMHoOe o0ecreueHue.
14|1.7.BpegonocHoe BpenonocHoe nporpamMmMHoe obecrieueHue.
nporpaMMHoOe o0OecreueHue.
15|1.7.BpenonocHoe BpenonocHoe nporpamMmMHoe obecrieueHue.
nporpaMMHoOe o0ecreueHue.
16|1.7.BpenonocHoe BpenonocHoe nporpamMmMHoe obecrieueHue.
nporpaMMHoOe o0OecreueHue.
17|1.8.MexceTeBble IKPAHBbI. MexceTeBble SKpaHBbl.
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18

1.8.MesxceTeBble SIKpaHBbI.

MexceTeBble SKpaHBbl.

19

1.8.MesxceTeBble SIKpAHBbI.

MexceTeBble SKpaHBbl.

20

1.8.MesxceTeBble SIKpaHBbI.

MexceTeBble SKpaHbl.

21

1.8.MesxceTeBble IKpaHBbI.

MexceTeBble SKpaHBbl.

22

1.9 . Knaccudukanun
ysi3BUMOCTEN. CUCTEMBI
0OHapy>KEeHUS BTOP>KCHUI
IDS/IPS.

Knaccudukanuu yszsumocteit. CucteMbl
oOHapyxenus Bropskennii IDS/IPS.

23

1.9 . Knaccudukanun
ysi3BUMOCTEN. CUCTEMBI
0OHapy>KEeHUS BTOP>KCHUI
IDS/IPS.

Knaccudukanuu yszsumocteit. CucteMbl
obHapy>xenus Bropskennii IDS/IPS.

24

1.9 . Knaccudukanun
ysi3BUMOCTEN. CUCTEMBI
0OHapy>KEeHUS BTOP>KCHUI
IDS/IPS.

Knaccudukanuu yszsumocteit. CucteMbl
oOHapyxenus Bropskennit IDS/IPS.

25

1.9 . Knaccudukanun
ysi3BUMOCTEN. CUCTEMBI
0OHapy>KEeHUS BTOP>KCHUI
IDS/IPS.

Knaccudukanuu yszBumocteit. CucteMbl
oOHapyxenus Brop>kennit IDS/IPS.

26

1.10.DLP-cucremsr, DMZ,
DPI, aynut UB,
TECTHPOBaHUE Ha
npoHukHoBeHune, WAF.

DLP-cucremsr, DMZ, DPI, aynut Ub,
TECTUPOBaHUE Ha MpOHUKHOBeHUE, WAF.

HTroro:

3.

1.1.1.

1.2.1.

2. Conep:xanue JeKI Ui

OcHoBHBbIE OHATHSA U onpeaeeHus Kypca. Kinaccupukanus yrpos
uHpopmaunonHoi 0e3onacuoctu. (A3: 2, CPC: 4)

Tun nexkumu: HHpopmanonHas JeKus

®opma opranuzanum: Jlexnus

Onucanme: Onpenenenus «HdopmanmonHast 6€30-MacHOCThY,
«KOH(DHICHIINATBHOCTHY, IEIOCTHOCTHY, «IOCTYITHOCTh HH(POPMa-IIHI,
«yTPO3a», «aBTOMAaTH3HPOBAHHAS CHUCTEMay, BUIBI 3AIIUTHI HHPOPMAITUH,
IEJIN 3aIIUATHI THPOPMAITUH, TOHATHUS «yrpo3a by, «Moaens yrpos»,
Kiaccuukanus yrpo3 nHGpopMamoHHOM 0€301acCHOCTH.

®enepanbHble 3ak0HbI PO B o0s1acTu 3ammuThl nHGopManuu, cranaaptel Ub.

(A3: 2, CPC: 4)

Tun nexkuuu: MHPOpMaOHHAS JTEKITUSI

®opma opranuszanum: Jlexuus
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Onucanme: Kparkuii 0030p @3-149 «O06 unpopma-uuu, nHGopMaTU3aLKUU U 3aLTUTE
nHpopmaruny, ®3-152 «O nepcoHanbHBIX JaHHBIXY, DP3-98 «O
KoMMepueckoit TaitHey, ®3-63 «O0 MeKTPOHHON MTOAMUCHY, TIOHITHE
«cTtanmap™, cranaapT Munuctepcrsa o6oponsl CIIA «Kpure-pun
OIICHKU JOBEPEHHBIX KOMITbIOTEPHBIX cucTem», [OCT P UCO/MDK
15408 «KpuTtepuu omieHKH 6€30macHOCTH HHGOP-MAIIMOHHBIX
TEXHOJIOTHIT», 0030p «MeTo-10710THH yIpaBieHus: HHPOPMAITMOHHBIMU
texHonorusimm» — COBIT 5, MexnyHa-ponHbie cTaHAApPThl MEHEXKMEHTA
nHpop-marmonHo 6ezonacHoctu cepuu ISO 27000, ctangapThl
opranuzanuu NIST B o6mactu Ub, nenu, 3amaun u cTpykTypa cTaHaapta
banka Poccun CTO BP UBBC, Crangapt PCI DSS.

1.3.1. Pyxooasimue n1okymeHTbl @CTIK Poccuun. (A3: 2, CPC: 4)

Tun aexknuu: HWHbopMmannoHHas IeKuus

dopma opranuszanum: Jlexuus

Omucanne: Haznauenne @®CTOK Poccun, pynkunn @CTIK Poccun, 0630p
PyxoBomsimux nokymeHToB «Kiaccudukanus mo ypoBHIO KOHTPOJIS
OTCYTCTBUSI HEACKJIAPUPOBAaH-HBIX BO3MOXKHOCTEY, «Knaccudukarms
aBTOMAaTH3MPOBAHHBIX CUCTEM U TPEOOBAHUS 10 3aIIUTEe HHPOPMALIUN,
«MexcereBble 5kpaHbl. [IokazaTeny 3alMILEHHOCTH OT
HECAHKIIMOHUPOBAHHO-TO J10CcTyna K nHpopmanun», «CBT. ITokazarenu
sanmumeHHocTH o HCJI k uadopmarmimy, kiaccuukanus cCucTeM
oOHapy>KeHHUsI BTOP>)KEHUH, 0030p TpeOOBaHMI TOCTAHOBICHUS
npaButenbeT-Ba PO Ne 1119 ot 01.11.2012 roma «O0 yTBepkIeHUU
TpeOOBaHUH K 3aIIUTE MEPCOHATBHBIX JaHHBIX IPU UX 00pabOTKE B
MH(POPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIXY.

14.1. Ayrentudukanus, nieHrupukanus, apropusanus. (A3: 0, CPC: 4)
Tun nexkumu: HHpopmanonHas JeKus
®opma opranmsanmuu: CamocrosTenbHas padoTa

Onucanme: IloHsATUS «ayTeHTUDUKALUA», «UACHTU(DU-KALUI», «AaBTOPU3AL,
KJ1accupuKanus cpeAcTB UACHTU(PUKAIIMKA U ayTCHTU(PHU-KAITUN C TOYKH
3peHUSI MPUMEHSIEMBIX TEXHOJIOTHH, JIEKTpOHHBIE Ki1toun Touch Memory,
texnonorust RFID, knaccuduka-must RFID-mMeTok, KapThl ¢ MAarHUTHOM
MOJIOCOM, IITPUX-KOJbI, OMOMETPHUS, CTATUYECKHUE U TUHAMUYECKHE
METOJIbl OMOMETPUYECKON ayTCHTHU(HUKAIIHH.

1.4.2. Ayrentudukauus, uaeHtupurkanus, apropuzanusa. (A3: 0, CPC: 4)
Tun nexkuuu: MHpOpMaoOHHAS JTEKIUSI
®opma opranmsanuu: CamocTosTenbHast paboTa

Omnucanne: IlaponbHas ayTeHTH(UKALUS, OHOPA30-BbIC MAPOJIU, BAPHAHTHI
peam3ay CUc-TeM ayTeHTH(PHUKALNY 110 OTHOPA30BBIM MAPOJIISIM,
IByX(aKTOpHask ayTeHTU(PHUKA-LIUS, CMAPT-KapThl, KIACCUPHUKALINS
CMapT-KapT 1o croco0y 0OMeHa CO CUNUTHIBAIO-IIIUM YCTPOICTBOM,
o0yacTi MpUMEHEeHHs CMapT-KapT, pyTokeH, e Token.

1.5.1. IIporokoJnl cereBoii ayrentupukanuu. (A3: 0, CPC: 4)
Tun nexkuuu: MHpOpMaoOHHAS JTEKIUSI
®opma opranmsanuu: CamocTosTenbHas paboTa

Onucanme: IIporoxon ayrentudukamuu Kerberos, nonsrus ticket, Key Distribution
Center, mpOTOKOJIBI ayTeHTU(DUKAIMY TS YIAUIEHHOTO JOCTYIIA.
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1.5.2. IIportoxoabl cereBoii ayrenTupukanun. (A3: 0, CPC: 4)
Tun nexkumu: MHpopmanonHas JeKus
®opma opranmsanuu: CamocrosTenbHas padoTta

Onucanme: IIporokon ayrentudukanuu RADIUS, nonstus kiuent RADIUS, cepsep
RADIUS, nocpenauk RADIUS, ciyx06a mpoBepKH MOJITMHHOCTH B
unrepHete [AS.

1.6.1. OcHoBbl kpunrorpagumn, UHGPaACTPYKTYpa OTKPHITHIX KItodei. (A3: 0, CPC: 4)
Tun nexkmuu: MHpOpMaoHHAS JTEKIUSI
®opma opranmsanuu: CamocTosTenbHas paboTa

Omucanne: [loHATHE KpUnTorpaduu, MPUHIUI CUMMETPUYHOTO MIH(POBAHUS,
M (POBaHUSA C OTKPBITHIM KIIFOUOM, TIOHATHE «KIIIOU» B KPUOTOTpa(HH.

1.6.2. OcHoBbl kpunrorpagumn, UHGPaCTPYKTypa OTKPHITHIX KIt0dei. (A3: 0, CPC: 4)
Tun nexkuuu: MHPOpMaOHHAS JTEKITUSI
®opma opranmsanuu: CamocTosTenbHas paboTa

Onucanme: I[{udposas moamuck, paboTa OMHOCTOPOHHEH XANI-QYHKIUH, IU(DPOBBIE
CepTU(HKATHI KIHOUEH.

1.6.3. OcHoBbI kpunrorpagumn, UHGPaCTPYKTypa OTKPHITHIX KIt0dei. (A3: 0, CPC: 4)
Tun nexkuuu: HMHPOpMaOHHAS JTEKIUSI
®opma opranmsanuu: CamocTosTenbHast paboTa

Omucanne: Lens DI Ha ceprudukare, pacupocTpaHeHHE CEPTHPHUKATOB,
CepBepPbI-JIENIO3UTAPUU, OCHOBBI HH(PPACTPYKTY-PbI OTKPBITHIX KITFOUEH.

1.6.4. OcHoBbl kpunrorpagumn, UHGPaACTPYKTYpa OTKPHITHIX KJIt0dei. (A3: 0, CPC: 4)
Tun nexkuuu: MHPOpMaOHHAS JTEKITUSI
®opma opranmsanuu: CamocTosTenbHast paboTa

Omnucanne: [lOHATHS «UEHTP CEPTUPHUKALNNY, «CIIUCOK OTO3BAHHBIX KIIOUEH,
pasnuunbie mogenu PKI.

1.6.5. OcHoBbI kpunrorpagumn, UHGPacTPyYKTypa OTKPHITHIX KIt0vei. (A3: 0, CPC: 4)
Tun aexkmuu: WHbopMmannoHHas TeKuus
®opma opranmsanuu: CamocTosTenbHas paboTa
Omnncanne: AyTeHTH(UKAIMS C UCTIOIB30BAaHUEM CEPTH(PHUKATOB OTKPBITOTO KITIOYA.

1.7.1. BpenonocHoe nporpammuoe odecniedenune. (A3: 0, CPC: 4)
Tun nexkumu: HpopmanonHas geKus
®opma opranmsamuu: CamocrosTenbHas padoTa

Onucanue: IloHATHS «aHTHBUPYCHAs MporpaMmMay, «BpeaoHocHoe [10»,
«KOMIBIOTEPHBIN BUPYC», MPU3HAKH BOZMOKHOTO 3apaKeHHUSI
KOMITBIOTEpA.

1.7.2. BpenonocHoe nporpammHoe odecneuenue. (A3: 0, CPC: 4)
Tun nexkuuu: MHPOpMaOHHAS JTEKITUSI
®opma opranmsanuu: CamocTosTenbHast paboTa

Onucanme: OO030p BUPYCHON aKTUBHOCTH 32 TEKYIIHIA TO/I, KATETOPUH YTPO3,
peKJIaMHBIE IIPOTPaMMBI.
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1.7.3. BpenonocHoe nporpammHuoe obecnedenue. (A3: 0, CPC: 4)
Tun nexkumu: MHpopmanonHas JeKus
®opma opranmsanuu: CamocrosTenbHas padoTta

Onucanme: Backdoor-mporpaMmel, pUIIEHT, TpOrpaMMBI-ITYTKH, OOMaHHbIE
IPOTPaMMBEI.

1.7.4. Bpenonocnoe nporpammHuoe obecnedenue. (A3: 0, CPC: 4)
Tun nexkumu: HpopmanonHas JTeKus
®opma opranmsanuu: CamocrosTenbHas padoTta
Onucanme: Bot-ceTu, 3KCIIONUTHI, (hapMUHT.

1.8.1. Me:xkcereBbie dkpanbl. (A3: 0, CPC: 4)
Tun nexkuuu: MHpOpMaOHHAS JIEKIUSI
®opma opranmszanuu: CamocTosTenbHas paboTa

Onucanne: [lonsrue «MexceTeBoOi SKkpaH», PyHKIIMH MEKCETEBBIX SKPAHOB,
croco0bI peanuzamuu MD.

1.8.2. Me:kcereBbie dkpanbl. (A3: 0, CPC: 4)
Tun nexkuuu: MHPOpMaMOHHAS JTEKIUSI
®opma opranmsanuu: CamocTosTenbHas paboTa

Omucanne: OWIBTP NAKETOB, MPUHIUITEI 0OPAOOTKH MMAKETOB JaHHBIX B MO, THIIBI
MD cornacHo ypoBHsAM Moaenu OS], ynpasiissieMble KOMMYTaTOPBI.

1.8.3. Me:xkcereBbie dkpanbl. (A3: 0, CPC: 4)
Tun nexkuuu: MHpOpMaOHHAS JTEKIUSI
®opma opranmsanuu: CamocTosTenbHas paboTa

Omucanne: CereBble QUIBTPHI, cTaTUYECKast (PUIBTPALIUSA B CETEBBIX (PUIBTpPAX,
IITIO3bI CEaHCOBOTO YPOBHSI, (PMIIBTPBI KOHTPOJISI COCTOSIHUSL KaHaJIa
CBSI3U.

1.8.4. MexkcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun nexkumu: HpopmanonHas JgeKus
®opma opranmsamuu: CamocrosTenbHas padoTta

Onucanme: IIpuHiun paboTsl GUIBTPA C MHOTOCTYIIEHYATHIM MOPSIIKOM
YCTaHOBJICHUS COSAMHEHUH, IILTI03bI, TPAHCIUPYIOIINE aApeca WK
CETEeBBIE MTPOTOKOJIBI.

1.8.5. Me:xkcereBbie dkpanbl. (A3: 0, CPC: 4)
Tun nexkuuu: MHpOpMaOHHAS JTEKITUSI
®opma opranmsanuu: CamocrosTenbHas paboTa

Onucanme: Pexumbl paboTs! uTi030B NAT, mMOCpeTHUKH IPUKIATHOTO YPOBHS, TUIIBI
MOCPETHUKOB MPHUKIIATHOTO YPOBHS, HHCIIEKTOPHI COCTOSIHUS, APyTHE
BO3MOYKHOCTH MD.

1.9.1. Kuaaccuduxanuu ysispumocreit. Cucrembl o0Hapy:xeHusi Brop:xenuii IDS/IPS.
(A3:0,CPC: 4)
Tun aexknuu: WHbopmannoHHas IeKuus
®opma opranm3anuu: CamocTosTenbHas paboTa
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Onucanue: [loHATHS «YSI3BUMOCTBY, «Ie(DEKT 0€30MaCHOCTHY, TUITBI KIIaCCU(PUKAIIHIA
YSI3BUMOCTEH, pa3IMuHbIE KJIAaCCU(UKAIIIN U PEECTPHI YA3BUMOCTEH,
kinaccudukanus BpeagorocHoro [10.

1.9.2. Kaaccudukannu ysizBumocreil. Cucrembl o0Hapy:keHusi Brop:xenunit IDS/IPS.
(A3: 0, CPC: 4)
Tun nexkumu: HpopmanonHas JeKus
®opma opranmsanuu: CamocrosTenbHas padoTa
Onucanme: Kiaccudukanus ysizsumocteil nporpammubsix cucteM, NVD, CVE, CPE,
OSVDB, 6ronnerenu no 6e3onacHoctu Microsoft, OromuiereHu o

oe3onacHoctu Adobe, peectpsl ysazBumocteit OC debian, ubuntu, redhat
linux, OWASP.

1.9.3. Kuaaccuduxanuu ysispumocreil. Cucrembl o0Hapy:xeHusi Brop:xenuii IDS/IPS.

(A3:0,CPC: 4)

Tun aexknuu: WHbopMmannoHHas JTeKUus

®opma opranmsanuu: CamocTosTenbHas paboTa

Omnucanne: Pycckosi3pIYHBIN peno3u-Topuit si3pika OVAL, GaHK 1aHHBIX yTpo3
6e3onacuoct nHpopmauuu PCTIK Poccun, cuctemsl 00HApYKEHUS
BTOp>KEe-HUH (aTaK), 11esib OOHApYKEHUS aTak, MPU3HAKHU aTak,
knaccupukanus COA 1o NpUHIMITY peann3alnu.

1.94. Kaaccudpukanuu ysizBumocreit. Cucrembl o0Hapy:keHusi Brop:xenunit IDS/IPS.
(A3: 0, CPC: 4)
Tun nexkumu: HpopmanonHas JeKus
®opma opranmsanuu: CamocrosTenbHas padoTa

Onucanme: Pacnpenenénnsie COA (distributed IDS), komnonentst dIDS, cructemsl
npenotBparnieHus Bropxkenuit (IPS), cucremsr Security Information and
Event Management (SIEM), 3agaun cuctem SIEM, Bo3MOXKHOCTH cHUCTEM
SIEM, ucToYHMKH JaHHBIX I cucteM SIEM.

1.10.1. DLP-cucremsi, DMZ, DPI, aynut Ub, TecTupoBanue Ha npoHnkHoBeHne, WAF.

(A3: 0,CPC: 4)

Tun aexknuu: WHbopmannoHHas IeKuus

®opma opranmsanuu: CamocTosTenbHast paboTa

Omucanne: HazHaueHue DLP-cuctem, ctpykrypa DLP-cucrem, knaccudukanus
DLP-cuctem no cnocody oOHapy>KeHHs yTEUKH JaHHbIX, IIEPEUCHb
KOHTPOJIMPYEMBIX JIEHCTBUH, eMUINTapu30BaHHas 30Ha (DMZ),
KoH(purypanus ¢ otHUM M3 koHuryparus ¢ Asymst MO, TeXHOIOTUs
DPI (Deep Packet Inspection), aynut Ub, Bunst aynura Ub, TectupoBanue
Ha MPOHUKHOBEHHUE, 0OBEKTHI TECTUPOBaHMS, dTarbl ayaura Ub, nepeueHs
1O st OLIeHKH OCHOBHBIX (PYHKITHI O€3011acHOC-TH CETH, TEXHOJIOT U
WAF (Web Application Firewall), ocHOBHBIE peXKUMBI pa3BepTHIBAHUS
WAF, monenu 6e3omac-noct WAF, ocHoBHBIC Bo3MOkHOCTH WAF.
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3.3. [IpakTu4eckne 3aHATHS

No Oo6bem
n/n Pa3znen nucuuniauHb 4acoB HanMeHoBaHUe NPAKTHYECKOTO 3AHATHUS
1|1.5.1TpoTokosnbl ceTeBoOi 2 Hactpoiika mpoTOKOJIOB CETEBOM
ayTeHTU(UKAIIH. ayTeHTU(HUKAIHH.
Hroro: 2

3.4. Conep:xxanue NPpaKTHYECKUX 3AHATUI

1.5.1. Hacrpoiika npoToko/ioB ceTeBoil ayreHTupuranuu. (A3: 2, CPC: 0)
®opma opranuzanuu: IIpakTuueckoe 3aHsATHE
3.5. JIaGopaTopHbIe padoThI
No Oo6bem
/1 Pa3zgen nucuunauHbI 9acoB HaunmMenoBaHue J1abopaTopHoii padoThI
1|1.5.1TpoTokosnbl ceTeBoi 4 MonenvupoBaHH€ JIOKAIbHBIX KOMITBIOTEPHBIX
ayTeHTU(UKAITIH. cereli ¢ ucnonb3oBanuem cpeabl CISCO Packet
Tracer (dactp 1).
2 |1.5.IIpoToKobl ceTeBOM MonenvpoBaHK€ JIOKAIbHBIX KOMITBIOTEPHBIX
ayTeHTU(UKAITIH. cereli ¢ ucnonb3oBanuem cpeabl CISCO Packet
Tracer (9actp 2).
3|1.6.0cHoOBHI KpunITOrpad v, VYnanenue nndopmaiuu, 3aTupaHue
UHPACTPYKTypa OTKPBITHIX cBOOOJIHOTO MECTa, OYMCTKA peecTpa, CO3AaHNe
KJIFOUEH. 3amu(poBaHHBIX KOHTEHHEPOB.
4(1.7.BpenonocHoe [IprMeHeHre pa3IMYHbIX TUIIOB AHTUBUPYCHBIX
porpaMMHoOe o0ecreueHue. MporpamMM U YTHIUT JJ1s1 00pHOBI C
BPEIOHOCHBIM MPOTPaMMHBIM 00€CIIEUEHUEM.
5|1.8.MexceTeBbie SKpaHbI. N3ydeHne npuHIUIIOB YCTAHOBKU U HACTPOUKHU
MEXCETEBbIX 3KpaHOB Ha npumepe Comodo
free firewall, KOHTPOJIb CETEBBIX MOAKITIOUCHHMA
(TCPview, netstat).
6|1.9. Knaccudukanun AHanu3 ysS3BUMOCTEN ONEPAllMOHHBIX CUCTEM C
ysi3BUMOCTEN. CUCTEMBI oMOIIbI0 Nessus, SKCIUTyaTalusi KpUTUYECKUX
oOHapy>KeHHUsI BTOP)KEHU YSI3BUMOCTEH ¢ MOMOIIIbI0 HA00pa HKCIIOUTOB
IDS/IPS. metasploit framework.
711.10.DLP-cuctremsr, DMZ, Pabota ¢ mporpamMmMoii ucciaenoBa-Hus U ayiuTa
DPI, aynut UB, 0€30IacCHOCTH CETH hmap, aHAIH3aTOPOM
TECTHPOBaHUE Ha cereBoro Tpaduka Wireshark.
npoHukHoBeHune, WAF.
Hroro: 4

3.6.Conep:xanne J1adOpaTOPpHbIX padoT

1.5.1.

MoneaupoBaHue JOKAJIbHBIX KOMIIBLIOTEPHBIX CETEi ¢ MCMOJIb30BAHUEM CPeIbl
CISCO Packet Tracer (uactb 1). (A3: 4, CPC: 4)

®opma opranm3anmuu: JlaGoparopHas pabota
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1.5.2. MoneanpoBaHue JIOKAJbHBIX KOMIIBIOTEPHBIX CeTell ¢ HCIO0Ib30BAHNEM CPebl
CISCO Packet Tracer (uactsb 2). (A3: 0, CPC: 4)

®opma opranmsamuu: CamocrosTenbHas padoTta

1.6.1. Ynanenue unpopmanmu, 3aTHpaHue CBOOOIHOIO MeCTa, OUMCTKA peecTpa,
co3nanue 3amngpoBaHHbIX KOHTelHepoB. (A3: 0, CPC: 4)

®opma opranmsanuu: CamocrosTenbHas padoTta

1.7.1. TlpumeHeHMe Pa3IHYHBIX THIIOB AHTUBMPYCHBIX IPOIPAaMM H YTHJIUT 1JIs1 00PbObI
¢ BPEIOHOCHBIM NPOrpaMMHbIM obecnieueHuem. (A3: 0, CPC: 4)
®opma opranmsanuu: CamocrosTenbHas padoTta

1.8.1. MH3y4yeHue NPUHIUIOB YCTAHOBKH M HACTPONKH MeKCeTeBbIX JKPAHOB HA
npumepe Comodo free firewall, konTpoJsb cereBbix noakodenuii (TCPview,
netstat). (A3: 0, CPC: 4)

®opma opranmsanuu: CamocrosTenbHas paboTa

1.9.1. AmnHaau3 ya3BUMOCTell ONePalMOHHbIX CUCTEM ¢ MOMOIIbI0 Nessus, IKCIIyaTauust
KPUTHYECKHX YSI3BUMOCTE ¢ MOMOIIbLI0 Ha0opa 3KkciionToB metasploit
framework. (A3: 0, CPC: 4)

®opma opranmsanmuu: CamocrosTenbHas padoTta

1.10.1. Padorta ¢ mporpamMmoii uccie10Ba-Hus M ayquTa 0e30MaCHOCTH CeTH nmap,
a”Haau3zaTopoM cereoro trpapuxa Wireshark. (A3: 0, CPC: 4)
®opma opranmsanmuu: CamocrosTenbHas padoTa

3.7. KypcoBble pad0Thl M NPOEKTHI N0 AUCHUILIHHE

3.8. [IpomeikyTOUuHAsl aTTeCTAIUA
1. Dx3ameH (7 cemecTp)
Ipukpensiennnie paiianr:  [Ipumeps Borpocos.docx, [Ipumepst Bonpocos.pdf

4. MTEPEYEHDb YYEBHO-METOINYECKOTO OBECIIEYEHUS
JIJ151 CAMOCTOSITEJABHOM PABOTBI OBYYAIOIMXCS MO
TV CHUILIAHE

1. OcHOBHas ¥ JOMOJHUTEIBHAS TUTEPATYpa MO AUCIUTLIINHE

2. Pecypchl nHGOpMaIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTH «IHTepHeT».
3. Pecypcel HayuHO-TexHUYEeCKON Oubmmorexku MAM.

4. ndopManinoHHbIE CTEH/IBI KaeIphl.
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5. ®OH/JI OIEHOYHBIX CPEJACTB JJ151 TPOBEJAEHUS
MPOMEKYTOUYHO ATTECTALIMYA OBYYAIOLIAXCS MO
JTUCHMUIIIAHE

Ornucanue nokaszareyiei, KpUTepuu OLICHUBAHUSI KOMIIETEHIIUI U ONMHUCAHUE KAl
OILICHUBAHUS OCYIIECTBISIFOTCSI B COOTBETCTBUH C [lonokeHneM 0 0aibHO-pERTHHTOBON
CUCTEeMeE OIICHKH Pe3yJIbTaToB o0ydeHwus cTyaeHToB no aucuuruiuHe ([Tpukas Ned2 ot 04.04.2014
«O0 yTBepKICHUU TOJOKECHUS « PEUTHHT TIO TUCIIUTLITHHEY).

J151s o1leHMBaHMSI UHTETPUPOBAHHBIX U MPAKTUKO-OPUEHTUPOBAHHBIX 3aJaHUM
00yJaroIMXcsl UCTIONB3YIOTCS ciieaytonue kKputepun 1o 100-0amipHOM mIKane:

1. dopmynupoBaHHEe MPEACTABICHHON HH(OPMALIUU B BHJIE TIPOOJIEMBI;
2. Ilpennoxenne crocoba pemeHus mpooIeMBbl;

3. OGocHoBaHue crioco0a pemieHus mpooJIeMbl;

4. JleMoHcTparus criocoba penieHus: mpooIeMBbl.

O1ieHUBaHME OCYIIECTBIAETCS MO CIEAYIONIEH IIKAJIE:

100-6amipHas mkana Pesynbrar ocBoeHuUs
meHee 40 Kpurepuii e chopmupoBan
41-70 Kputepuii 4eTKo HE BBIpAKEH
71-100 Kputepuii BeipaxeH 4eTKO

JU1s OLleHUBAaHUS CUTYAallMOHHBIX 33JaHUH HCIIOIb3YETCs CIEeIyIOIas IIKaja:
100-6amipHas mkana Pesynbrar ocBoeHuUs

oOyyaronuiics He MOXKET chopMynupoBaTh MpodIEMY,
MmeHee 30 IIPEJICTABICHHYIO B 3aJaHUU

oOyuaronuiics GopMynupyeT MOCTaBICHHYIO 3a/1a4y, Y HETO
c(hOpMHPOBaHBI N30JIUPOBAHHBIC 3HAHUS H YMEHUS, OTHAKO

OTCYTCTBYIOT MHTETPHPOBAaHHBIC TIOHATHS U HABBIKH, B
pe3ynbTare 4ero JOMyIIeHbl OUTMOKY B PEIICHUH U 3aJJaHHe
31-50 HE BBINOJIHEHO

3aJJaHKE BBINIOJHEHO, 00yYarOMUACs IPUMEHSET 3HAHUS
JUISL PEUICHHUs TIOCTABICHHON POOIEMBbI, OJJHAKO HE
c(hOpMHUPOBaHBI KOMIIETCHIIUH, BCICCTBUE YETrO
00yJaroNuiics NCTIBITHIBACT 3aTPYAHEHUS B IEMOHCTPALUU
51-80 CHOCO0O0B pelIeHus 3a/1a4u

3aJJaHME BBIIIOJHEHO KaK B TEOPETHUECKOM, TaK U B
NPaKTUYECKOM IUIaHe, 00yYaromuics Jerko
JIEMOHCTPHUPYET CBOIO KOMIETEHTHOCTH 110 IaHHOMY

81-100 BOIPOCY

CDOHI[BI OILICHOYHBIX CpC,Z[CTB, ITO3BOJIAOIIMEC OLICHUTDH peSy.TH:TaTLI O6y‘ICHI/ISI, BKJIHOYAKOT B
ceost:

* BOIIPOCHI K IPOMEKYTOUHOM aTTeCTaIuH.
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[lepeuenp KoMIIETEHIMHI U Tarbl UX POPMUPOBAHMS IIPUBEICHBI B CIEAYIONICH TabIHLIe:

Jrtanbl popMHUPOBaAHUS

N Hudp Komnertenuus KOMIIETeHIM U

—

OIIK-5 CriocobeH peraTh CTaHJapTHEIE Cemecrtp -
3a1a4u mpogecCHOHaTBEHON
JESITeIbHOCTH Ha OCHOBE
MHQOPMAIIIOHHOH 1
Ooubnuorpapuueckon KyJIbTyphl C
IpUMEHEHUEM
MH(POPMAILIIOHHO-KOMMYHUKAITHOHHBI
X TEXHOJIOTHH ¥ ¢ Y4ETOM OCHOBHBIX
TpeGoBaHUHI HHPOPMATHOHHOK
Oe3omacHOCTU

1.

Bonpocsl K IpOMeKYTOYHOM aTTeCTAlUK
"3ammura nHbOopMaH"
Jk3ameH (7 cemecTp)
Ipuxpenyennble gaiiani: [Ipumeps! Bonpocos.docx, [Ipumepst Bonpocos.pdf

6. IEPEYEHb OCHOBHOM U JONOJTHUTEJIBHON YYEBHON
JINTEPATYPBI, HEOBXOJIVMOM JIUIsI OCBOEHUS
NTUCLUIIINHBI

a) Ocnoenas numepamypa:

* 1. IHanerun B. ®@., UnpopmannonHas 6€30MaCHOCTh KOMITBIOTEPHBIX CUCTEM U
cereit [DnexTpoHHbIH pecype] : Yuebnoe nmocodue / B.®. Hlansrun. M.: U1 ®OPYM:
NH®OPA-M, 2012. - 416 c. Pexxum noctyna: http://znanium.com/bookread.php?book=
423927

2. bamsl, I1. H. Madopmanmonnas 6€30macHOCTb U 3aIIuTa HHQOpMaIuu
[Onexrponnslii pecypce] : Yuebnuk / [1. H. bamsi, A. B. babam, E. K. bapanosa. - M.:
PUOP, 2013. - 222 c. Pexxum poctyna: http://znanium.com/bookread.php?book= 405000
3. NndopmanmonHas 6€30MacHOCTh ¥ 3ammuTa nHbopmaimn : yaedHnoe mocodue / A. C.
Mun3os, C. B. boOsuiesa, [1. A. Ocumnos, A. A. [TonoB. — Jlyona : [ocynapcTBeHHBIN
yauBepcureT «Jlyonay, 2020. — 85 c¢. — ISBN 978-5-89847-608-3. — Texcr :
ANEKTPOHHBIH // JIaHb : 37eKTpoHHO-0MONMMoTednas cucrema. — URL:
https://e.lanbook.com/book/154490 (nata obpamenus: 07.12.2021). — Pexxum gocryna:
JUISL AaBTOPU3. TTOJIb30BATEIICH.

0) /lononnumenvnaa tumepamypa:

* 1. XKykosa M.H., Ynpasnenue nadopmarrionHoi 6ezonacHoctsio. Y. 2. YpasneHue
WHIUACHTaMH WH(OPMAITMOHHON 0e30macHOCTH [ DIeKTPOHHBIN pecypc] : YueOHoe
nocobue / M.H. Xyxosa, B.I". )Kyxos, B. B. 3onorapes. - Kpacnosipck : Cub. roc.
a’pokocMuy. yH-T, 2012. - 100 c. Pexxum noctyna:
http://znanium.com/bookread.php?book=463061

2. Kysuenos, 1. H. busznec-6e3onacHocTth [nekTpoHHbIN pecypce] : [IpakTuueckoe
pyxoBozactso / M. H. Ky3uenos. - 3-e uzna. - M.: JlamkoB u K, 2013. - 416 c¢. Pexxum
nocryna: http://znanium.com/bookread.php?book= 430343

3. Jleontnes, A. C. 3amuta nadopmanuu : yuedHoe mocodue / A. C. JIeoHTbeB. —
Mockga : PTY MUPDA, 2021. — 79 c. — Tekcr : anekTpoHHsbIit // JIaus :
aNeKTpoHHO-Oubmmoreuynast cucrema. — URL: https://e.lanbook.com/book/182491 (nara
obpamienus: 07.12.2021). — Pexxum noctyna: it aBTOpU3. MOJIb30BaTEICH.
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7. HEPEYEHDb PECYPCOB
UH®OPMAIIMOHHO-TEJJEKOMMYHUKAIIMOHHOM CETHU

«AHTEPHET», HEOBXOJINMBbIX

JJI1 OCBOEHUA

JUCHUIIIAHBI

Jlist obecriedeHnst 00pa3oBaTeNLHOTO Mpoliecca Mo TUCIUTUTHHE 00yYaronIMCst
MPEIOCTABISICTCS BOBMOKHOCTh KPYIIIOCYTOUHOTO TUCTAHIIHOHHOTO WHIANBUAYATHHOTO
JOCTYyTa K 3JICKTPOHHBIM OMOIMOTEUHBIM CHUCTEMAM K3 JIF000# TOUKH, B KOTOPO UMEeTCs

AOCTYII K CCTU <<I/IHTepHeT».

HaumeHnoBaHue pecypca | HNHTEepHET-CCHIIIKA HA pecypce

"ZNANIUM.COM"

JHorosop Ne 4855 56¢/027-1-3200-20 ot 08.12.2020 ¢
000 "3HAHUYM" C «18»12.2020 . mo «17»12.2021 r

http://znanium.com

Horosop Ne 36¢/027-1-3026-21 ot 22.12.2021 ¢ OOO
"SHAHUYM" C «15»12.2021 . no «31»12.2022 r

https://znanium.com/

Horosop Ne 36¢/027-1-2586-22 ot 07.12.2022 ¢ OO0
"SHAHUYM" C «20»12.2022 . o «31»12.2023 r

00O "NU3nareancTBo Jla

Hl)"

Horosop Ne 027-1-0234-21 ot 18.02.2021 roga ¢ OOO
"U3narensctBo Jlanp" C «22 » 02.2021r mo « 21»
02.2022r

e.lanbook.com

Horosop Ne 027-1-0234-21 ot 18.02.2021 roga ¢ OOO
"OBC Jlanp" C «22 » 02.2021r. mo « 21» 02.2022

Horosop Ne COb 027-0-0400-21 ot 15.09.2021 rona c
000 "9BC Jlanp" C «15 » 09. 2021r. mo « 14» 09.2024

Horosop Ne 027-1-0169-22 ot 07.02.2022 roga ¢ OOO
"U3narensctBo Jlanp" C «22 » 02. 2022r. o « 21»
02.2023r

Horosop Ne 027-1-0168-22 or 07.02.2022 roga ¢ OOO
"OBC Jlanp" C «22 » 02.2022r. mo « 21» 02.2023

000 "DuexTponnoe W31aTeabcTBo FOPAUT"

DnextpoHHas 6ubmroreyHas cuctema FOPAWIT. DBC
"JlerenpapHpie KHUTH"

http://biblio-online.ru,
https://biblio-
online.ru/catalog/legendary

Joroop Ne 027-1-3191-20 ot 04.12.2020r OOO
"Onexrponnoe uzaarenbctBo FOPAUT" qst CIIO C
«04»12.2020 1. mo «03»12.2021

https://urait.ru/

Joroop Ne 027-1-3194-20 ot 04.12.2020r. ¢ OOO
"Onexrponnoe uznarenbctBa KOPAUT" C «04»12.2020 1.
no «03»12.2021 r

https://urait.ru/

Bepcusi: AAAAAAHggeE Kop: 000182835



Horoop Ne 027-1-3034-21 ot 03.12.2021r OOO https://urait.ru/
"Onexkrponnoe uzaarenbctBo FOPAUT" C «04»12.2021 1.
mo «03»12.2022 r

Horoop Ne 150-1-3269-21 ot 10.12.21 OOO https://urait.ru/
"Onexrponnoe uzaarenbctBo FOPAUT" niis CI1IO

Joroop Ne 027-1-2554-22 ot 01.12.2022r OOO
"Onexkrponnoe uznarenbctBo FOPAUT" C «04»12.2022 1.
no «03»12.2023 r

Horosop Ne 5537 ot 25.11.2022 OOQO "2OnexTpoHHOE
n3narenscTBo IOPAUT" noia CIIO

JuieKTpoHHas Oudamoreka MAU

OnexrponHas 6ubnuoreka MAU (cooctBerHocth MAN). |https://elibrary.mai.ru/MegaPro/We

JInnensuonnslii orosop Ne 0267-HNY-13 ot b
11.12.2013 . ¢ OO0 "ara Dkcnpecc "Ha IpaBo
HCIIOJIb30BaHMs Nporpammsl 111 OBM
ABTOMaTH3MpPOBAaHHAS MHTETPUPOBAaHHASI OMOIHOTEUHAs
cucrema (AUBC) «Merallpo» (ans pa3mereHus
OnekrponHoi OubanoTexn MAUN)

uekTpoHHast Onbamnorexka Koncopumyma apoxkocmMuueckux By3os Poccun

OnexrpoHHas 6ubnmoreka Koncopumyma
a’pOKOCMUYECKUX By30B Poccun.

Comnamenne o co3nanuu Koncopimyma By30B Poccun
"HanumonanbHbI# 00bEeTMHEHHBIA a9POKOCMHUYECKUIN
yHuBepcutet” ot 03.09.2012 r. JloroBop 0 ceTeBoM
B3auMonencTsuu ot 15.12.2014 r.

Cornamenue ot «03»09.2012 r. 6eccpouHo

buboaunoreka POPU

Bu6nuoreka POOU |http://www.rfbr.rw/rffi/ru/library

Ennnoe okHO 10cTyna Kk o00pa3oBaresibHbIM pecypcam
EnuHoe okHO JocTyna K 00pa3oBaTelIbHBIM pecypcaM |http://window.edu.ru/

Polpred.com
Polpred.com. O630p CMU |http://p01pred.c0m
00O "PYHOB"

Horosop Ne 027-1-3051-20 ot 07.12.2020 ¢ OOO http://elibrary.ru

"PYHDB" C «07»12.2020 r. o «06»12.2028

Horosop Ne 027-1-2895-21 ot 03.12.2021 ¢ OOO
"PYHDB" C «03»12.2021 r. mo «02»12.2039

Jorosop Ne 027-133215-22 o1 20.12.2022 ¢ OOO "HOB"
C «20»12.2022 1. o «19»12.2030

00O "HannonanbHblii nugposoii pecypc "Pykont"

Joroop Ne PKT-054/20/027-1-1129-20 ot 30.05.2020 ¢ |http://text.rucont.ru/
00O "HanumonanesHsrii mudpoBoit pecype "Pykont" C
«01»06.2020 . mo «31»05.2021 r

Horoop Ne 027-1-1235-21 ot 01.06.2021 ¢ OOO https://text.rucont.ru/
"Hammonanenerit iudpoBoii pecype "Pykont" C
«01»06.2021 r. mo «31»05.2022 r

Horoop Ne 027-1-1467-22 ot 09.06.2022 ¢ OO0 https://text.rucont.ru/
"Hanwmonanenerit iudpoBoii pecype "Pykont" C
«01»06.2022 r. mo «31»05.2023 r
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oI'BY "PI'B"

JloroBop o npenocrasieHnn qocryna k HarmonaneHoit  |http://H30.pd

anekTpoHHol Oubnnoreke (HOB) Nel01/HOb/2139 ot
13.11.2018r. ¢ ®I'BY" PI'B" C «13»11. 2018 . mo «12»
11.2023
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HIT HOUKOH

Cornamenne Ne 715 JIC-2011 ot 16.05.2011 o
corpynHudectse B Koncopuuyme HOMKOH C «16»
05.2011 r c aBTOMaTHYECKUM MPOTICHUEM

http://archive.neicon.ru

Hanuonansaas noamnucka Ha-2021 r ¢ POOU
T'ocynapctBennoro 3ananus Ne 075-00011-20-00

Web Of Science- https://apps.webotknowledge.com
Scopus- http://scopus.com
Elsevier-http://www.sciencedirect.com,
http://www.elsevierscience.ru/products/science-direct,
https://www.elsevier.com/solutions/sciencedirect/content/
journal-collections,
https://www.elsevier.com/solutions/sciencedirect/content/
backfile-collections

Springer Nature-http://rd.springer.com,
http://www.springerprotocols.com

Maremarndeckas 0a3a naHaeix zbMATH:
http://zbMATH.org

American Chemical Society (ACS)-
https://www.acs.org/content/acs/en.html

American Institute of Physics (AIP)-
https://www.scitation.org/

American Physical Society- https://journals.aps.org/about
EBSCO Publishing (baza CASC)-
http://search.ebscohost.com

Cambridge University Press (CUP)-
https://www.cambridge.org/core

IEL n3narensctBa IEEE (Institute of Electrical and
Electronics Engineers , Inc.)- https://ieeexplore.ieee.org
INSPEC kommnanun EBSCO- INSPEC

Institute of Physics (IOP) uznarensctBa IOP Publishing-
https://iopscience.iop.org/

MathSciNet American Mathematical Society-
https://www.ams.org’/home/page

Optical Society of America (OSA)-
https://www.osapublishing.org/about.cfm

Oxford University Press-
https://academic.oup.com/journals/

ProQuest Dissertations & Theses Global-
https://search.proquest.com/index

ORBIT Intelligence - 6a3a ganusix QUESTEL-
https://www.orbit.com/

SAGE Publication- https://journals.sagepub.com/
Annual Reviews Science Collection (AR)-
https://www.annualreviews.org

JSTOR- www.jstor.org

Wiley. John Wiley & Sons.-
https://onlinelibrary.wiley.com/

https://apps.webofknowledge.com
http://scopus.com

http://www.sciencedirect.com,
http://www.elsevierscience.ru/
products/science-direct,
https://www.elsevier.com/solutions
/
sciencedirect/content/journal-collec
tions,
https://www.elsevier.com/solutions
/sciencedirect/content/backfile-
collections

http://rd.springer.com,
http://www.springerprotocols.com
http://zbMATH.org
https://www.acs.org/content/acs/
en.html

https://www.scitation.org/

https://journals.aps.org/about
http://search.ebscohost.com

https://www.cambridge.org/core

https://ieeexplore.ieee.org

https://iopscience.iop.org/
https://www.ams.org/home/page
https://www.osapublishing.org/abo
ut.cfm
https://academic.oup.com/journals/
https://search.proquest.com/index

https://www.orbit.com/

https://journals.sagepub.com/
https://www.annualreviews.org

WWWw.jstor.org
https://onlinelibrary.wiley.com
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Haunonaanuasa noanucka Ha 2022 r ¢c POOU
T'ocynapcTBeHHOro 3a1aHus

Springer Nature: https://link.springer.com
1. eBoock Collection: xypHaibl, KHUTH -
https://link.springer.com

2. Konnexius )KypHasioB 1 6a3bl JaHHBIX Springer
Nature: https://link.springer.com

Begell House Inc. https://www.dl.begellhouse.com/
https://www.dl.begellhouse.com/collections/6764f0021c0 |collections/

5bd10.html 676410021c05bd10.html

China Academic Journals (CD Edition) Electronic https://ar.cnki.net/ ACADREF
Publishing House Co., Ltd: https://ar.cnki.net/ ACADREF

Institute of Electrical and Electronics Engineers: https://ieeexplore.ieee.org/Xplore/h
https://ieeexplore.ieee.org/Xplore/home.jsp; ome.jsp; https://ieeexplore.ieee.org
https://ieeexplore.ieee.org

EBSCO. https://www.search.ebscohost.com/  |https://www.search.ebscohost.com/
INSPEC:

1. Ba3za mannaeix Academic Search Premier
2. baza mausbpix eBook Academic Collection
3. eBook EngineeringCore Collection

ORBIT Intelligence - 6a3a nanusix QUESTEL: https://www.orbit.com/
https://www.orbit.com/

SAGE https://journals.sagepub.com/ https://journals.sagepub.com/
Publication:

Wiley: https://onlinelibrary.wiley.com/ https://onlinelibrary.wiley.com/

8. METOMUUYECKUE YKA3AHMS 151 OBYUYAIOLIIUXCSI MO
OCBOEHMIO JTUCHUIIIUHBI

D¢ hexTUBHBIM CIIOCOOOM Pa3BUTHS TBOPYECKUX CIOCOOHOCTEW CTYCHTOB IPH U3yUEHUH
JTMCLUIUIMHBI SIBISIETCS CAaMOCTOsITeNIbHAs paboTa, KOTopas HalleJeHa Ha popadoTKy
CTy[CHTaMH MaTepHualia MPOLIEANINX KOHTAKTHBIX 3aHATUN U MOATOTOBKY K MPEACTOSLIIM
3aHATHSM.

CamocrosTenbHas paboTa CTYIEHTOB IPOBOAUTCS HMU B COOTBETCTBHH C COOCTBEHHBIMU
BO3MO)KHOCTSMU. MOXHO, OIHAKO, PEKOMEHJIOBATh IPYIIIOBOE N3yUEHHE MAaTepPHAaJIOB,
o0ecreynBarolee COBMECTHYIO pab0Ty HECKOIBKUX CTYICHTOB, YTO MOJIOKHUTEIBHO BIUSIET HA
KaueCcTBO MPOPaOOTKH MPOrpaMMBbI Kypca.

B T0 ke BpeMsi BBICOKas CTENIeHb YCBOCHHSI U3y4aeMON AUCIUILTUHBI TIOCTUTaeTCs IPU
MOCTOSIHHOM paboTe CTYAEHTOB HaJl TEKYIIIMM MaTrepuasaoM. B 3Toi cBsI3M KenareabHa
popaboTKa JEKIIMOHHOTO MaTepuaa B IeHb ero IPOYTEeHHUs, YTO TIO3BOJISET, BO-TIEPBBIX,
OIEepaTHUBHO (Ha CIIEAYIOIIEH JIGKIIMK) CHUMATh BO3HUKAIOIIME BOIPOCHI M, BO-BTOPBIX,
co3aaBarh Oarax 3HaHUN 1O AUCLUIUIMHE 3aJI0T0 IO IPOMEXYTOYHOM aTTecTaluu.

[Tpu moAroTOBKE K MPAKTUUYECKUM 3aHATHIM TaKKe HeoOXoauMa npopadoTKa JIEKIIHOHHOTO
Marepuaia. ITo MO3BOJIUT OCO3HAHO padOTaTh C MpeJIaraeMbIM MaTepHaioM IpenoaaBaTesieM
Ha MPaKTHYECKOM 3aHITHH, a, CIIEI0BATENIbHO, 3aKJIaIbIBaTh 023y METOAMK U MPUEMOB IIPU
peLIeHNH MPAKTUYECKHX 3a/1a4.

[Tpu u3yyennn marepuaia HeoOXOIUMO JeNaTh aKIEHT He Ha 3a3yOpuBaHUM MaTepHuaa, a
Ha MOHUMaHUE ero PU3NUECKON CYTH, YTO Pa3BUBACT MBIIIUICHUE U TIO3BOJISAET MOHSATH
METOIOJIOTHIO U3Y4aeMOM JUCIUTUINHBL.
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9. IEPEYEHb MH®OPMAILMOHHBIX TEXHOJIOT U,
HUCITOJIB3YEMBIX ITPH OCYIIECTBJIEHUU
OBPA3OBATEJIBHOI'O ITPOLECCA 11O JUCIUIIVIMHE

JlMcuuminHa OpenHTHPOBaHA Ha IPUMEHEHNE KOMITBIOTEPHOI TeXHKH, peCypCcOB
MH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHOHU ceTr "MHTepHeT", anekrponHoi 6ubnuoreku MAU
U1l TIOUCKa, cOopa, XpaHeHus, 00pabOTKH U TpeACTaBIeHUs HH(pOpMaIHH.

Ilpozpammnoe obecneuenue, Humepnuem-pecypcol, 31eKmpoHnHble OudIUOmMEUHble CUCEMDbL:
[IporpamMmMHoe obecnieueHue:

— OC Microsoft Windows 7 Prof.;

— Microsoft Word;

— OC Kali Linux;

— TrueCrypt;

— Piriform Recuva;

— Kaspersky Virus Removal Tool, DrWeb Curelt;

— Comodo free firewall;

HNuTtepHeT-pecypebl:

— http://securitylab.ru

— http://data-sec.ru

— http://fstec.ru/

— http://www.anti-malware.ru/
— http://msdn.microsoft.com

10. MATEPUAJTBHO-TEXHUYECKOE OBECITEYEHUE
T CTUTLIAHBI

1. JleKMOHHBIE 3aHATHS
1.1.  KoMIUIEKT 3NIEeKTPOHHBIX IPEe3eHTAIMI/CIai10B.
1.2.  Ayautopusi, OCHaIllEHHAsl IPE3EHTALMIOHHON TEXHUKOH (IIPOEKTOP, IKpaH, KOMIIBIOTED)

2. JlabopatopHble paboThI

2.1. Aynutopusi, OCHaIllEHHAs IPE3EHTALMOHHON TEXHUKOH (IIPOEKTOP, IKpaH, KOMIIBIOTED).
2.2. TlepcoHasibHbIE KOMIBIOTEPHI — 27 pabOUUX MECT.

2.3. JlokanbHas BBIYMCIUTENbHAS CETh C 10CTYIIOM B MIHTEpHET.

3. Ilpaktuueckue 3aHATHS

3.1.  KomnsbroTepHsIil Kiacc.

3.2. Ilpe3eHTanMOHHAas TEXHUKA (IPOEKTOP, IKPaH, KOMIIBIOTED).

3.3. TIlaxketsi I1O o6mero Haznauenus (TexcToBerit pegaktop — Microsoft Word),

3.4. CrnenumanuzupoBantoe [10: 10 nns mmdposanus Ha ety TrueCrypt, aHTUBUPYCHBIE
yruuthl Kaspersky Virus Removal Tool, DrWeb Curelt, mexcereBoii sxkpan Comodo free
firewall, onepanonnas cucrema st mpoBeeHus aynura 6ezonacnoctu Kali Linux.
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Hpnnoxenne 1
K padoueii nporpaMMe JUCHUTIJIHHBI
«3amuTa nHOOpMAaITUN

AHHoOTauus padoyeil MporpaMMal

JucuumuinHa "3ammra uHGopmanuun" sisercs yacTtbio "bioka 1 Jucrummunasr"
JMCLUIUIMH TIOATOTOBKU CTYACHTOB 10 HampasieHuto noarotoBku 09.03.01 "Mndopmaruka u
BbIUMCIUTENbHASA TeXHUKA". [luciuminza peanusyercsa Ha CTynnHO MHCTUTYTE "MOCKOBCKHI
ABUAIMOHHOTO MHCTUTYTA (HAIIMOHATHHOTO MCCIIE0BATEILCKOTO YHUBEpcUTeTa)" Kadenpoit
(xadenpamu) MCulT.

JlucuumuinHa HaresieHa Ha popMupoBaHue cienyromux komnerenuii: OITK-5.

ConeprkaHne AMCHUIIIIMHBI OXBAaThIBAET KPYT BOIPOCOB, CBSI3aHHBIX C: ~-OCBOCHHEM
NOHATUI HH(pOpMaMOHHAsL 6€30MaCHOCTh, KOH(DUICHINAIBHOCTb, IIEIOCTHOCTbD, JOCTYITHOCTh
uH(pOpPMaLUH, yrpo3a, aBTOMAaTU3UPOBAHHAS CUCTEMa, HECAHKIIMOHUPOBAHHBIN TOCTYII,
aJIMUHUCTpaTop 0€30MaCHOCTH, TOJIUTUKA O€30MTACHOCTH, PEXKUM Pa3TPaHUUYCHUS 0CTyIA,
MEKCETEeBBIE KPaHbl, CHCTEMbI OOHAPY)KEHUS BTOP)KEHUH, KilacCUu(hUKAIIUK YsI3BUMOCTEH
IPOTpaMMHOTr0 o0ecriedeHus], ayTeHTH(PHUKALNS, HASHTU(DUKAIUS, aBTOPU3ALINS;

- U3yYEHHEM OCHOBHBIX NMPHHLIUIOB oOecneueHns H(POPMALMOHHOM O€3011aCHOCTH, TUIIOB
MEKCETEeBBIX IKPAHOB, KJIaCCH(PHUKALUI yrpo3 HH(OPMALIUHY, TPYIIIBI IEPCOHAIBHBIX TAaHHBIX,
KaTeropuy BPEJOHOCHOTO MTPOrpaMMHOI0 oOecIieueH sl, Ha3HaYeHUEe U OCHOBHbIE (DYHKIIUU
DLP-cuctewm;

- IPUMEHEHHEM CKaHEepPOB YSA3BUMOCTEH 1 0OHApY>KEHHS TEKYIIUX YSI3BUMOCTEH B
MH(POPMALMOHHBIX CUCTEMaX, MTOJyYeHHE HABBIKOB MOJICTUPOBAHHUS JIOKAIBbHBIX KOMITBIOTEPHBIX
cereli ¢ ucnonp3oBanuem cpeasl CISCO Packet Tracer;

- MOJTyYEHUEM HaBBIKOB Pa0OTHI C NMap — HHCTPYMEHTOM HCCIIEIOBAHUS U ayuTa 0e301MacHOCTH
CETH, ABJIAIOLIMMCS TaKkKe CKaHEPOM IIOPTOB;

- OCBOCHHUEM pa3IMYHBIX TUIIOB aHTUBUPYCHBIX MIPOTPaMM U YTHIIUT J1JIs1 OOPBHOBI ¢
BPEIOHOCHBIM IPOTPaMMHBIM 00€CTIEUeHUEM;

- U3y4YEHHEM IIPUHLIUIIOB YCTAHOBKH U HACTPONKH COBPEMEHHBIX MEXKCETEBBIX IKPaHOB Ha
npumepe Comodo free firewall.

- IOJTyYeHHUEM 3HaHMN 0 MeXTyHapoaHbIX cranaaprax, [OCTax u genepaibHbIX 3aKOHAX
Poccuiickoit denepannu B 00JaCTH 3aIUTHI HHPOPMALIUH.

[IpenonaBanue AUCHUILTUHBI IPEyCMaTPUBACT CIIEAYIONIIE (HOPMbI OPTaHU3AIH
yuebHoro nporiecca: Jlekuus, CamocrosarenbHas pabota, [Ipakruueckoe 3anarue, JlaboparopHas
pabora.

[TporpamMmoii TUCIMITIIMHBI IPEyCMOTPEHBI CIEIYIOINE BUIBI KOHTPOJIS: PyOeKHBIHI
KOHTpPOJIb B OpME U NMPOMEKYTOUHasI aTrTecTanus B popme Dk3ameH (7 cemecTp).

OO01mast TpPyI0eMKOCTh OCBOCHHUS JUCIUILTAHBI COCTABISIET 5 3a4eTHBIX equHuIl, 180 Jacos.
[IporpamMmmMoit AUCIUIUIMHBI TPEAYCMOTPEHBI JIEKIUOHHBIE (6 4acoB), MpaKTUYECKHUE (2 4acoB),
naboparopHsie (4 yacoB) 3ansaTus U (132 4acoB) caMOCTOSITENHEHOM PabOTHI CTYICHTA.
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Hpnnoxenue 2
K padoueii nporpaMMe JUCHUTIJIHHBI
«3amuTa nHOOpMAaITUN

IIpukpensieHHbie Paitabl
IIpumepsl Bonipocos.pdf
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IIpumepsbl Bonpocos.pdf

[Tpumepsl BOITPOCOB, 33/1aBa€MbIX B paMKax KOHTPOJIS:

1.

SER

Xapakrepuctuka crangapta [OCT P MCO/M3K 15408.

Cratuyeckue U JUHAMHYECKHE METO/Ibl OMOMETPUUECKON UACHTU(DUKAIIIH.

[Tporokon ayrentudukanuu Kerberos, mpuHIum padboThl, OCHOBHBIC TOHSTHS.
OnHOCTOpPOHHS X3MI-(QYHKIHS. TalHKECT COOOIIEeHHS, MpUMEeHEeHHe coBMecTHO ¢ DIIIT.
Bpenonocnoe I10 — kareropun yrpos.

Pacnpenenennsie COA (distributed IDS), npunnun paGoTsl, OCHOBHBIE ITOJICHCTEMBI.





