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PABOYASA ITPOI'PAMMA JUCHHUIIJIMHBI

Pasnennl paGoueii nporpamMMbl

NS

10.

Ilenu ocBoeHus AucHUIUIMHBL. [lepeueHb MIaHupyeMbIX Pe3yIbTaToOB 00yUEHUs.

MecTo TUCHMILIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM TPOrpaMMBI.

CrpykTypa u conepKaHue JUCLIUILINHEL.

IlepeueHb yueOHO-METOMUECKOTO 00ECTIEUEHHs Il CaMOCTOSTENbHOM paboThI
oOyyaromuxcs M0 AUCLHUIUIUHE.

@DOH/ OIICHOYHBIX CPEJICTB IS IPOBEACHUS IPOMEKYTOUHON aTTECTAlMK O0YYarOIUXCS MO
JUCLIUILINHE.

[Tepeuenb OCHOBHOM M JONOTHUTEIBHON y4eOHOI TUTEpaTyphl, HEOOXOIUMOM JJIsi OCBOCHUS
JUCLIUILINHBL.

[Tepedens pecypcoB HHPOPMALMOHHO-TEIEKOMMYHUKAMOHHON ceTh «HTepHETY,
HEOOXOIUMBIX JUIsl OCBOSHMSI JUCLIUILINHBL.

Mertonnyeckue ykazaHus sl 00y4JaroUIuXxcs 10 OCBOCHMIO IUCLUIIIMHBI.

[TepeueHb MHPOPMALMOHHBIX TEXHOJIOTUM, UCIIOIb3yEMbIX IIPU OCYLIECTBICHUH
00pa30BaTENILHOTO MpoLecca M0 AUCLHUILINHE.

Onucanue MaTepruanbHO-TEXHUYECKOH 0a3bl, HEOOXOIMMOMN AJIs OCYIECTBICHUS
00pa30BaTENILHOTO MpoLEcca M0 AUCLHUILINHE.

IIpuioxenns k paéoyeii nporpaMmme IMCHUIIIHHBI
[Ipunoxenue 1. AHHOTaNMs pabodel MporpaMMbl
[Tpunoxenne 2. [lpukpernnennsie (aniabt

[Iporpamma cocraBiena B coorBercTBUU ¢ TpeboBanusamu CYOC HUY MAMU, pazpaboTaHHOro Ha
ocHoe ®I'OC BO no nanpasnenuto 09.03.01 MapopmaTuka 1 BIYUCIUTENbHAS TEXHUKA

ABTOpPBI IPOTPaMMBI.

VxanoBa A.M.

3aBenyrouuii odecneunBaroleil kapeapoit

MCullT

ITporpamma ogo6peHa:

3aBeayrouuil BeIycKaroei kadenpoit JlupexTop BbIyCKarollero (uianaia
MCulAT
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1. IEJIX OCBOEHUSA JUCHUMIIJIMHBI. IEPEYEHDb IINIAHUPYEMbIX

KOMIIETEHIIUM Y PE3YJIbTATOB OB YUEHMSI.

[enbro 0OCBOEHUS AUCUUILIMHBI METOIbl U CPEJICTBA 3aIUTHI KOMIBIOTEPHOU HHMOPMALIUU SBISETCS
JOCTHXKEHHE CIEAYIONMX pe3yibTaToB ocBoeHusi(PO):

N HIndp Pe3yabTaTt 00yyenust
1 3-51-31-11 3HaTh BO3MOXKHBIE HCTOUYHHUKH, PUCKH U (POpMBI aTak Ha MH(GOPMALMIO, OCHOBHBIE 0OCOOCHHOCTH
TIOJIMTHKH 0€3011aCHOCTH, TEOPETHYECKUE OCHOBEI KpHIITOrpaduu
2 3-52-3U-I1 3HaTh OCHOBHBIC JTAITbl CO3JIaHMS CHCTEM 3allTUThl HHPOPMAITHH
VY-43-3U-I1 YMeTh IPUMEHSITh OCHOBHBIE AJITOPUTMBI NI POBAHHUS
B-38-31-I1 Bnagers MeromamMu 3ammuTHl MHGOpPMAIMK UL TMPEIOTBPALICHHUS HECAHKIIMOHHPOBAHHOTO
JIOCTyTIa
5 B-2 (IIK-1) Brianets HaBbIKaMy paOOTHI C HHCTPYMEHTAIBHBIMH CPECTBAMH ITPOEKTUPOBAHUS 0a3 JaHHBIX
W 3HaHui, ynpasienus npoektamu VIC u 3amutel nHGopManuu

[lepeuncnennsie PO sBisiI0TCS OCHOBOM /17151 JOPMUPOBAHUS CIASAYIOIIMX KOMIESTEHIMH !

N Mudgp Komnerennus
1 OIIK-11 CnocoOHOCTh pemraTh CTaHAAPTHBIC 337a4d MPOQECCHOHANBHON NESTeIFHOCTH Ha OCHOBE
WHPOPMAMOHHOW © OHOMHOrpadUIecKo KyIbTYpPHl C IPHUMEHCHHEM WH(POPMAIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJOTMH M C y4eTOM OCHOBHBIX TpeOOBaHHH HH(OPMaIMOHHON
0€30aCHOCTH
OIIK-10 CnocoOHOCTh yUacTBOBATh B HACTPOHKE M HAJIAJKE ITPOTPaMMHO-AIIAPATHBIX KOMIICKCOB
I1K-1 CnocoOHocTh pa3pabaThiBaTh MOJAEIHM KOMIIOHEHTOB HH(OPMALMOHHBIX CHCTEM, BKIIIOYas
MoJienu 0a3 JaHHbBIX
2. MECTO AUCHUIIJIMHBI B CTPYKTYPE OBPA30OBATEJIbHOU ITPOI'PAMMBI.

Juciunnmua  Metosbl U

CpeACTBa  3alIMThI KOMHI)IOTGDHOI\/JI I/IHd)ODMaHI/II/I SBJISIETCA

npenmecmymmeﬁ )4 nocnenyromeﬁ I CJIICAYIOMUX OTUCHUILINH!

N IpenmecTByOLIME TUCIMIIMHBI IMocaenywume THCUUNITHHBI

1 Wudopmaruka HTorosas roc. arrecranus

2 KowmmerotepHas rpaduka CereBble TEXHOJIOTHHI

3 MeTpOHOFI/IH, CTaHJapTUu3anusd u OHepaI_II/IOHHBIe CHUCTCMbI

cepTuduKaims
4 3J'[eKTpOT€XHI/IKa 1 DJICKTPOHHKA HpOI/I?,BOI[CTBCHHaf[ IMPAKTHUKA
) CxemMoTexHHMKa (Cxemorexnuka | [IpenaumniiomHas npakTuka
I_[I/I(l)pOBLIX BBIYMCIIUTCIBHBIX CpeI[CTB)
6 Vuebnas IMPAKTHUKaA 1
7 ba3sl naHHBIX
3. CTPYKTYPA U COAEPXKAHUE JUCIIUITJINHBI
OOmas TpyJ0OeMKOCTh TUCIUIUIMHBI COCTABISET 5 3aueTHBIX(bIe) equuui(bl), 180 gaca(oB).
Moayas Pazgen Jleknuu | Ipaxkruy. | Jladopar. | KCP | CPC | Bcero Bcero ¢
3aHATHS padoThI 4acoB | 3K3aMeHaMU
u
KYPCOBBIMH

Meroas! 1 OCHOBHEIE ITOHATHS U 2 0 0 0 4 6 180
CPEJICTBA 3AIUTHI | OTpPEICTICHHUS Kypca.
KOMITBIOTEPHOI Knaccudukanms yrpos
uHpopmarm (7 UH(POPMAIMOHHON
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CeMecTp).

0e301IacHOCTH.

®enepanbHble 3aK0Hbl PO B
00J1aCTH 3aIUThHI
nHpopMaImm, CTaHAAPTHI
UBb.

PykoBojisiiine JOKyMeHTbI
DOCTOK Poccnn.

AyTeHTH(UKALIHA,
uaeHTUGUKAILS,

aBTOpH3aIUSL.

[IpoTokoss! ceTeBoit

ayTeHTH(HKALIUH.

16

22

OcHOBBI KpunTorpaduu,

HHPPACTPYKTypa OTKPBITHIX
KJTFOUCH.

24

24

BpenonocHoe
IpOrpaMMHOE

obecrieueHue.

20

20

MesxceTeBble SKpaHsbl.

24

24

Knaccudpuxarmm
ys3BuMocTel. Cucrembl

00OHapy KSHUsI BTOP)KECHUI
IDS/IPS.

20

20

DLP-cucremsr, DMZ, DPI,
ayaur Wb, rectupoBaHue Ha
npoHukHoBenue, WAF.

Bcero

132

144

180

3.1.Conep:xanue (IMIAKTHKA) THCHUIIIAHBI

B paszoene npusooumcs nonnwiii nepeuerb OUOAKMuUYeckux eOuHuy, NOOAEHCAUUX YCEOEHUIO NPU U3YYEHUU

OAHHOU OUCYUNTIUHDL.

0Ee30MacHOCTH.

- 3. PykoBomsmme nokyMenTsl @CTOK Poccum.

- 4. Ayrentudukanys, uaeHTUGUKaLMs, aBTOPU3ALIHSL.

- 5. IIpoTokosbl ceTeBoi ayTeHTU(PUKALUY.

- 6. OcHOBBI KpunTorpaduu, THPPACTPYKTYpa OTKPBITHIX KITHOUEH.

- 7. BpemoHOCHOE MporpaMMHOE 00ECTICUeHHE.

- 2. ®enepanbHble 3akoHbI PO B 06actyl 3ammThl nHGopMaruu, ctanaaptsl Ub.

- 1. OcHoBHble TOHATUS W omnpeneneHus: Kypca. Kiaccudukamms yrpo3 uHGOpMaMOHHOM
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- 8. MexceTeBbie SKpaHbl.

- 9. Knaccugukanun yszsumocteit. Cuctemsl oOHapyxeHus BropskeHuit IDS/IPS.

- 10. DLP-cuctemsr, DMZ, DPI, aynut Ub, TectupoBanue Ha npoHukHOBeHHE, WAF.

3.2.Jlexkuun

Paznen
JTUCIUILTHHBI

Oo0bem,
qacoB

Tema nexuuun

Aunnaxr.
eIMHHUIbI

1.1.0cHOBHBIE
[OHATHSA U
OTpeNeNICHUsI Kypca.
Knaccugukarus
yrpos
nH(pOpMaLMOHHO
0€30IaCHOCTH.

OcHOBHBIE MOHATHS U omnpeeieHus Kypca. Kiraccugpukanms
yrpo3 HHPOPMAIIMOHHON 0E30MaCHOCTH.

1

1.2.®enepanbHble
3aKkOHbI PO B o0nactu
3aIUTHI
nHpOpMALNH,
crangaptel Ub.

OenepanbHbIe 3aK0HB PO B 00acTw 3amuThl HHPOPMALIUH,
cranaaptsl Ub.

1.3.PykoBosiue
nokymeHTsl @CTOK
Poccun.

PykoBoasiue nokymenTsl ®CTIOK Poccun.

1.4.AyrenTudukanus,
UICHTU(PUKALINS,
aBTOpHU3ALIHSI.

AyTeHTUQUKALMS, UICHTUPUKALMS, aBTOPU3ALIHSL.

1.4.AyrenTudukanys,
UICHTU(DUKAIINSA,
ABTOPH3AIIHSL.

AyTteHTUUKALMS, UICHTUPHUKALMS, aBTOPU3ALIHSL.

1.5.ITpoToxobI
ceTeBoi
ayTEeHTU(UKAIIH.

[TpoToKoIIBI CETEBOM ay TeHTU(HUKALIUH.

1.5.ITpoToxoBI
CETeBOM
ayTeHTH(OUKAIIHL.

[TpoToKOIIBI CETEBOM ay TEHTU(HUKALIUH.

1.6.0cHOBBI
Kpunrorpadumu,
HHPPACTPYKTypa
OTKPBITHIX KJIFOUEH.

OcHoBHI KpuniTorpadun, THHPACTPYKTYPa OTKPHITHIX
KJITIOYCH.

1.6.0cHOBBI
Kpunrorpaduu,

HHPPACTPYKTypa
OTKPBITBIX KJIHOUEH.

OcHoBHI KpunTorpaduu, THYPACTPYKTYPa OTKPHITHIX
KJITIOYCH.

10

1.6.0cHOBBI
Kpunrorpadumu,
HHPPACTPYKTypa
OTKPBITBIX KJIHOUEH.

OcHoBsI KpunTorpaduu, HHPPACTPYKTYPa OTKPBITHIX
KIIFOYEH.

11

1.6.0OcHOBBI
Kpunrorpadumu,
HHPPACTPYKTypa
OTKPBITBIX KJIHOUEH.

OcHoBsI Kpunrorpaduu, HHPACTPYKTYpPa OTKPHITHIX
KIIFOYEH.

12

1.6.0OcHOBBI
Kpunorpaduu,
nHdpacTpykrypa
OTKPBITBIX KJIFOUEH.

OcHoBBI KpunTorpaduu, THYPACTPYKTYPa OTKPHITHIX
KJIIOYEH.

13

1.7.BpenoHocHOe
pOrpaMMHOE
obecrieueHue.

BpenonocHoe nmporpaMMHOe oOecIieueHue.

14

1.7.BpenoHocHoe

BpenoHocHoe mporpaMMHoOe oOecIeueHue.
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POrpPaMMHOE
obecreueHue.

1.7.BpemorocHoe 7
15 MPOrpaMMHOE 0 BpenonocHoe mporpamMmMHoe obecredeHue.
oOecrieucHue.

1.7.BpenorocHoe 7
16 MPOrpaMMHOE 0 BpenonocHoe nmporpamMmMHoe obecredeHue.
o0ecreucHue.

1.8.MexceteBble 8
17 0 MesxceTeBble SKpaHbI.
9KpaHbl.

1.8.MexceteBbie 8
18 0 MesKceTeBble DKpaHBbI.
9KpaHBIL

1.8.MexceteBbie 8
19 0 MeskceTeBble DKpaHBbI.
9KpaHBIL

1.8.MexceteBbie 8
20 0 MeskceTeBble DKpaHBbI.
9KPAHBL

1.8.MexceTeBble 8
21 0 MesxceTeBbIe SKpaHEI.
9KpaHBL

1.9.Knaccugukammm 9
yS3BUMOCTEH.

22 CucteMsr 0
0oOHapy KeHUS

Brop>keHuit IDS/IPS.

Knaccudpukarmun ysa3sumocteir. CHCTeMBI 00HApY KEHHS
Brop:kenuit IDS/IPS.

1.9.Knaccugpukammm 9
yS3BUMOCTEH.

23 Cucrembl 0
0oOHapy KeHHs

Bropskenuit IDS/IPS.

Knaccudpukarmun ysazsumocteir. CHCTeMBI 00HApY KEHHUS
BTopxkenuit IDS/IPS.

1.9.Knaccudukaunn 9
ySA3BUMOCTEN.

24 Cucrembl 0
0OHapy KeHHS

Bropxkeruit IDS/IPS.

Knaccudukarunu yszsumocreil. CucteMbl 00HapYKEeHUsI
BTopxenuit IDS/IPS.

1.9.Knaccuduxannu 9
YSA3BUMOCTEH.

25 Cucrembl 0
0oOHapy KeHUS

Brop:keruit IDS/IPS.

Knaccudpukarmun ysazsumocteit. CucteMbl 00HapyKeHUS
ropxkenuit IDS/IPS.

1.10.DLP-cucremsl, 10
DMZ, DPI, aynut
26 | Wb, rectupoBaHue Ha 0

IIPOHUKHOBEHHUE,
WAF.

DLP-cucremsr, DMZ, DPI, ayautr Wb, TectupoBanue Ha
npoHukHOBeHHE, WAF.

Hroro: 6

3.3.Conep:xanue JIeKIUH.

1.1.1. OcHoBHbIe TOHATHA W omnpenejgeHuss kypca. Kinaccupukanus yrpo3 uHGpopManuoHHON
oe3onacnoctu. (A3: 2, CPC: 4)

Tun nekuun: MadopmarimonHas Jexius
®opma opranm3aumm: JIekums

Omucanue: Omnpenenenuss «HHPopMarionHass 0e30-IaCHOCTB», «KOH(PUIAECHIIMATBHOCTEY,
«UEJIOCTHOCTBY», «JIOCTYITHOCTh HH(MOpMa-IIMN», «Yrpo3a», «aBTOMATH3MPOBAaHHAs CHCTEMa», BUIbI
3alUThl MHQOPMAIMH, IETH 3alUThl uH(pOpMaluK, TOHATHS «yrpo3a Wby, «Mmomens yrposy,

KJaccupukanus yrpo3 MHOOPMAIMOHHON 0e30MacHOCTH.
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1.2.1. ®enepanbHbie 3akonbl PO B 06s1acTu 3aumTel nHGopmanuu, cranaaptel UbB. (A3: 2, CPC: 4)
Tun gexkuun: MHPOpMAITMOHHAS JISKITHST
®opma opranmsanmu: JIekius

Onucanmne: Kparkuit 00630p D3-149 «OO6 wunHbpopma-uu, wuHOpMATH3AIMKA W  3aIIUTE
unpopmarm», O3-152 «O nepcoHanbHbIX HaHHBIX», D3-98 «O kommepueckoi TaitHe», ©3-63 «O06
JIEKTPOHHOW TOAINMCH», MOHATHE «CTaHJapT», cTanaapr MunuctepctBa odoponbsl CIIIA «Kpute-pun
OLICHKU JIOBEPEHHBIX KOMIbIOTEpHBIX cucrem», ['OCT P MCO/MDK 15408 «Kpurepuu oneHku
0e30MmacHOCTH UH(POP-MALMOHHBIX TEXHOJIOTUI, 0030p «Meto-nonoruu yIpaBlICHUS
nHpopMmaronHbiMu TexHoJorusiMim»y — COBIT 5, MexayHa-poHbie CTaHIapThl MEHEKMEHTa UH(MOP-
MaronHou 6e3onacHoctu cepuu [SO 27000, crangaptst opranuzamuu NIST B obnactu Wb, nenu, 3agaun
u ctpykrypa crannapra banka Poccuun CTO BP UBBC, Crannapt PCI DSS.

1.3.1. PykoBoasimue gjokymentol ®CTIK Poccun. (A3: 2, CPC: 4)
Tun nekuun: MabopMarmoHHas JIEKIus
®opma opranmsaumu: JIekus

Onucanue: Haznauenne ®CTOK Poccun, dpynkumn OCTOK Poccum, 0630p PykoBomsmmx
nokyMeHTOB «Kiaccugukaiys 1o ypoBHIO KOHTPOJIS OTCYTCTBUSL HEIEKIIAPUPOBAH-HBIX BO3MOKHOCTEN,
«Krnaccugukanust aBTOMaTU3MPOBaHHBIX CHCTEM M TpeOOBaHMs O 3a1uTe HHpopMaum», «MexcereBble
skpanbl. [loka3areny 3alMIIEHHOCTH OT HECaHKIMOHMPOBAHHO-TO JocTyna K uHpopmauum», «CBT.
[lokazarenmu 3ammmenHoctd ot HCJl k wunHdopmanum», knaccuukanuss cUCTeEM OOHApYXEHUS
BTOp’KEHUH, 0030p TpeboBaHUI MocTaHoBIeHUs npaButTenbcT-Ba PO Ne 1119 ot 01.11.2012 roma «O0
YTBEP)KJEHUM TpeOOBaHMI K 3alllUTe MEPCOHATBbHBIX JAaHHBIX MpU MX 00paboTke B MH(OPMAIIMOHHBIX

CUCTCMAX NNCPCOHAJIBHBIX TAHHBIX)).

1.4.1. Ayrentnpuxanus, nieHrupuxanus, apropusanus. (A3: 0, CPC: 4)
Tun nekuun: MadopmarmonHas Jexius
®opma opranmsanumn: CamocTosTenbHas padora

Onucanue: [ToHsaTus «ayTeHTUOHUKALMS, «UACHTUDU-KALMND), «aBTOPU3ALHS», KIACCU(PHUKAIH
CPEICTB UICHTU(PUKAIIMY U ayTeHTU(PU-KALUK C TOYKU 3pEHHS MPUMEHSIEMBIX TEXHOJIOTHHA, 37IeKTPOHHbIE
kimoun Touch Memory, Texnomnorust RFID, knaccuguka-iiust RFID-meTok, KapThl ¢ MAarHUTHOM MOJIOCOH,

IITPUX-KOJIbI, OMOMETPHSI, CTATUIECKHE U THHAMHYECKUE METO/IbI OMOMETPUIECKOM ayTEeHTU(DUKAIIH.
1.4.2. Ayrentudpuxanus, naeHrupukanms, apropusanus. (A3: 0, CPC: 4)

Tun gexuun: MHGOpMAITMOHHAS JISKITHS

®opma opranuzanuu: CamocrostenbHas padoTa
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Onucanue: [laposnpHas ayTeHTH()UKAINS, OTHOPA30-BhIE TAPOIH, BAPUAHTHI PEATTH3aIN CHC-TEM
ayTeHTU(HUKAMK TI0 OJHOPA30BBIM MApoOJsiM, JByX(akTopHas ayTeHTH(UKA-IMsI, CMapT-KapThl,
KJIacCU(HKAIIMS CMapT-KapT MO crioco0y 0OMEHa CO CUUTHIBAIO-IIIMM yCTPOMCTBOM, 00IaCTH IPUMEHEHUS

cMapT-KapT, pyTrokeH, eToken.

1.5.1. IIpoTokoJibl ceTeBoii ayrenTuurkanuu. (A3: 0, CPC: 4)
Tun nekuun: MadopMarmonHas JEKIus
®opma opranuzanmuu: CamocrosTenbHas padoTta

Onucanue: I[Iporokon ayrentudukanmm Kerberos, monsitus ticket, Key Distribution Center,

MPOTOKOJIBI Ay TEHTU(PUKAIIMY JUIS yIAIEHHOTO JIOCTYTIA.

1.5.2. IIporoxoJbl ceTeBoii ayrentuduranuu. (A3: 0, CPC: 4)
Tun nekuun: MabopMarmoHHas JIEKIus
®opma opranmsanuu: CamocrosrenbHas padbora

Omucanue: [Iporokon ayrentuduxanun RADIUS, nonstusa ximent RADIUS, cepsep RADIUS,

nocpenauk RADIUS, ciy:x6a mpoBepKH NOATMHHOCTH B HHTEpHETE [AS.

1.6.1. OcHoBbI kKpunrorpaguu, UHPPACTPYKTypa OTKPHITHIX KIwuei. (A3: 0, CPC: 4)
Tun nexumn: Nudopmarrionsas nexys
®opma opranuzanuu: CamocrosrenbHas padbora

Omucanue: [lonstre xpunrorpaguu, NPUHIMUI CUMMETPUYHOrO IMM(poBaHus, MU(POBaHUS C

OTKPBITBIM KJIFOUOM, ITIOHATUC «KITFOY» B KpI/IHTOI'pa(l)I/H/I.

1.6.2. OcHOBBI KpUNTOrpaduu, MHPPACTPYKTYPa OTKPBITHIX KIt04veil. (A3: 0, CPC: 4)
Tun nexumn: Nadopmarionsas nexys
®opma opranuzanuu: CamocrosrenbHas padbora

Omucanue: [udpoBas mnoamuce, paboTa OIHOCTOPOHHEH — X3UI-PYHKIMH, UHU(DPOBBIE

cepTU(HUKATHI KITFOUEH.

1.6.3. OcHoBBI KpunTorpaguu, HHPPaACTPyKTypa OTKPLITHIX KI04ei. (A3: 0, CPC: 4)
Tun gexuun: MHPOpMAITMOHHAS JISKITUS
®opma opranuzanuu: CamocrostenbHas padoTa

Omucanue: Ilemy OLII Ha ceprudukare, pacrnpocTpaHeHHe CepTU(UKATOB, CEpBEPHI-

JIETIO3UTapUH, OCHOBBI HUHPPACTPYKTY-Pbl OTKPHITHIX KITFOUYEH.

1.6.4. OcHoBbI KpunToOrpaguu, HHPPaCTPyKTypa OTKPLITHIX KI04ei. (A3: 0, CPC: 4)
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Tun nekuun: MadopMarmonHas JeKIus
®opma opranuzanmuu: CamocTosTenbHas padoTta

Onucanue: [loHATHS «IEHTP cepTH(UKAIMN», «CIHCOK OTO3BAHHBIX KIIOYEH», pa3iIMYHbIC

monenu PKI.

1.6.5. OcHoBbI Kpunrorpaguu, HHPPACTPYKTYpa OTKPLITHIX Kiawouei. (A3: 0, CPC: 4)
Tun nekuun: MadopMarmoHHas JEKIus
®opma opranuzanmuu: CamocTosTenbHas padoTa

Onucanue: AyreHTU(UKALNUS C UCTIOIB30BAaHUEM CEPTU(PHKATOB OTKPBITOTO KITIOYA.

1.7.1. Bpenonocnoe nporpammtoe odecnedenue. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranmsanuu: CamocrosrenbHas padbora

Onucanune: IlonsaTus «aHTHUBHUPYCHasA IIporpamMmma», «BpPCEAOHOCHOC HO», «KOMHBI-OTGpHBIfI

BUPYC», IPU3HAKH BO3MOXKHOTO 3apayKEHUsI KOMIIbIOTEPA.

1.7.2. Bpenonocnoe nporpammtoe odecnedenue. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranuzanuu: CamocrosrenbHas padbora

Onucanue: O030p BHUPYCHOW AaKTUBHOCTH 3a TEKYUIMH TOJ, KaTeropuu Yrpo3, peKIaMHbIe

IIPOrpaMMBl.

1.7.3. BpenonocHoe nporpammuoe odecrieuerue. (A3: 0, CPC: 4)
Tun gexnmun: MHPOpManmoHHas JIEKIHst
®opma opranuzanuu: CamocrosrenbHas padbora

Onucanne: Backdoor-nporpamMmel, (GUIIUHT, TPOTPAMMBI-IITYTKH, OOMaHHbBIEC TPOrPAMMBI.

1.7.4. Bpenonocnoe nporpammuoe odecneuenue. (A3: 0, CPC: 4)
Tun gexnmun: MHpopMamoHHas JISKIHsI
®opma opranmzanumn: CamocTosiTenbHas padora

Onucanue: Bot-cetu, SKCIIIONTHI, (hapMUHT.

1.8.1. MexcerteBnble 3xkpanbl. (A3: 0, CPC: 4)
Tun gexuun: MHGOpMAITMOHHAS JISKITUS

®opma opranusanuu: CamocrosiTensHas padoTta
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Onucanne: Ilonsatue «MexceTeBOH dKpaH», (QYHKIIMHM MEXKCETEBBIX SKPaHOB, CIIOCOOBI

peamzaru MD.

1.8.2. MesxkcereBble 3kpanbl. (A3: 0, CPC: 4)
Tun gexkuun: MHGOpMATMOHHAS JISKITHST
®opma opranuzanuu: CamocTosTenbHas padoTa

Onucanne: OuIbTp MaKETOB, MPUHIIUAIIEI 00PAOOTKH MAKETOB JaHHBIX B MO, TrIibl MO coriacHo

ypoBHsM Mozenu OSI, ynpapisieMble KOMMYTaTOPBI.

1.8.3. MexcereBble 3xkpanbl. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranusanuu: CamocrostenbHas padora

Omucanue: CereBble GUIBTPBI, cTaTU4YecKas (GWIbTpAIM B CETEBBIX (UIBTPaX, IUIIO3bI

CCaHCOBOI'O YPOBHA, (1)I/IJ'ILTpBI KOHTPOJIA COCTOAHUSA KaHayla CBA3U.

1.8.4. MexcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranmsanum: CamocTosTenbHas padora

Onucanue: [IpuHnun paGoThl (uiIbTpa € MHOIOCTYNEHYATHIM IOPSIKOM YCTAHOBJICHHUS

COCHHHGHHﬁ, [UTKO3BI, TPAHCIMPYIOMIUE aIpeCa UJIIN CETCBLIC IIPOTOKOJIBI.

1.8.5. MexcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun gexnmun: MHPOpManmoHHas JIEKIHst
®opma opranmsanumn: CamocTosTenbHas padora

Onucanue: Pexumbl pabGotsl 1utto30B NAT, MoCpeHUKH MNPUKIAJAHOTO YPOBHS, THIIBI

MMOCPCAHUKOB IIPUKIIAAHOTIO YPOBHS, UHCIICKTOPBI COCTOAHUSA, APYTUE€ BO3MOXKHOCTU MD.

1.9.1. Knaccudpuxamuu ysasBumocrteit. Cucrembl 00Hapy:kenus Brop:kenuii IDS/IPS. (A3: 0, CPC: 4)
Tun nekuun: MadopmarmonHas JeKIus
®opma opranusanuu: CamocrosiTensHas padoTta

Onucanme: Ilonsarus «YA3BUMOCTDLY, «,Z[e(beKT 6C3OHaCHOCTI/I)), THIIbI KJIaCCI/I(bI/IKaI_[I/Iﬁ

YS3BUMOCTEH, pa3inuHble KiIacCu(UKALIH U PeeCcTphl yI3BUMOCTeH, kiaccudukarums BpenoHocHoro 110.

1.9.2. Knaccnduxauun ysizBumocreii. Cucrembl ooHapy:xenust Brop:xenuii IDS/IPS. (A3: 0, CPC: 4)

Tun nekuun: MadopmarmonHas JeKIus
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®opma opranuzanuu: CamocTosTenbHas padoTa

Omnucanue: Knaccudukanus ys3Bumocteit mporpammubsix cuctem, NVD, CVE, CPE, OSVDB,
OroyiereHu o 6e3onacHocTH Microsoft, 6roierenu o 6e3onmacHocTr Adobe, peectpsl yszBumocTeidr OC
debian, ubuntu, redhat linux, OWASP.

1.9.3. Knaccnpukanun ysazsumocreil. Cucrembl o0Hapy:xenus srop:xennii IDS/IPS. (A3: 0, CPC: 4)
Tun gexkuun: MHPOpMATMOHHAS JISKITHST
®opma opranmsanum: CamocrosTenbHas padora

Onucanne: Pycckos3prunbiii perno3u-topuii si3pika OVAL, 0aHK JaHHBIX yrpo3 0€30macHOCTH
unpopmarn PCTOK Poccum, cuctembl 0OHApYKEHHsI BTOp)Ke-HUU (aTak), 1eidb OOHAPY)KEHHS aTak,

MpU3HAKK aTak, Kiaccudukaruss COA 10 MPUHIUITY peaTH3alliu.

1.9.4. Knaccudukanun yszpumocreii. Cucrembl o0Hapy:xenus Brop:kenuii IDS/IPS. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranmsanuu: CamocrosrenbHas padbora
Omucanue: Pacnpenenéunsie COA  (distributed IDS), kommonentst dIDS, cucremsl

npenotpainenusi Bropxkenuit (IPS), cucremsr Security Information and Event Management (SIEM),

3agaun cucreM SIEM, Bo3moskHOocTH cucteM SIEM, HCTOYHMKY JaHHEIX JuI1a cucTteM SIEM.

1.10.1. DLP-cucrembl, DMZ, DPI, aynutr Ub, TectupoBanne Ha npoHuxHoBenne, WAF. (A3: 0,
CPC: 4)

Tun nexumn: Nudopmarrionsas nexys
®opma opranmsanum: CamocTosTenbHas padora

Omucanue: HazHauenue DLP-cucrem, crpykrypa DLP-cucrem, knaccudukamms DLP-cuctem no
croco0y OOHapy>KEeHUsI YTEeUKU JIaHHBIX, MepedeHb KOHTPOIMPYEMbIX IeHCTBUM, JEMHIMTApU30BaHHAs
30Ha (DMZ), kondurypauus ¢ oqauM MO koHduryparms ¢ asyms MO, texnonorus DPI (Deep Packet
Inspection), aynut Wb, Bunel aynuta Wb, TectupoBanne Ha MPOHUKHOBEHHE, OOBEKTHI TECTUPOBAHUS,
stambl ayauta Wb, mepedens [1O mis orneHKM OCHOBHBIX (DYHKITHIT 0€30MacHOC-TH CETH, TEXHOJIOTHS
WAF (Web Application Firewall), ocHoBHbIe pexumbl pa3BeprbiBanus WAF, moxenu 6e3omac-HOCTH

WAF, ocaoBHEIE Bo3MoxHOCTH WAF.

3.4.IIpakTuyeckue 3aHATHS

Ne Paznen Oobbem, JAupakr.
TeMa NPaKTHYECKOIr0 3aHSITHSA
/0 | JMHCHUIIMHBI 4acoB €IMHHIIbI
1.5.IIpoTokobt 5
1 ceTeBoi 2 Hacrpoiika mpoTOKOJIOB CETEBOI ay TeHTU(PUKAIHH.
ayTeHTH(UKauK
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.

HUToro:

1.5.1. Hacrpoiika npoToko.10B ceTeBoii ayrenTuGuranuu. (A3: 2, CPC: 0)

3.5.Conep:kanne NPAKTUYECKUX 3aAHATHIA

®opma opranmsaumu: [Ipakrruyeckoe 3aHsTHE

3.6.J1aGopaTopHbie padoThI

Ne Paszpnen HaumenoBanue n1abopaTopHoii Oobem, | Jupakr.
/0 | AMCHMILIMHBI padoThI 4acoB e/IMHULIbI
1.5.IIpotoxon | MoaenupoBaHHE JTOKAJIBHBIX 5
bl CeTeBOM KOMIIBIOTEPHBIX ceTell ¢
1 4
ayreHTH(UKAL | ucmonb3oBaHueM cpeasl CISCO
HH. Packet Tracer (gacts 1).
1.5.Ilpotokon | MoaenupoBaHue JOKAIbHBIX 5
Bl CETEBOH KOMITBIOTEPHBIX CeTeH ¢
2 0
ayreHTH(UKaL | ucmonb3oBaHueM cpeasl CISCO
Wy, Packet Tracer (gacTp 2).
1.6.0cHOBEI 6
kpunrrorpadu | Y nanenne nHGOpMaIuu, 3aTHPaHUE
3 u, CBOOOHOTO MECTa, OUNCTKa peecTpa, 0
uHppacTpykry | co3nanue 3amnppoBaHHBIX
pa OTKPBITBIX | KOHTEHHEPOB.
KIIFOUEH.
1.7.Bpenonoc | IIpuMeHeHHe pa3TUYHBIX TUIIOB 7
4 HOe AQHTUBHUPYCHBIX IIPOTPaMM U YTHIIUT 0
NporpaMMHOE | Jutsi GOpBOBI C BPEIOHOCHBIM
o0ecrieyeHne. | mporpaMMHBIM 00ECTIEUCHUEM.
V3yueHne NpUHIMIIOB YCTAHOBKHU H 8
1.8 Meskceren HAaCTPOWKN MEKCETEBBIX HKPAHOB Ha
5 npumepe Comodo free firewall, 0
bI€ 3KPaHBI. .
KOHTPOJIb CE€TEBBIX MOJKIIOYCHUH
(TCPview, netstat).
1.9 Knaccudu 9
Kalun AHanu3 ysi3BUMOCTEH ONepannoHHbIX
ySI3BUMOCTEH. | cucteM ¢ momoinsio Nessus,
6 Cucrembl 9KCIUTyaTalyst KPUTHIECKHX 0
oOHapyXeHHs | ys3BUMOCTEH ¢ OMOIIbI0 Habopa
BTOpXKEHUIT | sKkcmouToB metasploit framework.
IDS/IPS.
1.10.DLP- 10
CHUCTEMBI,
DMZ, DPI, Pabota ¢ mporpammoii ucciemoBa-Hust
7 aynut Ub, 1 ayanuTa 0€301MacHOCTH CEeTH nmap, 0
TECTUPOBAHHE | aHAJIM3aTOPOM CETEBOro Tpaduka
Ha Wireshark.
MIPOHUKHOBEH
ne, WAF.
Hroro: 4
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3.7.Conep:xkanue J1a00paTOPHbIX padoT

1.5.1. MoaeaupoBaHue JJOKAJIbHBIX KOMIILIOTEPHBIX ceTell ¢ ucnosib3oBanueMm cpensi CISCO
Packet Tracer (uactsb 1). (A3: 4, CPC: 4)

®opma opranusanuu: JlaboparopHas padota

1.5.2. MoaeupoBaHue JIOKAJIbHBIX KOMIIBIOTEPHBIX ceTeil ¢ ucnojb3oBanueM cpeasi CISCO
Packet Tracer (yactsb 2). (A3: 0, CPC: 4)

®opma opranuzanuu: CamocrostenbHas padoTa

1.6.1. Yianenue uagopmanuu, 3aTUHPaHue CBOOOHOI0 MECTa, OYMCTKA peecTpa, Co31aHue
3amugpoBaHHbIX KOHTelHepoB. (A3: 0, CPC: 4)

®opma opranmsanuu: CamocrosrenbHas padbora

1.7.1. IlpuMeHeHUe PA3JIUYHBLIX THIIOB AHTUBUPYCHBIX MPOrPaMM M YTHJINT J1Jisi 60PbOBI ¢
BPEeIOHOCHBIM NMPOrpaMMHbIM obecniedennem. (A3: 0, CPC: 4)

®opma opranusanuu: CamocrostenbHas padora

1.8.1. I3yyeHnue NPUHIUIIOB YCTAHOBKH U HACTPOHKH MeKceTeBbIX IKpPaHOB Ha npumepe Comodo
free firewall, konTpoub cereBbix noakouenuii (TCPview, netstat). (A3: 0, CPC: 4)

®opma opranmzanuu: CamocrosrenbHas padora

1.9.1. Anayu3 ysi3BUMOCTei onepanMoHHbIX CHCTEM ¢ TOMOIILI0 Nessus, IKCITyaTalus
KPUTHYECKHUX YSI3BUMOCTeil ¢ moMoib10 Ha0opa sxkciiionToB metasploit framework. (A3: 0, CPC: 4)

®opma opranusanuu: CamocrosTensHas padoTta

1.10.1. PaboTa ¢ nporpamMmoii uccjie0Ba-Hus U ayauTa 0e30I1aCHOCTH CeTH NMAap, aHAJIM3aTOPOM
ceteBoro Tpadpuka Wireshark. (A3: 0, CPC: 4)

®opma opranuzanuu: CamocrosrenbHas padbora

3.8.KourpoJs camocrosiTesibHOI padoTsl (KCP)

Ne Paznen Oo0bem, Tema KCP
n/n JUCIHIIMHBI 4aCcoB
Hroro:
3.9.Conep:xxkanue KCP

3.10.KypcoBbie pagoThl ¥ MPOEKTHI MO AUCHHUILIHHE
3.11.ITpomMeskyTOYHAST ATTECTAMSA

1.

Ipuxpeniennble ¢aiiabl: [Ipumepst Bonpocos.docx
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1. OcHOBHAs 1 IOTIOJIHUTEINbHAS JIUTEPATYPa 110 JUCLUILTIHE

4. HEPEYEHDb YYEBHO-METOANYECKOI'O OBECIIEYEHUSA JJIA
CAMOCTOSITEJBHOM PABOTBI OB YUAIOIIMXCS IO JUCHUILINHE

2. Pecypchl nH(DOPMAIIMOHHO-TEJICKOMMYHHKAIIMOHHON ceTH «IHTepHET.

3. Pecypchl HayuyHO-TexHHYECKOM OnbmmoTexkn MAU.

4. adopmariioHHbIE CTEH/IBI KadeIphl.

5.

®OHJI OUEHOYHBIX CPEJICTB JJ151 IPOBEJAEHMS IPOMEXKYTOYHO
ATTECTALIMM OBYYAIOIUXCS MO JUCLHMUIIIUHE

Onucanue nokasatesed, KpUTEPUN OLEHUBAHUS KOMIETEHIMH U ONMCAHUE IIKaj OLICHUBAHUS
OCYILLECTBISIOTCS B COOTBETCTBUM ¢ IlonokeHueM o OasIbHO-PEUTUHIOBOM CUCTEME OLICHKH
pe3yabTaToB o0y4yeHus cTyieHToB no aucuurumHe (IIpuka3 Ne42 ot 04.04.2014 «O06 yTBepkIeHUH
10J10’KeHUsI «PEUTUHT IO AUCLUIUINHEY ).
Jl1s olleHMBaHUSI UHTETPUPOBAHHBIX U MPAKTUKO-OPUEHTUPOBAHHBIX 33JaHUN O0ydaroluxcs

UCHOJIb3YIOTCA ciienytomue kputepun no 100-6aibHON mIiKae:

1. ®opmynupoBaHue NpeACTaBICHHONW HH(OpMALIUKU B BUIE TIPOOIIEMEI;
2. Ilpemnoxenue criocoda penieHus MpoOIeMbl;
3. OOocHoBaHME cTIOCO0a peIIeHHsI TPOOIIEMBI;
4. JlemoHcTpalus croco0a pemeHus mpooIeMbl.
OrnieHrBaHUE OCYIIECTBIISIETCS IO CICAYIOIEH IIKae:
100-0annpHas mkana PesynbTaT ocBOCHH
MeHee 40 Kpurepuii He chopmupoBan
41-70 Kpurepuii 4eTKO HE BBIpakKeH
71-100 Kpurepuii BbipaxeH yeTko

I[J'IH OILICHUBAHUWA CUTYAallUOHHBIX 3aJlaHui HCIIOJIB3YCTCA CIICAYIOIIas MIKaa:

100-0ampHas mkaia

PeBy.]'ILTaT OCBOCHUA

meHee 30

o0yyaroImuiicss He MOXeT c(hOpMyYIHPOBAThH

po0sieMy, MpeACTaBIEHHYIO B 3aJaHUN

31-50

oOyyJaronuiicss HOpMyIHUPYET MOCTABICHHYIO
3a/1aqy, y Hero c)opMHUpPOBaHbI
W30JIMPOBaHHBIC 3HAHUS U YMEHUS, OJTHAKO
OTCYTCTBYIOT HHTCTPUPOBAHHBIC ITIOHATUA U
HaBBIKH, B PE3YJIBTATEC UCTO JOMYIICHBI

OIIIMOKH B PCUICHUHN U 3aJaHHUEC HC BBIITOJIHCHO

51-80

3aaHuC BBIIIOJIHCHO, O6yanOIHHﬁCH

IPUMCHACT 3HAHUSA JJIS pCUHICHUA

Bepcus: AAAAAAB3ANc Koa: 000110767




MOCTaBJICHHOM MPOOJIEMBI, OIHAKO HE
c(OpMHPOBAHBI KOMIIETEHIIUH, BCIIECTBUE
4yero o0y4arolMNCs UCTIBITHIBAET 3aTPyAHEHUS

B ICMOHCTpalun crmoco06oB pelICHUA 3aa49n

81-100

3a1aHUC BBIITOJHCHO KaK B TCOPCTUYCCKOM,
TaK U B IIPAKTHUYCCKOM IIJIaHEC, O6yanOHleICH
JIETKO AEMOHCTPHUPYET CBOKO KOMIIETCHTHOCTD

10 JaHHOMY BOIIPOCY

q)OHI[BI OIICHOYHBIX CPCACTB, ITO3BOJIAIOIINEC OLCHUTD PC3YyJIbTAThI O6y‘-I€HI/IH, BKJIIOYAIOT B CEOS:

BOIIPOCHI K HpOMeX(YTOHHOfI aTTCCTalllH.

HepequL KOMHCTCHHI/Iﬁ H OTallbl UX (1)0pMI/IpOBaHI/I${ IIPpHUBCACHLI B Cﬂeﬂymmeﬁ Ta6HI/IHe:
Iugp KomnereHuus Dranbl GOPMHPOBAHUS KOMIETEHIIHH
OIIK-11 CrocoOHOCTh pellaTh CTaHAAPTHBIE 3a1a4u Jlexrmn:

npoecCHOHANIBHOW ~ JIeATeNIbBHOCTH ~ Ha
OCHOBE nH(POPMALHOHHON u
oubnmorpadugaeckoit KYJbTYpHI c
NpUMEHEHHEM UH(OPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX ~ TEXHOJOTHH H C
y4eTOM OCHOBHBIX TpeboBaHui

nH}popMaMOHHOH 6€301acCHOCTH

1. OcHOBHBIE TOHATHS M OINpeAeNeHHs] Kypca.
Knaccudukarus yrpo3 HH(POPMAITUOHHON
6e30I1aCHOCTH...

2. @enepanbHble 3aKOHBI P® B 007aCTH 3alUTHI
nHpopmanuy, ctaagaptsl UB..

3. PykoBogsuie nokymentsl ®CTOK Poccun..

4. AyTteHTH(HKaIHA, HIOCHTU(DUKAIIHS,
aBTOPHU3AIIUSL..
5. AyTteHTH(HKALIHA, UIOCHTU(DUKAIIHS,
aBTOPHU3AIIUSL..

6. [IpoTokoJbI ceTeBoii ayTeHTH(UKALINL.
7. IIpoTOoKOJIBI CeTeBOM ayTeHTH(UKALINML..

8. OcHoBbl  kpunrorpaduu, HUHOPACTPYKTYpa
OTKPBITBIX KJIFOUEH..
9.  OcHoBbl  kpuntorpadpuu, uHppacTpykrypa
OTKPBITBIX KJIFOUEH..
10. OcHoBBl Kkpunrorpadguu, HHPpacTpyKTypa
OTKPBITHIX KIIIOYEH..
11.  OcHoBBl kpunTorpadguu, HHOpACTPyKTypa
OTKPBITHIX KIIIOYEH..
12. OcHoBBl  kpuntorpaduu, HHPpACTPYKTypa

OTKPBITBIX KJIFOUEH..

13. BpeaoHocHOE porpaMMHOe 00eCIIeYeHHE. .
14. BpeaoHocHOE IPOrpaMMHOE 00eCIICUeHHE. .
15. BpenoHocHoe mporpaMMHoe oOecrieueHue. .
16. BpenoHnocHoe nmporpaMMHoe oOecrieueHue. .
17. MexceTeBble SKpaHBbL..

18. MexceTeBble dKpaHBbL..

19. MexceTeBble dKpaHBbL..

20. MexceTeBble dKpaHBbL..

21. MexceTeBble dKpaHBbL..

22.  Knaccudukamum  ys3BUMOCTEH.
oOHapy>xeHust Bropxkenuit IDS/IPS..

23. Knaccupukanmum — ySI3BUMOCTEH.
obOHapysxeHust Bropxkenuit IDS/IPS..

24. Krnaccupukanun — ysI3BUMOCTEH.
obOHapysxeHust Bropxkenuit IDS/IPS..

25. Knaccupukanmum — ySI3BUMOCTEH.
obOHapysxeHust Bropkenuit IDS/IPS..

26. DLP-cucremsr, DMZ, DPI, ayaur
TECTHPOBaHUE Ha NMpoHuKHOBeHue, WAF..

Cucrtemsbl
CucreMsl
CucreMsl
CucreMsl

Ub,
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JlabopaTopHsie paboTHI:

1. MopnenmupoBaHue JIOKAJIBHBIX KOMITBIOTEPHBIX
cereil ¢ wucnonp3oBaHueM cpensl CISCO Packet
Tracer (4actp 1)..

2. MopnenmupoBaHue JIOKAJIBHBIX KOMITBIOTEPHBIX
cereil ¢ wucnonb3oBaHueM cpensl CISCO Packet
Tracer (9acts 2)..

3. Yaanenwne wHpOpManuu, 3aTHpaHHE CBOOOIHOTO
MecTa, OYHCTKAa PEECTpa, CO3AaHNE 3aIIN(pPOBAHHBIX
KOHTENHEPOB..

4. IlpuMeHeHHE pPa3UYHBIX THUIIOB AHTUBHPYCHBIX
IpoTrpaMM W YTIJIUT Uit OOpBOBI C BPEIOHOCHBIM
MPOTPaMMHBIM 00ECIIEYEHHEM. .

5. H3ydeHne NPUHLUIIOB YCTaHOBKHM M HACTPOMKH
MEKCETeBBIX JKpaHOB Ha mnpumepe Comodo free
firewall, KOHTPOJIb CETEBBIX MOIKJTIOYECHUH
(TCPview, netstat)..

6. AHanmu3 ysS3BHUMOCTEH OINEpallMOHHBIX CHCTEM C
nomompio  Nessus, 3KCIUTyaTanusi KPUTHYECKHX
YSI3BUMOCTEH C IIOMOINBIO Habopa 3KCIUIOWTOB
metasploit framework..

7. Pabora ¢ mporpamMMol HCcIemoBa-HUS M ayAHTa
0e30macHOCTH CeTH nmap, aHAIM3aTOPOM CETEBOTO

tpapuka Wireshark..
2 OIIK-10 CnocoOHOCTh y4acTBOBAaTh B HACTPOWKE H Ymeth HPUMEHATE OCHOBHEIC aJIrOpUTMBI
HaJajKe TPOTPaMMHO-aIIapaTHBIX mndposanus Cemectp - 7
KOMIUICKCOB
3 IK-1 CriocoGHOCTh  paspaGatbiBath  Mogmemn | CEMECTP -

KOMIIOHCHTOB I/IH(I)OpMaIII/IOHHI)IX CHUCTEM,
BKJIFOYas MOJIeNId 0a3 JaHHBIX

Bonpocsl kK NIpOMeKYTOYHOM aTTECTALMHA

«MeToJIbl M CPEJICTBA 3AIUTHI KOMITLIOTEPHON MHMOOPMALIAMY)

1. Ox3amen (7 cemectp)
IIpuxpenuiennbie paiiabi: [Ipumeps! Bormpocos.docx

6. MEPEYEHb OCHOBHOM 1 JTOMTOJTHUTEJIHbHON YUEEHOM JINTEPATYPBI,
HEOBXOJIUMOMH JIJIs1 OCBOEHUS JUCIUTLIAHBI

a)OCHOBHAs JIUTepaTypa:

1. anerun B. @., UudopmarmionHass 6€30MacHOCTh KOMITBIOTEPHBIX CHUCTEM M CETeH [DIEeKTPOHHBIMA
pecypc] : YueOnoe nocodue / B.®. Illanerun. M.: U] ®OPYM: MHDOPA-M, 2012. - 416 c. Pexum
nocrymna: http://znanium.com/bookread.php?book= 423927

2. bamer, T1. H. MadopmarmionHas 6e30macHOCTh W 3amuTa uHGOpMaIuu [DNeKTpoHHBIA pecype] :
VueOnuk / I1. H. bamel, A. B. babam, E. K. Bapanosa. - M.: PUOP, 2013. - 222 c. Pexxum npocryma:
http://znanium.com/bookread.php?book= 405000

0)I0nOTHUTEIHHAS JIUTEPATYpa:
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1. XKykoa M.H., Ynpasnenne uHpOpManmonHoi Oe3omacHocThio. Y. 2. YmpapiieHHEe WHIUICHTaAMU
nHpopMaIoHHON Oe3omacHOCTH [DNeKTpoHHBIM pecypc] : Yuebnoe mocodue / M.H. Xykosa, B.I.
XKyxos, B. B. 3omorapes. - Kpacnosipck : Cu6. roc. aspokocmud. yH-T, 2012. - 100 c. Pesxxum nocryma:
http://znanium.com/bookread.php?book=463061

2. Kysnuenos, 1. H. busnec-6e3omacHocts [DnekTpoHHbI pecype] : [Ipaktudeckoe pykoBoactso / M. H.
KysnemoB. - 3-e wm3n. - M. JlamkoB u K, 2013. - 416 <c¢. Pexum pgocryma:
http://znanium.com/bookread.php?book= 430343

7. NEPEYEHB PECYPCOB HH®OPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHOM
CETU «<MHTEPHET», HEOBXOJIUMBbIX JJIs1 OCBOEHUS JUCHAIIJIMHBI
Hnst obecneyeHust oOpa3oBaTeabHOTO  IIpollecca MO JUCHUILIMHE  O0ydYarouuMmcs
MPEOCTABIISIETCS BO3MOXKHOCTh KPYIJIOCYTOYHOTO JIMCTAHIIMOHHOTO HMHAMBHUIYaJILHOIO JOCTyHa K

QJICKTPOHHBIM OMOJHMOTEYHBIM CHCTEMAaM M3 JIFOOOH TOYKH, B KOTOpOﬁ HMECTCA HOCTYII K CCTHU

«HTepHe™.
HaumenoBaHue pecypca HNuTepHeT-cCBIIIKA HA pecype
"ZNANIUM.COM"
DneKTpoHHAas OoubmoreyHast cucrema | http://znanium.com

"ZNANIUM.COM".

000 "U3pareancrBo JlaHb

DnexktponHas oubaunoreunas cucrema OO0 e.lanbook.com

"N3pateanpcTBo Jlann".

00O "DexTpoHHoe W3aTeNbeTBo FOPAVIT"

DnextponHas 6ubanoTednas cuctema FOPAWT. DBC | http:/biblio-online.ru,
"JlerengapHbie KHUTH" https://biblio-
online.ru/catalog/legendary

JuekTpoHHas Oubamoreka MAU

OnekrponHas oudmuoreka MAU (codoctBenHocts MAU). | http://elibrary.mai.ru/MegaPro2/

Web
uiekTpoHHasi ondmorexka Koncopuuyma aspoxkocmuieckux By3os Poccun
DJeKTpOHHas 6ubnmoreka Koncoprumyma | http://elsau.ru
a’POKOCMUYECKHX BY30B Poccuu.
bubéanorexka POOU
bu6bmorexa POOU ‘ http://www.rfbr.ru/rffi/ru/library
EnnHoe 0KHO 10CTyna K 00pa30BaTe/IbHBIM pecypcam
Enunoe okHO J0CTyIa K 00pa3oBaTeIbHBIM pecypcam ‘ http://window.edu.ru/
Polpred.com
Polpred.com. O630p CMU ‘ http://polpred.com
000 "PYHOB"

DnexrponHas oubmuoreunas cucrema eELIBRARY. ‘ http://elibrary.ru
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http://znanium.com/
https://e.lanbook.com/
http://biblio-online.ru/
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http://polpred.com/
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00O "HannoHaJabHblIi HU(POBOIi p

ecypc "PykonT"

OOO "HauunonanbHblil 1npoBoii pecype "Pykont".

‘ http://text.rucont.ru

000 "UBHUC"

000 "UBUC".

\ http://ivis.ru

00O "HuTerparop aBTOpCKOro npasa'

OOO "Unrerparop aBropckoro mpasa” 1Qlib.

\ http://www.iglib.ru/

oI'BY "PI'B"

DnekTpoHHas 6ubimuoreka quccepramnuii PI'b.

http://dvs.rsl.ru

OnextponHo-NUHpopmanmonnsiii Koncoprimym".

HanmonanwsHas snexrponnas oubnuorexa (HOB). http://H36.pd
HIT HOUKOH
Hexommepueckoe MapTHEPCTBO "HamwonaneHusiii | http://archive.neicon.ru

Hay4HbIe MOJIHOTEKCTOBBIE PECYPChI U3/IATEIILCTBA
Springer (apxuB).

http://link.springer.com/

HaquI)Ie ITOJIHOTEKCTOBBIC JKypHaJbl n31aTciIbCTBa

Taylor&Francis Group (apxuB).

http://www.tandfonline.com/

Baza mausawix GreenFile komnaauu EBSCO.

http://www.greeninfoonline.com.

BHellIHEIKOHOMHYECKOE oﬁbennﬂenne

"AxaaemuHTOpI"

American Physical Society
American Mathematical Society

http://publish.aps.org/
http://www.ams.org/mathscinet/ind
ex.html

®I'BY "I'THTB Poccu

I/I"

baza manneix Web of Science (nmpaBoobGmamarens -
Thomson Reuters, ¢ 03.10.2016 r. - Clarivate Analytics).

www.webofscience.com

baza manueix Scopus m3garenscTBa Elsevier.

http://scopus.com

Springer Customer Service Center GmbH B HayuHBIX H
O6pa3OBaTeJ'ILHBIX I eJsx.

Springer

Nature

http://link.springer.com/
http://www.nature.com/

baza ganneix kommanuun EBSCO Publishing:
BJ] CASC. BJ1 MathSciNet via EBSCOhost.

http://search.ebscohost.com

Haydnbple  MOJTHOTEKCTOBBIE  JKypHalnsl W KHurW | http://www.sciencedirect.com
n3narelbcTBa Elsevier. http://www.elsevierscience.ru/pro
ducts/science-direct
POOU

HaquHe MOJIHOTCKCTOBLIC AHIJTIOA3ZBIYHBIC JKYPHAJIbI
American Chemical Society.

http://pubs.acs.org.

8.METOJJMYECKHUE YKA3ZAHMS JJISI OBYYAIOILIIUXCS IO OCBOEHUIO
JUCHUTIINHBI

D PeKTUBHBIM CIOCOOOM pPa3BUTHS TBOPUYECKUX CIIOCOOHOCTEH CTYJIEHTOB MpPU H3YUYCHHH
TUCIUTIIMHB SBJSIETCS CaMOCTOsITebHAsE paboTa, KOTopas HalejdeHa Ha MpopadOTKy CTyJIEeHTaMU
MaTepuana MpomeAIINX KOHTAKTHBIX 3aHATHIA U TIOJTOTOBKY K MPEICTOSIINM 3aHATHSIM.
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CaMmocrosiTenbHasi paboTa CTYIEHTOB MIPOBOAMTCS HMHU B COOTBETCTBHM C COOCTBEHHBIMU
BO3MOXHOCTAMH. MOXHO, OJHAKO, pEKOMEHJOBAaTh TIPYIIIOBOE M3YYEHHE MAaTEpPUAJIOB,
o0ecrnieunBaroIlee COBMECTHYIO pPAa0OTy HECKOJbKHUX CTYJEHTOB, UYTO IIOJIOKUTEIBHO BIUSET Ha
KaueCcTBO MPOpadOTKU MPOrpaMMbl Kypca.

B TO e Bpems BBICOKas CTENEHb YCBOCHMS H3y4YaeMOH JHCLUUILIMHBI JOCTUIaeTcs IpH
MOCTOSIHHOM PaboTe CTYIACHTOB HaJl TEKYIIUM MaTepwaioM. B 3Toil cBs3M kenarenbHa mpopaboTKa
JIEKIMOHHOTO MaTepuaja B JIeHb €ro MpPOYTEHHs, YTO IO3BOJISIET, BO-MEPBBIX, ONEPAaTUBHO (HA
CJIeIyIOIEeH JIEKIIMK) CHUMaTh BO3HUKAIOIIUE BOMPOCHI M, BO-BTOPBIX, CO3AaBaTh Oaraxk 3HAHUU MO
JUCHUIIIMHE 33J10JIT0 10 IPOMEXYTOYHOM aTTeCTALNH.

[Ipu moaroToBke K MPaKTUYECKUM 3aHATHUSM TaKKe HEOO0XoIuMa MpopadOTKa JEKIMOHHOTO
MaTtepuanga. ITO MO3BOJUT OCO3HAHO paboTaTh C IpejIaraéMblM MaTepHalloM IpernojaBaTeiieM Ha
MPAKTUYECKOM 3aHSATHUHU, a, CJIEJAOBATENIbHO, 3aKIaJbIBaTh 0a3y METOJWK M MPHUEMOB IPHU PELICHUU
MPaKTUYECKHX 3a/1a4.

[Tpu u3ydeHnn marepuaia HeoOXOIUMO JAeNiaTh aKICHT HE Ha 3a3yOpMBaHUU MaTepuaia, a Ha
MOHUMAaHUE ero (PU3UYEeCKOW CyTH, YTO Pa3BUBAET MBIILJICHHE U TO3BOJISAET MOHITh METOAOJIOTHIO
H3y4aeMOMN JUCUUTUIUHBIL.

9. MEPEYEHb NH®OPMAIIMOHHBIX TEXHOJIOI' M1, UCITOJIb3YEMBIX ITPU
OCYHWECTBJIEHUU OBPA30OBATEJIBHOI'O NPOLHECCA IO JUCHUIIJIMHE
JlucuuniauHa OpUEHTHMpOBaHAa Ha INPUMEHEHHE KOMIBIOTEPHONM TEXHUKH, pPECypCcOB

MH(POPMAIIMOHHO-TEIEKOMMYHUKAIMOHHON ceTu «VHTepHeT», 3JeKTpoHHOM Onbimoreku MAW s
MOHMCKa, cOopa, XpaHeHHs, 00paOOTKU U MPEACTABICHHU HH(OPMAITUH.

[Tporpammuoe obecnieuenme, MTHTepHET-peCypChl, 3JIEKTPOHHBIE OMOIMOTEYHBIE CUCTEMBI:
[IporpamMMHoe obecrieueHue:

— OC Microsoft Windows 7 Prof.;

— Microsoft Word;

— OC Kali Linux;

— TrueCrypt;

— Piriform Recuva;

— Kaspersky Virus Removal Tool, DrWeb Curelt;

— Comodo free firewall;

HNuTepHeT-pecypcesl:

— http://securitylab.ru

— http://data-sec.ru

— http://fstec.ru/

— http://www.anti-malware.ru/
— http://msdn.microsoft.com

10. OMMCAHUE MATEPUAJILHO-TEXHUYECKOW BA3bI 10O OCBOEHUIO
JTUCIATITAHBI

1. JIekiiMOHHBIE 3aHITHS
1.1. KoMIiekT 3JeKTPOHHBIX TIPE3EHTAIINN/CIIalI0B.
1.2. Ayautopusi, ocHallleHHas! IPEe3eHTAlMOHHON TEXHUKOH (MPOEKTOP, SKpaH, KOMITBIOTEP)

2. JTabopatopHble pabOThI

2.1. Ayautopusi, OCHAIlIEHHAs TIPE3EHTAIMOHHON TEXHUKOH (TIPOEKTOP, IKPaH, KOMITBIOTEP).
2.2. llepcoHanbHbIE KOMIBIOTEPHI — 27 pabOYMX MECT.

2.3. JlokanbHasi BBIYMCIUTENBHAS CETh C 1OCTYIIOM B MIHTEpHET.
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https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D1%8F

3. [IpakTHyeckue 3aHATUS

3.1. KomnbroTepHbIi Ki1acc.

3.2. [Ipe3enTanmonHas TeXHUKa (IPOEKTOP, IKPaH, KOMIIBIOTED).

3.3. ITakers! 10 ob6mero Haznayenus (Tekcroseiii pegakrop — Microsoft Word),

3.4. CneumanuzupoBanHoe [10: IIO mns mmdposanus Ha sery TrueCrypt, aHTHBUPYCHBIC
yrunutel Kaspersky Virus Removal Tool, DrWeb Curelt, mexxcereBoii sxkpan Comodo free
firewall, oneparrionHast cucTeMa s mpoBeacHus ayauTa 6e3omacHoctd Kali Linux.
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Ipnnoxenne 1
Kk paloueiil mporpaMme IHCIHUILIHHBI

«MeToJIBI M CpeACTBA 3aIMTHI KOMIBIOTEPHOM I/IHd)ODMaHI/II/I»

AHHOTaNUsA padoyeil MPporpaMmmbl
JucuunnuHa MeToabl U Cpe/CcTBA 3alIUThl KOMOBIOTEPHOW WHGOPMALUU SBISETCS YacTbIO
broka 1 JIMCIMIUIMHBI ~ JUCHMIUIAH TIOJTOTOBKM CTYJIEHTOB TIO HAIPABJICHUIO TMOATOTOBKHU
09.03.01 MudopmaTtuka ¥ BeUMCAUTENbHAS TexHUKA. JlucnumaumHa peanusyercs Ha CTynuHO
dakynbrere «MOCKOBCKHY aBUAIIMOHHOTO HMHCTUTYTA (HAMOHAIBLHOTO HCCIIEI0BATEIHCKOTO
yHuBepcurera)» kadeapoit (kapeapamu) MCullT.
JucuumuHa HaneneHa Ha GopmupoBanue crneayromux kommerenuii: OIK-11 ,0OMK-10 ,ITK-

1.

ConepxaHue IUCHUIIMHBI OXBAaThIBAET KPYT BOIPOCOB, CBA3AHHBIX C: -OCBOCHUEM MOHITHU
nHbOpMaIMoHHas 0e30IMaCHOCTL, KOH(MOMIEHINAILHOCTD, IIEIOCTHOCTD, AOCTYIHOCTEL HH(MOPMALIMH
yIpo3a, aBTOMAaTH3WpOBaHHAas  CUCTEMa, HECAHKIIMOHUPOBAHHBIA  JIOCTYI,  aJMHHHCTPATOP
0€30IaCHOCTH, IOJIMTHKA O€30IIaCHOCTH, PEXHUM pa3srpaHHYEHMS JIOCTYIA, MEXKCETEBLIE JKPAaHBI
CHCTEMBI OOHApPYKEHUS BTOPKEHHH, KJIACCHGHKALMU YI3BHMOCTEH MpOrpaMMHOr0 oOecreveHus,
ayTeHTH(OUKALNS, NICHTH(QUKALNS, aBTOPHU3ALINSL,

- W3YYEHHEM OCHOBHBIX IIPHHIMIIOB olecreueHus HMHGOPMAIIMOHHON 0€30IIaCHOCTH, THIIOB
MEKCETEBBIX DKPAHOB, KiIacCH(PUKAIMK yrpo3 uHGOpPMAIMU, TCPYINbl  [NEPCOHAILHBIX JaHHBIX,
KaTEerOpUH BPEIOHOCHOTO IPOTrpaMMHOr0 oOeclieueHus, Ha3HaueHHe M OCHOBHBIE (QyHKImH DLP-
CHCTEM,;

- NPUMCHCHHUECM CKAaHCPOB V?ISBI/IMOCTGI\/JI JJIA O6HaDV)K€HI/I$[ TCKYIIIUX V$I3BI/IMOCTCI\/JI B
MHGOPMAIIMOHHBIX CHCTEMAX, IMOJYYEHHE HABBIKOB MOJEIMPOBAHUS JIOKAILHBIX KOMIIBIOTEPHBIX
cereli ¢ ucnoiibzosanueM cpeasl CISCO Packet Tracer;

- THOJYYCHHCM HABBIKOB Da6OTI)I C nmap — HWHCTPYMCHTOM HCCJICOOBAHUSI HW avyaWTa
0€30I1aCHOCTHU CETH, ABISIOIIMMCS TAK)KE CKAHEPOM IOPTOB;

- OCBOCHHMEM pPAa3JHMYHBIX THIIOB AHTHUBUPYCHBIX TIIpOrpaMM W VYTHIHUT JJIA 6ODB6H C
BpPCAOHOCHBIM IIPOTPaMMHBIM O6€CH€‘I€HI/IGM;

- W3YYEHHEM IIPUHIWIIOB YCTAHOBKU W HACTPOHKH COBPEMEHHBIX MEXKCETEBBIX JKPAHOB Ha
apumMmepe Comodo free firewall.

- OOJIYYEHHWEM 3HAHWKW 0 MeXayHapouHselx cranmaprax, OCTax m denepaabHBIX 3aKOHAX
Poccuiickoii @eneparmy B 001acTy 321U T HHOOPMAIIUH.

[IpenomaBanue AMCHUIUIMHBI MPEIyCMATPUBACT CIEAyronue (GOpMbl OpraHU3aIuu yueOHOTO
npouecca: CamocrosTenbHas pabota, Jleknus, [lpaktuueckoe 3ansatue, JlaboparopHas paboTa.

[IporpaMMo#l TUCHUIUIMHBI TPEAYCMOTPEHBI CIEAYIONINEe BHUIbI KOHTPOJS: MPOMEXKYTOUYHAsS
aTTectaius B popme Dk3ameH (7 cemMecTp).

OO0miasi TpyIOEMKOCTh OCBOCHHUS AMCIMILIMHBI COCTAaBIsIeT 5 3aueTHhIX enuHuI], 180 uacos.
[TporpamMmoil JUCHMIUIMHBI MPEAYCMOTPEHBbI JIeKIMOHHbIe (6 uacoB), mpaktudeckue (2 dwacos),
nabopatopubie (4 yacoB) 3aHaTHs 1 (132 4acoB) CaMOCTOATEIILHOM PA0OTHI CTY/ICHTA.
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Hpuioxenne 2
K pa0oueil nporpaMmMe JUCHUIINHBI

«MeTo/1bl M CpEeCTBA 3alIUTHI KOMIIBIOTEPHON HH(OpMAIIANY

IIpukpeniennslie ¢aiibl

IIpumepsn! Bonipocos.docx

HpI/IMepBI BOIIPOCOB, 3a1daBACMbIX B paMKaX KOHTPOJIA:

ocouakrwnE

Xapakrepuctuka crangapta [OCT P UCO/M3BK 15408.

Cratuyeckue U TUHAMHYECKHE METO/Ibl OMOMETPUYECKON HICHTHU(PUKALIUY.

[Tporokon ayrentudukanuu Kerberos, mpuHmmm paboTsl, OCHOBHBIC TTOHSITHS.
OaHOCTOPOHHS XAMI-(QDYHKIIHS. TalKECT COOOIIeHMS, MpUMeHeHHe coBmecTHO ¢ DIIIT.
Bpenonocnoe [10 — kareropun yrpos.

Pacnpenenennsie COA (distributed IDS), npunnumn paboTbl, OCHOBHBIE MTOJICUCTEMBI.
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