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PABOYASA ITPOI'PAMMA JUCHHUIIJIMHBI

Pasnennl paGoueii nporpamMMbl

NS

10.

Ilenu ocBoeHus AucHUIUIMHBL. [lepeueHb MIaHupyeMbIX Pe3yIbTaToOB 00yUEHUs.

MecTo TUCHMILIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM TPOrpaMMBI.

CrpykTypa u conepKaHue JUCLIUILINHEL.

[lepeueHsb yueOHO-METOAMIECKOTO 00SCTICUCHHUS IS CAMOCTOSI TEIIBHON pabOThI
oOyyaromuxcs M0 AUCLHUIUIUHE.

@DOH/ OIICHOYHBIX CPEJICTB IS IPOBEACHUS IPOMEKYTOUHON aTTECTAlMK O0YYarOIUXCS MO
JUCLIUILINHE.

[Tepeuenb OCHOBHOM M JONOTHUTEIBHON y4eOHOI TUTEpaTyphl, HEOOXOIUMOM JIJIsl OCBOCHUS
JUCLUIUINHBIL.

[Tepedens pecypcoB HHPOPMALMOHHO-TEIEKOMMYHUKAMOHHON ceTh «HTepHETY,
HEOOXOIUMBIX JUIsl OCBOSHMSI JUCLIUILINHBL.

Mertonnyeckue ykazaHus sl 00y4JaroUIuXxcs 10 OCBOCHMIO IUCLUIIIMHBI.

[TepeueHb MHPOPMALMOHHBIX TEXHOJIOTUH, UCIIOIB3YEMbIX MPU OCYLIECTBICHUN
00pa30BaTeNbHOTO MpoIiecca MO TUCHUIUIMHE.

Onucanue MaTepruanbHO-TEXHUYECKOH 0a3bl, HEOOXOIMMOMN AJIs OCYIECTBICHUS
00pa30BaTeNbHOTO MpoIiecca MO TUCIUIUINHE.

IIpuioxenns k paéoyeii nporpaMmme IMCHUIIIHHBI
[Ipunoxenue 1. AHHOTaNMs pabodel MporpaMMbl
[Tpunoxenune 2. [lpukpernnennsie (aniipt

[Tporpamma cocraBieHna B cootBeTcTBuu ¢ TpeboBanusmMu CYOC MAMU, pa3paboTaHHOTO Ha OCHOBE
moaudummpoBanasix GI'OC BO (3++) mo nanpasnenuto 09.03.01 MudopmaTuka 1 BEIUUCIUTENbHAS
TEXHUKA

ABTOpPBI IPOTPaMMBI:

VxanoBa A.M.

3aBenyromuii odecrneunBaroieit kaheapoit

MCullT

[IporpamMma onobpeHa:

3aBeayroniuil BeIycKaromen kadeapon JlupexTop BBITYCKAIOIIETO (uIHaia
MCuldT
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1. HEJHA OCBOEHUSA JUCHUIIJIUHBI. IEPEYEHD IIJNIAHUPYEMbIX
KOMIIETEHIIVUM 1 PE3YJIbTATOB OBYUEHMWSI.
[enbro 0OCBOEHUS AUCUUILIMHBI METOIbl U CPEJICTBA 3aIUTHI KOMIBIOTEPHOU HHMOPMALIUU SBISETCS
JOCTHXKEHHE CIEAYIONMX pe3yibTaToB ocBoeHusi(PO):

N HIndp Pe3yabTaTt 00yyenust

Ilepeuncnennsie PO sBisitoTcs 3TanioM GOpMUPOBAHMS CIEIYIOIMX KOMIIETCHIIUMI:

N Mndp Komnerennus

NuaukaTtopel AOCTHXKEHHUS KOMIETEHIMH, CIyKallue i MNPOBEpPKH CHOPMHUPOBAHHOCTH YaCTH
COOTBETCTBYIOIIEH KOMIIETCHIIUU:

N HIndp NuaukaTop KoMneTeHUui

2. MECTO JUCIHUILIMHBI B CTPYKTYPE OBPA3OBATEJBHOM ITPOT PAMMBIL.

Jucuunnuaa MeToabl M Cpe/CTBa 3alIMTHI  KOMIBIOTEPHOW WHGMOpMAIUK  SBISETCS
NPEECTBYOLIEH U MOCIEAYIOMEH I CICIYIOIMMX TUCIUIIINH:

N HpeIlIIIeCTBle]]Il/Ie JUCHUIIIUHBI l'[oc.nez[yloume JUCHUIIINHBI

3. CTPYKTYPA U COAEP) KAHUE JUCHUIIIUHBI
OO11as TpyJ0€MKOCTh JUCHUILTHHBI COCTABISAET S 3aueTHbIX(bIe) equnuI(bl), 180 yaca(os).

MoayJb Paznen Jexkunu | Hpakruu. | Jlabopatr. | CPC | Bcero Bceero ¢
3aHATHA padoThI YacoB | 3K3aMeHAMU
u
KYPCOBBIMH
Meroasl u OCHOBHBIE MTOHATHS U 2 0 0 4 6 180

CpEACTBA 3allIUThI OIIPEZICIICHUA KypCa.

KOMITBIOTEPHOI Knaccudukarms yrpos
unpopmarmu (7 nH()OPMAIMOHHOM
ceMecTp). 0€30MMacHOCTH.
OenepanbHbIe 3aKOHBI PO B 2 0 0 4 6

00J1aCTH 3aIUTHI
nHpopMaImu, CTaHAAPTHI
Ub.

PykoBosiiiie JOKyMeHTbI 2 0 0 4 6
OCTOK Poccun.

Ayrentuduxanms, 0 0 0 8 8
UIeHTUQHKAIIHS,

aBTOpH3AIISL.

Iporokons! ceTeBoit 0 2 4 16 22

ayTCHTU(HKAIIHH.
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OcHOBBI KpunTorpaduu, 0 0 0 24 24

UH(PACTPYKTYpa OTKPBITHIX
KITFOUCH.

BpenoHocHoe 0 0 0 20 20
MpOrpamMMHOE

obecreueHue.

MeKceTeBBIe SKPaHBL. 0 0 0 24 24

Knaccuguxkarpm 0 0 0 20 20
ys3BuMOcCTei. CHCTeMbI

0oOHapy>KeHUsI BTOP)KEHUI
IDS/IPS.

DLP-cucremsr, DMZ, DPI, 0 0 0 8 8
ayaut b, rectupoBanue Ha

npoHukHoBenue, WAF.

Bcero 6 2 4 132 144 180

3.1.Jlexkuuu

Ne Paznen Oonbem,

Tema Jexkuuun
n/n JUCHUILIHHBI 9JacoB

1.1.0cHOBHBIC
MOHATHS U
ompeJeNIeHusl Kypca.
1 Knaccudukarus 2
yrpos
HHPOPMATMOHHOM
0e30I1aCHOCTH.

OcHOBHEIE TTOHATHUS U onpeaeneHus Kypea. Kinaccudukanus yrpos
HHPOPMAIMOHHOW OE€30MTaCHOCTH.

1.2.®enepanbHbie
3akoHBI PO B 00macti
2 3aITUTHI 2 Denepanbhble 3akoHbl PO B 00nacTy 3auutel nHdpopmanuu, crannapts Ub.
nHpopmanuy,
cragaaptsl Ub.

1.3.PykoBosmue
3 noxymeHTsl PCTOK 2 Pyxosomsue nokymentsl @CTOK Poccum.
Poccun.

1.4.Aytentuduxanus,
4 HUACHTUDHUKAINSA, 0 Ayrentudukaiys, uaeHTH(UKALMS, aBTOPU3ALHSL.
ABTOpHU3AIHSL.

1.4. AyteHTuduKanms,
5 UACHTU(DUKAIIHS, 0 AyTtenTuduKanys, HIcHTAH(HUKAIS, aBTOPH3AIIUSL.
ABTOpH3aLHSL.

1.5.IIpoToxonst
6 ceTeBoil 0 [TpoToKoIBI CETEBOM ay TEHTU(HUKALIIH.
ayTeHTH(UKaIMH.

1.5.IIpoToxonst
7 ceTeBoil 0 [TpoToKoIBI CETEBOM ayTEHTU(HUKALIIH.
ayTeHTH(UKaIHH.

1.6.0cHOBBI

8 Kpurrorpaduu, 0
HHPPaCTPYKTypa

OTKPBITBIX KJIIOUEH.

OcHoBHI KpunTorpaduu, HHPPACTPYKTYPa OTKPHITHIX KITFOUYEH.

1.6.0OcHOBBI
9 Kkpunrorpaduu, 0 OcHoBHI KpHunTorpaduu, HHPPACTPYKTYPa OTKPHITHIX KITFOUYEH.

HHPPACTPYKTYpa
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OTKPBITHIX KJIIOYEH.

10

1.6.0cHOBEI
Kpurrorpaduu,
uHdpacTpykTypa
OTKPBITHIX KITIOUEH.

OcHoBbl KpunTorpaduu, HHPpacTpyKTypa OTKPBITHIX KIIIOUEH.

11

1.6.0OcHOBBI
Kpurrorpaduu,
uHdpacTpykTypa
OTKPBITHIX KITIOUEH.

OcHoBbI kKpurTorpaduu, HHOPACTPYKTypa OTKPHITHIX KITHOUEH.

12

1.6.0OcHOBBI
Kpurrorpaduu,
HHPPACTPYKTypa
OTKPBITHIX KJIIOYEH.

OcHoBHI KpunTorpadun, THPPACTPYKTYPa OTKPHITHIX KITFOUYEH.

13

1.7.BpenonocHoe
MIpOrpaMMHOE
obecneyeHue.

BpenoHocHOe IporpaMMHOE 00eCIIeUeHHE.

14

1.7.BpenoHocHoe
MIPOrpaMMHOE
obeclieyeHue.

BpenonocHoe nporpamMMHOe 0becriedeHue.

15

1.7.BpenoHocHoe
MIPOrpaMMHOE
obecneyeHue.

BpenonocHoe nporpamMMmHOe obecriedeHue.

16

1.7.BpenonocHoe
MPOTPaMMHOE
obecricucHue.

BpemonocHoe nmporpaMMHOe 00ecIieueHue.

17

1.8.MexceTeBnie
OKpaHbI.

Me:xceTeBble 3KpaHBbI.

18

1.8.MexceTeBnie
OKpaHbI.

Me:xceTeBble 3KpaHBbI.

19

1.8.MexceTeBnie
OKpaHbI.

Me:xceTeBble 3KpaHBbI.

20

1.8.MexceTeBnie
OKpaHbI.

MexceTeBble 3KpaHbl.

21

1.8.MexceTeBnie
OKpaHbI.

MexceTeBble 3KpaHbl.

22

1.9.Knaccudukannu
ySI3BUMOCTEM.
CucreMsl
0oOHapyKeHU
Brop>kenuit IDS/IPS.

Knaccudpukanun ys3zsumocteit. CucteMsr 00HapysxeHust BropxeHuit IDS/IPS.

23

1.9.Knaccudukarum
YSA3BUMOCTEH.
CucreMbl
0OHapyKEeHU
Bropkenuii IDS/IPS.

Knaccugpukanun ys3sumocteir. CucreMsr 00HapysxeHUs Bropxkernii IDS/IPS.

24

1.9.Knaccudpukannu
YSA3BUMOCTEH.
Cucremst
0oOHapy>KEeHUs
Brop>xenuit IDS/IPS.

Knaccugukamnuu ys3sumocteit. Cuctemsr o0HapysxeHust Bropxenuii IDS/IPS.

25

1.9.Knaccudukarmm
YSA3BUMOCTEH.
CucteMsl
0oOHapyKeHHs
Bropskenuii IDS/IPS.

Kraccudukaunn ysa3zsumocreit. CucreMsl oOHapyxeHus BTopxenuii IDS/IPS.

26

1.10.DLP-cucremsil,
DMZ, DPI, aynut
Wb, TectupoBanue Ha

IIPOHUKHOBEHHUE,
WAF.

DLP-cucremsr, DMZ, DPI, ayaut 1B, TecTHpoBaHNE Ha IPOHUKHOBCHUE,
WAF.

Hroro:
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3.2.Coaep:xkanue JeKIHi.

1.1.1. OcHoBHble NOHATUS M ompedegeHusi Kypca. Kinaccupuxamus yrpo3 uHopManuoHHOI
0ezonacHoctH. (A3: 2, CPC: 4)

Tun gexkuun: MHGOpMATMOHHAS JISKITHST
®opma opranm3anmu: JIekius

Omucanue: Omnpenenenuss «HHpopmanionHass 6e30-MaCHOCTB», «KOH(PUACHIINATBHOCTEY,
«UEJIOCTHOCTBY», «JIOCTYIHOCTh HH(MOpMA-IIMU», «YIpo3ay», «aBTOMATH3MPOBAHHAS CHCTEMa», BUJbI
3alUThl WHpOpMALUK, e 3amuThl WH(pOpMaiwu, MoHATHA «yrpo3a Wby», «Momens yrpos»,

KJaccuuKanus yrpo3 MHOOPMAIIMOHHON 0e30MacHOCTH.

1.2.1. ®enepanbuble 3ak0HbI PD B 00/1acTH 3amuThl HHGpopManuu, cranaaptol Ub. (A3: 2, CPC: 4)
Tun nekuun: MabopMarmoHHas JIEKIus
®opma opranmu3aumu: JIekus

Onucanue: Kparkwmii 0030p D3-149 «O06 wunbopma-umu, wuHPOpPMATH3AIMK W 3aIIUATE
undopmarmm», O3-152 «O nepcoHanpHBIX AaHHBIX», P3-98 «O kommepueckoil Taitney», d3-63 «OO6
AIIEKTPOHHOW TOAIMMUCHY», MOHATHE «CTaHapT», cTanAaptT MunuctepctBa oboponbsl CIIIA «Kpute-pun
OLIEHKH JOBepeHHbIX KoMIlbloTepHbIX cuctem», ['OCT P MCO/M3K 15408 «Kpurepun oueHku
0e301acHOCTH MH(POP-MaLMOHHBIX TEXHOJIOTUI, 0030p «Merto-nonoruu yIpaBlICHUs
nHpopMaroHHbIMU TexHodorusmm» — COBIT 5, MexayHa-poaHble cTaHAApThl MEHEKMEHTa HUHGOP-
MaroHHoi 6e3omacHoctu cepruu [SO 27000, cranaaptel opranuzanuu NIST B oonactu Ub, nenwu, 3anaun

u ctpykrypa cragnapra banka Poccun CTO BP UBBC, Crannapt PCI DSS.

1.3.1. PykoBoasimue 1okymeHThl @CTIK Poccun. (A3: 2, CPC: 4)
Tun gexnmun: MHpOpManmoHHas JIeKIust
®opma opranmsaumu: JIekus

Onucanue: Hasznauenne ®CTOK Poccuu, pynxkumn ®CTOK Poccun, 0630p PykoBoasmmx
nokyMeHToB «Kiaccudukanus no ypoBHIO KOHTPOJISL OTCYTCTBHSL HEJIEKJIAPUPOBAH-HBIX BO3MOXKHOCTENY,
«Knaccuduxkanys aBTOMaTU3MpOBAHHBIX CUCTEM M TPeOOBaHMS MO 3aluTe HHpopMaLum», «MexceTeBble
sKkpaHbl. [lokasarenu 3alMIIEHHOCTH OT HECAHKIIMOHMPOBAHHO-TO JocTyna K uH(opmarmm», «CBT.
Ilokazarenmu 3anmuienHoctd or HCJl k  unHpopmammmy», KiacCUpHKAIMs CHCTEM OOHapyXEeHUs
BTOpKEHHH, 0030p TpeboBaHWI MOCTaHOBIEHUs MpaButTenbeT-Ba PO Ne 1119 ot 01.11.2012 roma «O6
YTBEP)KIACHUM TPeOOBaHUN K 3alllUTe MEPCOHAJBHBIX JAHHBIX NMPH UX 00paboTKe B MHPOPMAIIMOHHBIX

CUCTEMAaX NNCPCOHAIIBHBIX JAHHBIX)).

1.4.1. Ayrentudpuxanus, naeHrupukanms, apropusanus. (A3: 0, CPC: 4)

Tun gexuun: MHPOpMAITMOHHAS JISKITHST
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®opma opranuzanuu: CamocTosTenbHas padoTa

Onucanue: [ToHATHS «ayTeHTHQUKAIUID, «UISHTU(DU-KALUI), «aBTOPU3AIHS», KIacCUPUKAIIUS
CpeACTB HIEeHTU(UKAIINY U ayTEHTU(PHU-KALUK C TOYKH 3PEHHS MPUMEHIEMbIX TEXHOJIOTHH, SJICKTPOHHBIE
kmoun Touch Memory, Texnonorust RFID, knaccuduka-ius RFID-mMeTok, KapThl ¢ MArHUTHOM TTOJIOCOH,

IITPUX-KOJIbI, OMOMETPH S, CTATHUYECKHE ¥ JUHAMHUYECKIE METOIbl OMOMETPHUECKON ayTeHTH(DUKAIHH.

1.4.2. Ayrentuduxanus, uaeHtupukamus, apropusamnus. (A3: 0, CPC: 4)
Tun gexkuun: MHPOpMAITMOHHAS JISKITHST
®opma opranuzanuu: CamocTosTenbHas padoTa

Onucanue: [laposbHast ayTeHTH(UKALNSA, OTHOPA30-BbI€ IAPOJIY, BAPUAHTBI PeaIM3allii CUC-TEM
ayTeHTU(HUKAMA TI0 OJHOPA30BBIM MApOJsiM, JBYX(akTopHas ayTeHTH(UKA-IM, CMapT-KapThl,
KJIaccu(UKALKUs CMapT-KapT MO Crioco0y 0OMEHa CO CUMTBHIBAIO-IIIM YCTPOMCTBOM, 00JIACTH MPUMEHEHUS

CMapT-KapT, pyTokeH, e Token.

1.5.1. IIporokoJibl ceTeBoii ayrentudurkanuu. (A3: 0, CPC: 4)
Tun nekuun: MadopMarmoHHas JIEKIus
®opma opranusanuu: CamocrostenbHas padora

Onucanue: [Iporokon ayrentuduxanmn Kerberos, moustust ticket, Key Distribution Center,

MIPOTOKOJIBI AyTEHTU(DUKAINH IS yIAIEHHOTO JOCTYyTIA.

1.5.2. IIpoTrokoJibl ceTeBoii ayrentudurkanuu. (A3: 0, CPC: 4)
Tun nexumn: Nudopmarrionsas nexys
®opma opranmsanumn: CamocTosTenbHas padora

Omucanue: [Iporokon ayrentudukanun RADIUS, noustusa ximent RADIUS, cepsep RADIUS,

nocperHuk RADIUS, ciy:x6a npoBepKy NOAIMHHOCTU B MHTepHETe [AS.

1.6.1. OcHoBbI Kpunrorpaguu, HHPPACTPYKTYpa OTKPHITHIX KI04ei. (A3: 0, CPC: 4)
Tun gexkuun: MHPOpMAITMOHHAS JISKITHST
®opma opranmzanum: CamocTosTenbHas padora

Omnucanue: [lonstue xpunrorpaguu, NPUHIMUI CUMMETPUYHOrO MmM(poBaHus, NU(POBAHUS C

OTKPBITHIM KITFOUOM, IOHSTHE «KITFOW B KPUIITOT pahUH.
1.6.2. OcHoBbI Kpunrorpaguu, HUHPPACTPYKTYpa OTKPHITHIX KI04ei. (A3: 0, CPC: 4)

Tun gexuun: MHPOpMAITMOHHAS JISKITHST

®opma opranusanuu: CamocrosiTensHas padoTta
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Onucanune: IludpoBas moamuch, paboTa OAHOCTOPOHHEH  XAMI-PYHKIHMH, ITUPPOBBIC

cepTU(UKaTHI KIIFOYEH.

1.6.3. OcHoBbI KpunTorpaguu, HHGpPacTpyKTypa oTKPLITHIX KJIoueii. (A3: 0, CPC: 4)
Tun gexkuun: MHGOpMATMOHHAS JISKITHST
®opma opranmsanum: CamocrosTenbHas padora

Onucanme: Ilenp DOIII Ha cepTudukare, pacnpocTpaHEHHE CEPTH(PHUKATOB, CEPBEPHI-

JIETIO3UTAPUH, OCHOBBI HH(PPACTPYKTY-Pbl OTKPHITHIX KITFOUEH.

1.6.4. OcHoBbI KpunTorpaguu, HHPPaACTPYKTypa OTKPLITHIX KI04ei. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranmzanum: CamocTosTenbHas padora

Onucanue: IlonsaTus «OCHTP CGpTH(bHKEIHPIPI», «CIINCOK OTO3BaHHBIX Kﬂroqeﬁ», Ppa3JIN4YHbIC

moneu PKI.

1.6.5. OcHoBbI kpunrorpaguu, HHPPACTPYKTYpa OTKPLITHIX KI0uei. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas JeKius
®opma opranmsanum: CamocTosTenbHas padora

Onucanmue: AYTeHTH(bHKaHHH C UCIIOJIb30BaAHHUEM CepTI/I(i)I/IKaTOB OTKPBITOI'O KJIFO4a.

1.7.1. Bpenonocnoe nporpammuoe odecnieuenue. (A3: 0, CPC: 4)
Tun nexumn: Nudopmarrionsas nexys
®opma opranmsanumn: CamocTosTenbHas padbora

Omucanue: IloHATUS «aHTUBUpPYCHAs Mporpammay, «BpenoHocHoe I1O», «KOMIBIOTEpHBIN

BUPYC», IPU3HAKU BO3MOKHOI'O 3aPA’KCHUS KOMITBIOTCPA.

1.7.2. Bpenonocnoe nporpammuoe odecnieuenue. (A3: 0, CPC: 4)
Tun gexkuun: MHPOpMAITMOHHAS JISKITHST
®opma opranusanuu: CamocrosiTensHas padora

Omnucanue: O0630p BHUPYCHOM aKTUBHOCTU 3a TEKYLIUH IO/, KaT€rOpUU YIPo3, peKIaMHbIE

IIpOorpaMmal.

1.7.3. Bpenonocnoe nporpammuoe odecneuenue. (A3: 0, CPC: 4)
Tun nexumun: Madopmarionsast Jexys

®opma opranusanuu: CamocrosiTensHas padoTta
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Onucanue: Backdoor-nporpammel, GUIIHHT, TIPOrpaMMBI-IITYTKH, OOMaHHBIE ITPOTPAMMBL.

1.7.4. Bpenonocunoe nporpammuoe odecnieuenue. (A3: 0, CPC: 4)
Tun nekuun: MadopMarmoHHas JeKIus
®opma opranuzanuu: CamocrostenbHas padora

Onucanue: Bot-cetn, SKCIoiTel, papMuHr.

1.8.1. MexceTteBnble 3xkpanbl. (A3: 0, CPC: 4)
Tun nekuun: MadopMarmoHHas JeKIus
®opma opranuszanuu: CamocrosrenbHas padbora

Omucanue: Ilonstue «MexceTeBoil 3KpaH», (YHKIHMU MEXKCETEBBIX HKPAaHOB, CIOCOObBI

peanmu3zarn MD.

1.8.2. Me:xkcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun nekuun: MabopMarmoHHas JIEKIus
®opma opranmsanuu: CamocrosrenbHas padbora

Onucanue: OUIbTp MaKETOB, MPUHIMIBI 00PAOOTKH MAKEeTOB NaHHBIX B MO, Trriel MD cornacHo

ypoBHsaM mozenu OS], ynpasisieMble KOMMYTaTOPBbI.

1.8.3. MexkcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun nexumn: Nudopmarrionsas nexys
®opma opranusanuu: CamocrosrenbHas padbora

Omucanue: CereBble QWIBTPBL, cTaTUYecKas (QWIBTpAM B CETEBBIX (MIbTPaX, IUIIO3bI

CEaHCOBOT0 YPOBHS, (PHIILTPHI KOHTPOJISI COCTOSIHUS KaHaJIa CBSI3H.

1.8.4. MexcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun nexuun: Nadopmarrionsas nexys
®opma opranuzanuu: CamocrosrenbHas padora

Omucanue: [lpuHuun paGoTel (UIBTpa C MHOTOCTYNEHYAThIM MOPSIIKOM YCTAHOBJIEHUS

COCTMHEHUH, TIITI03bI, TPAHCIUPYIOIINE aIpeca FITH CETEBBIE TIPOTOKOJIBI.
1.8.5. MexcereBble 3xkpanbl. (A3: 0, CPC: 4)

Tun gexuun: MHPOpMAITMOHHAS JISKITHST

®opma opranuzanuu: CamocrosrenbHas padoTta
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Onucanne: Pexumbl pabotel numo3oB NAT, mocpenmHUKH TPUKIAAHOTO YPOBHS, THIIBI

IMOCPEIHUKOB IIPHUKIaAHOI'O YPOBHS, HHCIICKTOPBI COCTOSAHUSA, APYTUE BO3MOKHOCTU MD.

1.9.1. Knaccnpuxanum ysassumocreil. Cucrembl o0Hapy:xenus srop:xennii IDS/IPS. (A3: 0, CPC: 4)
Tun gexkuun: MHGOpMATMOHHAS JISKITHST
®opma opranuzanuu: CamocTosTenbHas padoTa

Onucanue: IloasTus «YA3BUMOCTDB», «I[e(beKT 6630HaCHOCTI/I)>, THIIBI KJ'IaCCI/I(bI/IKaI_[I/Iﬁ

YSI3BUMOCTEH, pa3inyHble KJIacCU(PUKALUKI U peecTphl ys3BUMOCTEH, Kinaccudukarst BpenoHocHoro [10.

1.9.2. Kinacenpuxauuu ysazpumocteii. Cucremsl o0Hapy:keHust Brop:xkenuii IDS/IPS. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranmzanum: CamocTosTenbHas padora

Omucanue: Knaccudukanus yszsumocteit mporpammubsix cuctem, NVD, CVE, CPE, OSVDB,
Oromuterenu o 6e3onacHoct Microsoft, Oromnerenu no 6e3onacHoctu Adobe, peectpsl ysa3Bumocteir OC
debian, ubuntu, redhat linux, OWASP.

1.9.3. Knaccupukanun ysazpumocreii. Cucrembl o0Hapy:xenus Brop:kenuii IDS/IPS. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranuzanuu: CamocrosrenbHas padbora

Onucanue: Pycckos3prublii penosu-topuit si3pika OVAL, GaHK JaHHBIX Yrpo3 0e30MacHOCTH
unpopmain @CTIOK Poccun, cucreMsl oOHapy eHUsI BTOpXke-HUM (arak), 1eJb OOHapy>KeHHs aTak,

npu3HaKK aTak, kinaccuduxamnus COA 1o IpUHIHITY pean3aiiu.

1.9.4. Knaccnpuxanun ysassumocrteii. Cucrembl o0Hapyskenus Bropaennii IDS/IPS. (A3: 0, CPC: 4)
Tun nexumn: Nadopmarrionsas nexiys
®opma opranuzanuu: CamocrosrenbHas padbora

Onucanmne: Pacripenenéunsie COA  (distributed IDS), xommonentst dIDS, cucremsl
npenotBpameHust Bropxkernit (IPS), cucremsbr Security Information and Event Management (SIEM),

3agaun cucreM SIEM, Bo3moskHOocTH cucteM SIEM, nCcTOYHMKH JaHHEIX 1 cucTteM SIEM.

1.10.1. DLP-cucrembr, DMZ, DPI, aynur UB, TectupoBanne Ha npoHuxHoBeHne, WAF. (A3: 0,
CPC: 4)

Tun gexnmun: MHpopMamoHHas JIEKIHst
®opma opranmzanumn: CamocTosTenbHas padora

Onucanue: HazHaueHue DLP-cucrem, ctpykrypa DLP-cucrem, knaccudukanus DLP-cuctem mo

CHOCO6y O6Hapy')KCHI/I}I YTCUKU OAaHHBIX, NICPECUYCHb KOHTPOJIUPYCMBIX I[CflCTBPIfI, ACMUIINTaprU30BaHHasA
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30Ha (DMZ), xondurypamms ¢ ogaum M3 korduryparwms ¢ apymss MO, texnonorust DPI (Deep Packet

Inspection), aymutr Wb, Buasl aynuta Wb, TectupoBaHune Ha MPOHUKHOBEHHE, OOBEKTHI TECTUPOBAHUS,

sranbl ayqura b, mepedyens I1O it OnieHKM OCHOBHBIX (DPYHKIMI O€30MacHOC-TH CETH, TEXHOJIOTHUS

WAF (Web Application Firewall), ocHoBHbIE pexxumbl pa3BepreiBanus WAF, moxenn 6e3omac-HOCTH

WAPF, ocHoBHBIE BO3MOkHOCTH WAF.

3.3.IIpakTHyecKkue 3aHATHS

Ne Pa3nen OobeM,
TeMa MPpaKTHYECKOTO 3aHATHS
n/n | JMCHUTIMHBI 4acoB
1.5.ITpoToxosl
CceTeBou . .
1 2 HacTtpolika IpOoTOKOJIOB CETEBOM ayTeHTHU()HUKAIINH.
ayTeHTU(UKAIU
u.
HToro: 2

3.4.Coaep:xkanne NpaKTHYECKUX 3aHATHI

1.5.1. Hactpoiika npoToko.,10B ceTeBoii ayrenTuGuranuu. (A3: 2, CPC: 0)

®opma opranmsaumu: [Ipakrnueckoe 3ansTre

3.5./I1abopaTtopHbie padoThI

Ne Pazpnen HaumenoBanue j1adopaTopHoi
O0beM, yacoB
/0 | AMCHMIUIMHBI padoTsI
1.5.Ilpotokon | MoaenupoBaHue JOKaIbHBIX
bl CETEBOI KOMIIBIOTEPHBIX CETEH ¢
1 4
ayreHTudukar | ucronszoBanuem cpenst CISCO
Wu. Packet Tracer (uacts 1).
1.5.IIpotoxon | MoaenupoBaHHE JTOKAIBHBIX
bl CETEBOI KOMIIBIOTEPHBIX CETEH ¢
2 0
ayreHTudukar | ucronszoBanuem cpenst CISCO
Wu. Packet Tracer (yactsb 2).
1.6.0cHOBBI
kpuntorpadu | YnaneHue uHpOpMaluu, 3aTUpaHUe
3 u, CBOOO/IHOTO MECTa, OUNCTKA peecTpa, 0
nHdpacTpykTy | co3naHue 3amnppoOBaHHBIX
pa OTKPBITBIX | KOHTEHHEPOB.
KIIIOYEeH.
1.7.Bpenonoc | IlpumeHeHue pa3nuyHBIX THUIIOB
4 HOE AQHTUBHPYCHBIX POTPaMM H YTHIIUT 0
IporpaMMHOE | Juts GOpBOBI C BPEIOHOCHBIM
o0ecrieyeHne. | mporpaMMHBIM O0ECTIEYCHUEM.
W3yueHne NpUHIMIIOB YCTAHOBKU H
HACTPOHKH MEXCETEBBIX SKPAHOB Ha
1.8.MexcereB P P
5 npumepe Comodo free firewall, 0
BI€ DKPAHBI. .
KOHTPOJIb CETEBBIX MOJKITIOYSHIH
(TCPview, netstat).
1.9.Knaccudu .
B AHann3 ysI3BUMOCTEH OIIEeparliOHHBIX
. CHCTEM C MOMOIIBI0 Nessus,
ySI3BUMOCTEH.
6 IKCIUTyaTaus KpUTHIECKUX 0
CucteMsl N
ySI3BUMOCTEH C ITOMOIIBIO0 Habopa
oOHapyXeHHs .
. skcronToB metasploit framework.
BTOPXKCHUH
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IDS/IPS.

1.10.DLP-

CHCTEMBEL,

DMZ, DPI, PaboTa ¢ mporpammoii ucciaeoBa-Hust

7 aymut UB, W ayauTa 0€30MacHOCTH CeTH nmap, 0
TECTHPOBAHUC | aHAJTU3aTOPOM CETEBOTO Tpaduka
Ha Wireshark.

MIPOHUKHOBEH

ne, WAF.

HUroro: 4

3.6.Coaep:xanue 1a60paTOPHBIX padoT
1.5.1. MoaenupoBaHue JIOKAJIbHBIX KOMIBIOTEPHBIX ceTeil ¢ mcnoJib3oBanueM cpeabl CISCO
Packet Tracer (uactb 1). (A3: 4, CPC: 4)

®opma opranuszanuu: Jlaboparopuas padora

1.5.2. MogenupoBanue JIOKAJbHBIX KOMIBIOTEPHBIX ceTeil ¢ mMcmouab3oBanueM cpeasl CISCO
Packet Tracer (uacts 2). (A3: 0, CPC: 4)

®opma opranusanuu: CamocrostenbHas padora

1.6.1. Yaanenue I/IH(l)OpMaIII/II/I, 3aTHpaHue CBOOOTHOIO MeCTa, O4YUCTKaA peecTpa, Co3TaHUue

3amugpoBaHHbIX KOHTeliHepoB. (A3: 0, CPC: 4)

®opma opranmsanuu: CamocrosrenbHas padbora

1.7.1. TlpuMeHeHHMe pa3IMYHBIX THIIOB AHTHBHPYCHBIX NPOIPaMM M YTHWIHT s OOpbObI ¢

BPEIOHOCHBIM NPOrpaMMHBIM obecnieueHuem. (A3: 0, CPC: 4)

®opma opranusanuu: CamocrosTensHas padoTta

1.8.1. U3yyeHne NpUHIMIIOB YCTAHOBKHU M HACTPOIKH MeKceTeBbIX IKpaHoB Ha npuMepe Comodo

free firewall, koHTpOJb ceTeBbIX MoAKIIOUeHnii (TCPview, netstat). (A3: 0, CPC: 4)

®opma opranuzanuu: CamocrosrenbHas padbora

1.9.1. Ananu3 ysA3BMMOCTEHl ONEPALMOHHBLIX CHCTEM ¢ TOMOUIbI0 Nessus, IKCILTyaTANMS

KPUTHYECKUX YS3BUMOCTell ¢ moMoibio Habopa sxcniionToB metasploit framework. (A3: 0, CPC: 4)

®opma opranmsanum: CamocrosTenbHas padora

1.10.1. PaGoTa ¢ mporpamMmoii ucciaeq0Ba-HUSI U aAyUTa 0€30MACHOCTH CeTH NMap, aHAJIU3aTOPOM
cereBoro Tpadpuka Wireshark. (A3: 0, CPC: 4)

®opma opranusanuu: CamocrosiTensHas padoTta
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3.7.KypcoBbie paGoThl M IPOEKTHI N0 TUCHHILTHHE

3.8.IIpomexyToUyHAsI aTTECTALHUS
1.

Ipuxpeniennsie ¢aiiabi: [Ipumeps! Bormpocos.docx

4. HHEPEYEHDb YYEBHO-METOANYECKOI'O OBECIIEYEHUSA 1JI51
CAMOCTOSTEJLHOMN PABOTHI OB YYAIOIIINXCA MO JUCHUILINHE

1. OcHOBHAs U IOTIOTHUTENbHAS JIUTEPATypa 10 TUCHUTLTHHE
2. Pecypcbl nH(MOpMaLIMOHHO-TEIEKOMMYHHKAIIMOHHON ceTH «HTepHEeT.
3. Pecypchl HayuHO-TexHHUecKoM onbmmorexkn MAU.

4. InpopmatiioHHble CTEH bl KaeIphl.

S. ®OHJI OIEHOYHBIX CPEJCTB JJIS IPOBEJEHUS ITIPOMEXYTOYHOM
ATTECTAIMHU OBYYAIOIIIUXCS ITO AMCIUITJIIMHE

Onucanue nokasarenel, KpUTEpUN OLIEHUBAHUSI KOMIETEHIMI M ONKCAaHUE LKAl OLICHUBAHUSA
OCYIIECTBISIIOTCSI B COOTBETCTBUU C llomokeHHMeM 0O OalIbHO-PEUTUHTOBOM CHCTEME OIICHKU
pe3ynbratoB oOydeHus ctyneHtoB no nucruruimbe (Ilpuka3 Ned2 ot 04.04.2014 «O6 yTBepkIeHUU
MOJIOKEHUs «PEUTHHT IO TUCIIUTIITHHE ).

Jlns olleHUBaHUST UHTETPUPOBAHHBIX U MPAKTUKO-OPUEHTUPOBAHHBIX 33JaHUN OO0yUaIOLIUXCS

UCMONB3YIOTCA cleaytonme kpurepun no 100-6ayubHOM mikane:

1. dopmynupoBaHue npeacTaBlieHHON HHOpMaLMK B BUJE MPOOIEMBI;

2. Tlpemnoxenue criocoba perieHus mpoOIeMbl;
3. OOocHoBaHME crioco0a pereHus MpodIeMbl;
4. JleMoHcTpalus crocoda pemeHus mpoodaemsl.
OrneHnBaHuE OCYIIECTBISIETCS IO CIEAYIOLIeH HIKae:
100-6annpHas mkana PesynbraT ocBOCHUS
MeHee 40 Kpurepuii He cpopmupoBan
41-70 Kputepuii 4eTKO He BbIpaKeH
71-100 Kpurepuii BbpaxeH 4eTko

JInst oueHMBaHUs CUTYallMOHHBIX 3aJIaHUI UCIIOJIB3YETCS CIeAyoNIas Kaia:

100-6anpHas mkana PesynbraT ocBOCHUS
oOyyJaronuiics He MOXET CPOPMYITHUPOBATH
Mmenee 30
npobeMy, MpeICTaBIEHHYIO B 3aJJaHUN
31-50 oOyyaromuiicss opMynHupyeT MOCTaBICHHYIO
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3agady, y Hero c(opMupoBaHbl
M30JIMPOBAHHbIC 3HAHUS M YMEHHSI, OJJHAKO
OTCYTCTBYIOT HHTETPHPOBAHHbIEC TIOHATHS U
HaBBIKH, B PE3YJIbTATE YETO JOIMYyIIECHBI

OIINOKHY B peIICHUN U 3aJaHHUEC HC BBIITOJIHCHO

3a/IaHKE BBITTOJIHEHO, 00YYaIOIUHCS
MPUMEHSET 3HAHUS JIJIs PEIICHHS

IIOCTABJIEHHOM MPO0JIEMBI, OJHAKO HE

>1-80 c(OpMHPOBAHBI KOMIIETEHIIUH, BCIIECTBHE
4ero 00y4aronuiicst UCIIBITHIBACT 3aTPYAHECHUS
B JICMOHCTpALIMU CIIOCOOOB pelleHus 3aauu
3a/IaHKE BBIIIOJIHEHO KaK B TEOPETUYECKOM,

81-100 TaK ¥ B IPAKTHYECKOM TIJIaHE, 00yJaroIInNCs

JICTKO ACMOHCTPUPYCT CBOKO KOMIICTCHTHOCTDb

110 JaHHOMY BOIIPOCY

@DOHIBI OTICHOYHBIX CPEJICTB, TTO3BOJISFOIINE OIICHUTH PE3yJIbTaThl 00yYCHHS, BKIIOYAIOT B CEOs:
®  BOIPOCHI K IPOMEKYTOUHOMN aTTeCTALIMH.

[lepeueHp KOMIETEHLMH U 3TAbl KX (OPMUPOBAHUS IIPUBEIEHBI B CIIEIyIOIIEH TabuLe:

N HIudgp Komnerenuus Jranbl GOPMUPOBAHNS KOMIIETEHIIHH

Bonpocsl kK NIpOMeKYTOYHOM aTTECTALMHA

«MeToJIbl M CPEJICTBA 3AIUTHI KOMITLIOTEPHON MHMOODPMAITUNY

1. Ox3amen (7 cemectp)
IIpukpenuiennbie paiiab: [Ipumeps! Borrpocos.docx

6. MEPEYEHb OCHOBHOM 1 JTOITOJTHUTEJIHbHON YUEFHOM JINTEPATYPBI,
HEOBXOJIUMOMH JIJ1s1 OCBOEHUS JUCIUTLIAHBI

a)OCHOBHAs JIUTepaTypa:

1. Illanerun B. @., UndopmaimonHass 6€30MacHOCTh KOMITBIOTEPHBIX CHCTEM U CEeTeH [DNeKTpOHHBIN
pecype] : YuebHoe mocobue / B.®. lanprun. M.: NI ®OPYM: UHDPA-M, 2012. - 416 c. Pexxum
noctyma: http://znanium.com/bookread.php?book= 423927

2. bamer, T1. H. MadopmarmonHas 6e30macHOCTh W 3amuTa “HQOpMaIuu [DNeKTpoHHBIA pecypce] :
Vuebnuk / I1. H. banuter, A. B. ba6am, E. K. bapanora. - M.: PUOP, 2013. - 222 c. Pexxum nocrymna:
http://znanium.com/bookread.php?book= 405000

0)I0NOTHUTEIBHAS JTUTEPATYypa:
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1. XKykoa M.H., Ynpasnenne uHpOpManmonHoi Oe3omacHocThio. Y. 2. YmpapiieHHEe WHIUICHTaAMU
nHpopMaIoHHON Oe3omacHOCTH [DNeKTpoHHBIM pecypc] : Yuebnoe mocodue / M.H. Xykosa, B.I.
XKyxos, B. B. 3omorapes. - Kpacnosipck : Cu6. roc. aspokocmud. yH-T, 2012. - 100 c. Pexxum nocryma:
http://znanium.com/bookread.php?book=463061

2. Kysuenos, 1. H. busnec-6e3omacHocts [DnekTpoHHbI pecype] : [Ipaktudeckoe pykoBoactso / M. H.
KysmenoB. - 3-¢ wm3g. - M. JlamkoB u K, 2013. - 416 c. Pexum pgocryma:
http://znanium.com/bookread.php?book= 430343

7. NEPEYEHB PECYPCOB HH®OPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHOM
CETU «<MHTEPHET», HEOBXOJIUMbIX J1JIsI OCBOEHUS JUCHUIIJINHBI
Hns obecneyeHust oOpa3oBaTeNpbHOTO  IIpoliecca MO JIUCHUIUIMHE  OOyYarouuMmcs
MPEOCTABIISIETCS BO3MOXKHOCTh KPYIJIOCYTOYHOTO JIMCTAHIIMOHHOTO HMHAMBHUIYaJILHOTO JOCTyHa K

QJICKTPOHHBIM OMOJHMOTEYHBIM CHCTEMAaM M3 JIFOOOH TOYKH, B KOTOpOﬁ HUMECTCA HOCTYII K CCTU

«HTepHe™.
HaumenoBaHue pecypca HNuTepHeT-cCBIIIKA HA pecype
"ZNANIUM.COM"
DneKTpoHHAas OubmoTeyHast cucrema | http://znanium.com

"ZNANIUM.COM".

000 "U3pareancrBo JlaHb

DnexktponHas oubaunoreunas cucrema OO0 e.lanbook.com

"N3pateabcTBo Jlann".

00O "DexTpoHHoe H31aTeabeTBo FOPAUT"

DnextponHas 6ubanoTednas cuctema FOPAWT. DBC | http:/biblio-online.ru,
"JlerengapHbie KHUTH" https://biblio-
online.ru/catalog/legendary

JuekTpoHHas Oubamoreka MAU

OnekrponHas oudmuoreka MAU (codctBennocts MAU). |  http://elibrary.mai.ru/MegaPro2/

Web
uiekTpoHHasi ondmorexka Koncopuuyma aspoxkocmuieckux By3os Poccun
DJeKTpOHHas 6ubnmoreka Koncopumyma | http://elsau.ru
a’POKOCMUYECKHX BY30B Poccuu.
bubéanorexka POOU
bu6bmorexa POOU ‘ http://www.rfbr.ru/rffi/ru/library
EnnHoe 0KHO 10CTyNa K 00pa30BaTeIbHBIM pecypcam
Ennnoe okHO J0CTyIa K 00pa3oBaTeIbHBIM pecypcam ‘ http://window.edu.ru/
Polpred.com
Polpred.com. O630p CMU ‘ http://polpred.com
000 "PYHOB"

Dnexkrponnas oubnuoreunas cucrema ELIBRARY. ‘ http://elibrary.ru
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http://znanium.com/
https://e.lanbook.com/
http://biblio-online.ru/
http://elibrary.mai.ru/MegaPro/Web
http://elibrary.mai.ru/MegaPro/Web
http://elsau.ru/
http://www.rfbr.ru/rffi/ru/library
http://window.edu.ru/
http://polpred.com/
http://elibrary.ru/

00O "HannoHaJabHblIi HU(POBOI P

ecypc "PykonT"

OOO "HauunonanbHblil 1npoBoii pecype "Pykont".

‘ http://text.rucont.ru

000 "UBHUC"

000 "UBUC".

\ http://ivis.ru

00O "HuTerparop aBTOpCKOro npasa'

OOO "Unrerparop aBropckoro mpasa” 1Qlib.

\ http://www.iglib.ru/

oI'BY "PI'B"

DnekTpoHHas 6ubimuoreka quccepramnuii PI'b.

http://dvs.rsl.ru

OnextponHo-NUHpopmanmonnsiii Koncoprimym".

HanmonanwsHas anexrponnas oubauoreka (HObB). http://H36.pd
HIT HOUKOH
Hexommepueckoe MapTHEPCTBO "HamwonaneHusiii | http://archive.neicon.ru

Hay4HbIe MOJIHOTEKCTOBBIE PECYPChI U3/IATSILCTBA
Springer (apxuB).

http://link.springer.com/

HaquI)Ie IOJIHOTCKCTOBBIC

Taylor&Francis Group (apxus).

JKYypHalIbl ~ M3/aTelbCTBA

http://www.tandfonline.com/

Baza mannawix GreenFile komnaauu EBSCO.

http://www.greeninfoonline.com.

BHellIHEIKOHOMHYECKOE oﬁbennﬂenne

"AxaaemuHTOpI"

American Physical Society
American Mathematical Society

http://publish.aps.org/
http://www.ams.org/mathscinet/ind
ex.html

®I'BY "I'THTB Poccu

I/I"

baza manneix Web of Science (nmpaBoobGmamarens -
Thomson Reuters, ¢ 03.10.2016 r. - Clarivate Analytics).

www.webofscience.com

baza manueix Scopus m3garenscTBa Elsevier.

http://scopus.com

Springer Customer Service Center GmbH B HayuHBIX ©
O6pa3OBaTeJ'ILHBIX I eJsx.

Springer

Nature

http://link.springer.com/
http://www.nature.com/

baza ganneix kommanuun EBSCO Publishing:
BJ] CASC. BJ1 MathSciNet via EBSCOhost.

http://search.ebscohost.com

Haydnbple  MOTHOTEKCTOBBIE  JKypHaldsl W KHurH | http://www.sciencedirect.com
n3narelbcTBa Elsevier. http://www.elsevierscience.ru/pro
ducts/science-direct
POOU

HaquHe MOJIHOTCKCTOBLIC  AHIJIOA3BIYHBIC JKYpPHAJIbI
American Chemical Society.

http://pubs.acs.org.

8.METOJJMYECKHUE YKA3ZAHMS JJISI OBYYAIOILIIUXCS IO OCBOEHUIO
JUCHUTIINHBI

D PeKTUBHBIM CIOCOOOM pPa3BUTHS TBOPUYECKUX CIIOCOOHOCTEH CTYJIEHTOB MpPU H3YUYCHHH
TUCIUTIIMHB SBJSIETCS CaMOCTOsITeIbHAsE paboTa, KOTopas HalelieHa Ha MpopaboTKy CTyIEHTaMH
MaTepuasa MpomeAnX KOHTAKTHBIX 3aHSITHIA U TIOJTOTOBKY K MPEICTOSIINM 3aHATHSIM.

Bepcus: AAAAAAB3890 Koa: 000134384


http://text.rucont.ru/
http://text.rucont.ru/
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CaMmocrosiTenbHasi paboTa CTYIEHTOB MIPOBOAMTCS HMHU B COOTBETCTBHM C COOCTBEHHBIMU
BO3MOXHOCTAMH. MOXHO, OJHAKO, pEKOMEHJ0BATh TIPYIINOBOE HW3YyYEHUE  MAaTEPHUAJIOB,
o0ecreunBaoIliee COBMECTHYIO pPAa0OTy HECKOIbKUX CTYICHTOB, YTO IOJOXHUTEIbHO BIHMSIET Ha
KaueCcTBO MPOpadOTKU MPOrpaMMbl Kypca.

B TO e Bpems BBICOKas CTENEHb YCBOCHMS H3y4YaeMOH JHCLUUILIMHBI JOCTUIaeTcs IpH
MOCTOSTHHOM paboTe CTYACHTOB HaJ TEKYIIMM MaTepuanoM. B 3Tol cBs3M kenareibHa mpopaboTka
JIEKIMOHHOTO MaTepuajia B J€Hb €ro MpPOYTEHHUs, YTO IO3BOJSET, BO-MEPBBIX, ONEPAaTUBHO (HA
CJIeIyIOIEeH JIEKIIMK) CHUMaTh BO3HUKAIOIIUE BOMPOCHI M, BO-BTOPBIX, CO3AaBaTh Oaraxk 3HAHUU MO
JUCHUIIIMHE 3310JIT0 10 IPOMEKYTOUHOM aTTECTAIUU.

[Ipu nmoaroToBke K MPaKTUYECKUM 3aHATHUAM TakKe HE0O0XoauMa IpopadoTKa JIEKIMOHHOTO
MaTtepuanga. ITO MO3BOJUT OCO3HAHO paboTaTh C IpejIaraéMblM MaTepHalloM IpernojaBaTeiieM Ha
MPAKTUYECKOM 3aHATHUH, a, CJIEJAOBATENIbHO, 3aKJIa/JbIBaTh 0a3y METOJMK W MPUEMOB IPHU PEIICHUH
MPaKTUYECKHX 3a/1a4.

[Tpu u3ydeHnn marepuaia HeOOXOIUMO JeNaTh aKIEHT HE Ha 3a3yOpHBaHWM MaTepuaia, a Ha
MOHUMAaHUE ero (PU3UYEeCKOW CyTH, YTO Pa3BUBAET MBIILJICHHE U TO3BOJISAET MOHITh METOAOJIOTHIO
H3y4aeMOMN JUCUUTUIUHBIL.

9. MEPEYEHb WH®OPMAIIMOHHBIX TEXHOJIOI' Ui, UICITOJIb3YEMbBIX ITPHU
OCYHWECTBJIEHUU OBPA30OBATEJIBHOI'O ITPOLECCA IO JUCHHUIIJIMHE
JlucuuniauHa OpUEHTHMpOBaHAa Ha INPUMEHEHHE KOMIBIOTEPHONM TEXHUKH, pPECypCcOB

MH(POPMAIIMOHHO-TEIEKOMMYHUKAIMOHHON ceTu «VHTepHeT», 3JeKTpoHHOM Onbimoreku MAW s
MoHuCKa, cOopa, XpaHeHHsI, 00paOOTKU U MIPEACTABICHHUS HH(OPMAITUH.

[Tporpammuoe obecnieuenme, MTHTepHET-peCypChl, 3JIEKTPOHHBIE OMOIMOTEYHBIE CUCTEMBI:
[IporpamMMHoe obecrieueHue:

— OC Microsoft Windows 7 Prof.;

— Microsoft Word;

— OC Kali Linux;

— TrueCrypt;

— Piriform Recuva;

— Kaspersky Virus Removal Tool, DrWeb Curelt;

— Comodo free firewall;

HNuTepHeT-pecypcesl:

— http://securitylab.ru

— http://data-sec.ru

— http://fstec.ru/

— http://www.anti-malware.ru/
— http://msdn.microsoft.com

10. OMMCAHUE MATEPUAJILHO-TEXHUYECKO¥ BA3bI 10O OCBOEHUIO
JTUCIATITAHBI

1. JIeKiumoHHBIE 3aHATHS
1.1. KoMIiekT 3JeKTPOHHBIX TIPE3EHTAIINN/CIIalI0B.
1.2. Ayautopusi, OCHaIllEeHHas IPE3EHTallMOHHON TEXHUKOH (IIPOEKTOP, KpaH, KOMIIBIOTED)

2. JTabopatopHble pabOThI

2.1. Ayautopusi, OCHaIlIEHHAs PE3EHTAIMOHHON TEXHUKOH (TIPOEKTOP, IKpaH, KOMITHIOTED).
2.2. llepcoHanbHbIE KOMOBIOTEPHI — 27 pabOYMX MECT.

2.3. JlokanbHasi BBIYMCIUTENBHAS CETh C 1OCTYIIOM B MIHTEpHET.
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https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D1%8F

3. [IpakTHyeckue 3aHATUS

3.1. KomnbroTepHbIi Ki1acc.

3.2. [Ipe3enTanmonHas TeXHUKaA (IPOEKTOP, IKPaH, KOMIBIOTED).

3.3. IMakets! 1O o6riero Haznauenus (TekcroBsiii peqakTop — Microsoft Word),

3.4. CneumanmuzupoBanHoe [1O: IIO nmns mmdpoanus Ha sery TrueCrypt, aHTUBHpPYCHBIE
yrunutel Kaspersky Virus Removal Tool, DrWeb Curelt, mexxcereBoii sxkpan Comodo free
firewall, onepaninonnas cucrema Juisl mpoBeaeHus ayauTa 6e3omacHoctu Kali Linux.
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Ipnnoxenne 1
Kk pa0oueii nporpaMme JHCIUIINHBI

«MeToJIBI M CpeACTBA 3aIMTHI KOMIBIOTEPHOM I/IHd)ODMaHI/II/I»

AHHOTanus padoyeil IPOrpaMmbl
JucumiuinHa MeTOoJIbl W CpEeCTBa 3allluThl KOMIBIOTEPHOW WH(POPMALIUU SIBISETCS YaCThIO
broka 1 JIMCIMIUIMHBI ~ JUCHMIUIAH TIOJTOTOBKM CTYJIEHTOB TIO HAIPABJICHUIO TMOATOTOBKHU
09.03.01 Mudopmatuka ¥ BuUMCAUTENbHAS TexHUKA. JlucnumiaumHa peanusyercs Ha CTYynMHO
dakynprere «MOCKOBCKHI aBUAIMOHHOTO HMHCTUTYTA (HAIMOHAIBHOTO HCCIIEI0BATEIHCKOTO
yHuBepcurera)» kadeapoit (kapeapamu) MCullT.
JucuuminHa HareneHa Ha (GOpMHUPOBAHKE CISAYIONUX KOMITETSHITUH: .

Conepxkanve JUCHUILUIMHBI OXBAaTHIBAET KPYT BOIPOCOB, CBSI3AHHBIX C: -OCBOCHUEM MOHITHM
HHGOPMAIMOHHAg 0€30IaCHOCTE, KOH(MHMAECHIMAILHOCTD, HEIOCTHOCTh, JOCTYIHOCTh HMHMOpMAIIUHU
yIpo3a, aBTOMAaTH3UMpOBaHHAsg  CHUCTEMa, HECAHKIMOHHUPOBAHHBIM  JIOCTYI,  aJMHUHHUCTPATOPD
0€30IaCHOCTH, MOJMTUKA O€30IIaCHOCTH, PEKHUM pasrpaHHUYEHMS JOCTYIA, MEXKCETEBBIE JKpPAaHBI,
CHCTEMBI OOHApYKEHUsI BTOPKEHHUHN, KIACCHU(MKALNKA VSI3BHMOCTEH IPOrpaMMHOIO oOecIieueHus,
ayTeHTUGUKALM, HICHTU(QUKAIIMS, aBTOPH3ALINS;

- M3YYEHHEM OCHOBHBIX IPHUHIMIOB obecreueHus HH(MOPMAIMOHHON 0€30IaCHOCTH, THUIIOB
MEXKCETEBBIX DKPAHOB, Kiaccuukaimii yrpo3 MHGOpPMALHK, TPYINBL  [NEPCOHAILHBIX TAHHBIX,
KAaTErOpUM BPEIOHOCHOIO IMPOrpaMMHOI0 o0ecIieueHus, Ha3HAaueHHE M OCHOBHBIE (QyHKIMH DLP-
CHCTEM;

- NpUMEHEHHEM CKAHEPOB VI3BHUMOCTEM JId OOHApY)KEHMS TEKVIIUX YSI3BUMOCTEH B
MHGOPMAIIMOHHLIX CHCTEMAaX, IIOJYUYEHHE HABLIKOB MOIEIHMPOBAHMS JIOKAIBHBLIX KOMIIBIOTEPHBIX
cereii ¢ ncnonnzoBanueM cpeansl CISCO Packet Tracer;

- HNOJYYCHHCM HABBIKOB Da6OTBI C nmap — HWHCTPYMCHTOM HMCCIACAOBAHMA MW ayJuUTa
0€30IMacHOCTH CCTH, ABJIAOINIUMCSA TAKKC CKAHCPOM ITOPTOB,

= OCBOCHHEM PA3JIMYHBIX THIIOB AHTHUBHPYCHBIX IIpOorpaMm W VYTHIWUT I 6ODB6I)I C
BPEIOHOCHBIM IPOIPAMMHEIM 00€CIIEYEHHEM,

- WU3YUYCHHUECM IIPUHIIMIIOB YCTAHOBKU H HaCTDOfIKI/I COBPEMCHHBIX MCECKCETCBBIX J3KPAHOB Ha
npumepe Comodo free firewall.

- NOJYUYEHHEM 3HAHUHM O MEKIYHApOAHBIX crapmaprax, I'OCTax u demepaibHBIX 3aKOHAX
Poccuiickoii @eaepanuu B 00J1aCTH 3aIIAUTEI MHOOPMAIIUH.

[IpenogaBanne MUCHUIUIMHBI MpeAyCMaTpUBAeT Cienyronme (HOopMbl OpraHHU3alMHU Y4eOHOTO
nporiecca: CamocTosTenbHas padota, Jlekius, [IpakTuyeckoe 3anstue, JlabopaTopHas padoTa.

[TporpamMmoil AMCHUILIMHBI TPEIYCMOTPEHBI CICAYIONIME BHIBI KOHTPOJS: MPOMEXKYTOUHAsI
arrectanus B popme Dk3ameH (7 cemectp).

OOmast TpyT0eMKOCTh OCBOCHHUS JMCIMILIMHBI COCTABISIET 5 3aueTHBIX enuHUI, 180 yacos.

ITporpamMmo#i JAUCHMIUIMHBI MPEAYCMOTPEHBI JIeKIHOHHbIE (6 uacoB), mpakTtudeckue (2 wacos),
nabopatopubie (4 yacoB) 3aHaTHs 1 (132 4acoB) caMOCTOATEIILHOM PabOTHI CTYICHTA.
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Hpuioxenne 2
K paboueil nporpaMMe AUCUHIINHBI

«MeTo/1bl M CpEeCTBA 3alIUTHI KOMIIBIOTEPHON HH(OpMAIIANY

IIpukpeniennslie ¢aiibl

IIpumepsn! Bonipocos.docx

HpI/IMepBI BOIIPOCOB, 3a1daBACMbIX B paMKaX KOHTPOJIA:

ocouakrwnE

Xapakrepuctuka crangapta [OCT P UCO/M3BK 15408.

Cratuyeckue U TUHAMHYECKHE METOJIbl OMOMETPUUYECKON UICHTU(PHUKAIIH.

[Tporokon ayrentudukanuu Kerberos, mpuHmmm paboTsl, OCHOBHBIC TTOHSITHS.
OaHOCTOPOHHS XAMI-(QDYHKIIHS. TalKECT COOOIIeHMS, MpUMeHeHHe coBmecTHO ¢ DIIIT.
Bpenonocnoe [10 — kareropun yrpos.

Pacnpenenennsie COA (distributed IDS), npunuumn paGoThl, OCHOBHBIE TTOJICUCTEMBI.
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