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PABOYAS ITPOI'PAMMA JTUCHUIIJINHBI

Pasnennl paGoueii nporpamMMbl

NS

10.

Ilenu ocBoeHus AucHUIUIMHBL. [lepeueHb MIaHupyeMbIX Pe3yIbTaToOB 00yUEHUs.

MecTo TUCHMILIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM TPOrpaMMBI.

CrpykTypa u conepKaHue JUCLIUILINHEL.

IlepeueHb yueOHO-METOMUECKOTO 00ECTIEUEH NS Il CaMOCTOSATENbHOM paboThl
oOyyaromuxcs M0 AUCLHUIUIUHE.

@DOH/ OIICHOYHBIX CPEJICTB IS IPOBEACHUS IPOMEKYTOUHON aTTECTAlMK O0YYarOIUXCS MO
JUCLIUILINHE.

[Tepeuenb OCHOBHOM M JONOTHUTEIBHON y4eOHOI TUTEpaTyphl, HEOOXOIUMOM JIJIsl OCBOCHUS
JUCLUIUINHBIL.

[Tepeuens pecypcoB HHPOPMALMOHHO-TEIEKOMMYHUKAMOHHON ceTn «IHTepHeT»,
HEOOXOIUMBIX JUIsl OCBOSHMSI JUCLIUILINHBL.

Mertonnyeckue ykazaHus sl 00y4JaroUIuXxcs 10 OCBOCHMIO IUCLUIIIMHBI.

[TepeueHb MHPOPMALMOHHBIX TEXHOJIOTUH, UCIIOIB3YEMbIX MPU OCYLIECTBICHUN
00pa30BaTENILHOrO MpoLEcca M0 AUCLHUILIUHE.

Onucanue MarepranbHO-TEXHUYECKOH 0a3bl, HEOOXOIMMOMN AJIs OCYIECTBICHUS
00pa30BaTENILHOTO MpoLEcca M0 AUCLHUILINHE.

IIpuioxenns k paéoyeii nporpaMmme IMCHUIIIHHBI
[Ipunoxenue 1. AHHOTaNMs pabodel MporpaMMbl
[Tpunoxenune 2. [lpukpernnennsie (aniipt

[Iporpamma cocrasneHa B coorBeTcTBUM ¢ TpeboBaHussMu CYOC MAU, pa3paboTaHHOTO Ha OCHOBE
moaudummpoBanasix GI'OC BO (3++) mo nanpasnenuto 09.03.01 MudopmaTuka 1 BEIUUCIUTENbHAS
TEXHUKA

ABTOpPBI IPOTPaMMBI:

VxanoBa A.M.

3aBenyromuii odecrneunBaroieil kaheapoit

MCullT

[IporpamMma onobpeHa:

3aBeayroniuil BeIycKaromen kadeapon JlupexTop BBITYCKAIOIIETO (uIHaia
MCuldT
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1. HEJHA OCBOEHUSA JUCHUIIJIUHBI. IEPEYEHD IIVIAHUPYEMbIX
KOMIIETEHIIVUM 1 PE3YJIbTATOB OBYUEHMWSI.
Lenbro ocBOEHUS AUCUUILIMHBI 3a1IuTa HHPOPMAIIUH SIBISIETCS JOCTUKEHHUE CIIETyIOIINX
pe3yabTaToB ocBoenusi(PO):

N HIndp Pe3yabTaTt 00yyenust
1 3-1(OIIK- 3HaTh NMPUHIMIB WHGOPMALMOHHON M OMOIHMOrpaduYecKoil KylbTyphl NPU HCIIOIb30BAaHUU
5.1) nH(pOpMaMOHHO-KOMMYHHKAIIHOHHBIX TEXHOJIOTHH
2 V-1(OIIK- YMeTh TPUMEHATH OCHOBHBIC IIpaBWia COONIONCHHS aBTOPCKOTO IIpaBa M TpPeOOBaHHIMA
5.1) HH(GOPMALIMOHHON 6€30aCHOCTH
3 VY-2(OIIK- YMeTb TNpUMEHSATb 3HAHWS IS pPELICHHs THUIOBBIX HMH)XXKEHEPHBIX 3aJad B 00JacTu
5.1) MH(GOPMATHKH U BEIYUCITUTEILHON TEXHUKH
4 B-1(OIIK- BianeTs OCHOBHBIMH METO/IaMH, CIIOCOOaMHU U CPEICTBAMH IOJIyYSHHUs, XpaHEHHs, 00pabOTKH
5.1) nH(OpMaLUK U C UCIIOIb30BAaHUEM CTAHAAPTHBIX AKETOB
5 B-2(OIIK- Bnagers MeromamMu 3ammuTel MHGOpPMAIMK UL TIPETOTBPAIICHHS HECAHKIIMOHHUPOBAHHOTO
5.2) JOCTyIIa
6 3-1(OIIK- 3HaTh OCHOBHBIE ATAITbl CO3IaHHS CHCTEM 3alUThl HHQOpMaLUK
5.2)
7 B-1(OIIK- Bnamerr HaBRIKaMH pa0OTBI B HHTETPHPOBAHHBIX Cpelax MNPOTPAMMHUPOBAHHA C
5.2) HCIOJIb30BaHUEM OMOJIHNOTEK
8 3-1(OIIK- 3HaTh OCHOBHBIE CHOCOOBI TOMCKa MpoQeccHOHaIbHOW HMH(GOpPMAlMM HAa  OCHOBE
5.3) nH)OPMANMOHHON U OHOIHOTrpadUIeCKO KyIbTYPHI, C YIETOM COOJIIOICHUS aBTOPCKOTO IPpaBa
9 3-2(OIIK- 3HaTh BO3MOXKHbIE HCTOUYHHKH, PUCKH U (pOopMBI aTak Ha MH(GOPMALHIO, OCHOBHbIE OCOOCHHOCTH
5.3) MOJIMTHKH 0€30I1aCHOCTH, TEOPETHYECKUE OCHOBHI KpHIITOrpaduu
10 Y-1(ITKP- YMeTh omnpenensaTs YpOBHU 0€301acHOCTH
7.1)
11 3-1(IIKP- 3HaTh KPUTEPUH U yPOBHU obecrieueHus: HHYOPMALMOHHONW 0€301acHOCTH
7.2)
12 Y-1(ITKP- YMeTh NPUMEHSTH OCHOBHBIE alTOPUTMEI ITH(pPOBAHHUS
7.2)
[Tepeuncnennsie PO sBisitoTCs 3TalioM GOPMUPOBAHUS CIEAYIOMINUX KOMIIETEHIIUMI!
N Mudp Komnerenuus
1 OIIK-5 CnocobeH pemars CTaHIApPTHBIE 3aJa4dl NPO(ECCHOHANBHON JEATeNbHOCTH Ha OCHOBE
nHpopManmoHHOH ¥ OuONIHOrpaduyYeckoil KyJNbTYpbl C NpPUMEHEHHEM HWH()OPMAMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJOTMA M C Y4YeTOM OCHOBHBIX TpeOOBaHMH HH(POPMAIMOHHON
0€30IaCHOCTH
2 [IKP-7 Croco0eH obecrieunTh HHGOPMAIIMOHHYIO 0€30IIacHOCTh Ha YPOBHE 0a3 JaHHBIX

NHnukaTopsl JOCTHXKEHHS KOMIIETEHIIMH, CIy)Kalllde s TPOBEPKH CHOPMHUPOBAHHOCTH YACTH
COOTBETCTBYIOLIEH KOMIIETCHIIUU:

N HIngp NupukaTop KoMneTeHuun

1 OIIK-5.1 JleMOHCTpHUpYeT 3HaHWE NPUHLUIIOB WHPOPMAUMOHHONH W OuOiMorpaduieckoil KyibTypbl,
METO/OB M CPEACTB pPELICHUS CTaHAAPTHBIX 337a4 NpPO(eCcCHOHAILHON JESTeNBHOCTH C
NpUMEHeHneM HH(POPMAIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTHH M C y4eTOM OCHOBHBIX
TpeboBaHui HHPOPMAITMOHHON 06€30MMaCHOCTH

2 OIIK-5.1 JleMOHCTpHUpYeT 3HaHWE NPUHLUIIOB WHPOPMAUMOHHONH W OuOiMorpaduieckoil KyibTypbl,
METOJIOB M CPEACTB pPELICHUS CTaHAAPTHBIX 337a4 NPO(ecCHOHAIBHON JESTeNBHOCTH C
NIPUMEHEHNEM HH(POPMAIMOHHO-KOMMYHHUKAIMOHHBIX TEXHOJOTHH M C YYETOM OCHOBHBIX
TpeOoBaHUi HHGOPMAIIMOHHOHN 0e30MacHOCTH

3 OIIK-5.1 JleMoHCTpHpYeT 3HAHWE NPUHLIWINOB HHPOPMAIMOHHOW M OmOIHMorpaduyecKoil KyIbTYpEHI,
METOJIOB M CPEACTB pEIICHHS CTAaHAAPTHBIX 3a4ad NPO(EeCcCHOHATBHON eATeNFHOCTH C
MIPUMEHEHNEM HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJOTUH M C yYeTOM OCHOBHBIX
TpeOoBaHui HHGOOPMAIIMOHHON 0€30MaCHOCTH
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4 OIIK-5.1

JleMOHCTpUpYyeT 3HAHWE TPHWHIMIIOB WH(POPMAIMOHHON ¥ OMOIMOrpaduuecKor KyJIbTYpHI,
METO/IOB M CPEACTB pELICHUS CTaHAAPTHBIX 3a7a4 NpO(eCCHOHANBHON JeATeNbHOCTH C
MpUMEHeHHEM HH(POPMAIHOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHH M C Y4YETOM OCHOBHBIX
TpeboBaHNH MHPOPMAITMOHHOHN 06€301TaCHOCTH

5 OIIK-5.2

Pemaer crangapTHble 3a7a4u IPO(ECCHOHATBHOM JESTEIbHOCTH Ha OCHOBE MH()OPMALMOHHOM
u Oubimorpaduyeckoidl KyJnbTypbl € MNpPUMEHEHHEM HWH()OPMANMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTHI U C Y4eTOM OCHOBHBIX TpeOoBaHUI HHPpOpMaIMOHHOH 0€301acCHOCTH

6 OIIK-5.2

Pemraer cranmaptHbie 3a1a4n Mpo(ecCHOHANBHON NeSTEIFHOCTH Ha OCHOBE MH(POPMALIMOHHOM
u Oubimorpaduyeckoidl KyJnbTypbl € HNpPUMEHEHHEM HWH()OPMAMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTHH U C Y4ETOM OCHOBHBIX TpeOOBaHMI HHPOPMAIIMOHHOH 6€300acCHOCTH

7 OIIK-5.2

Pemraer cranmaptHbie 3a1a4u IPOPECCHOHATEHON EATENTFHOCTH HAa OCHOBE WH(POPMAIMOHHON
n Oubmmorpaduueckod KyIbTYphl C NpUMEHEHHEM WH(POPMAIHOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH ¥ C YYETOM OCHOBHBIX TpeOOBaHNH MHPOPMAITMOHHOM 6€30IacHOCTH

8 OIIK-5.3

ITpou3BOAUT MOUCK ¥ AHATHM3 UHPOPMAIIUH JUTS IOATOTOBKU JTOKYMEHTOB, 0030pOB, pedeparos,
JOKJTaJIoB, MyOJIMKaIMii, HA OCHOBE MH()OPMAIMOHHOW M OUOIHOrpaQuIecKoi KyJIbTYpHI, C
YYETOM COOJIIOICHHUS aBTOPCKOTI'0 MpaBa U TpeOoBaHui HHPOPMAIMOHHON 0€30MaCHOCTH

9 OIIK-5.3

[Tpou3BOANT MOUCK M aHATH3 UHPOPMAIIUHU TS TOATOTOBKU JIOKYMEHTOB, 0030p0OB, pedeparos,
JOKJIaIoB, MyOJMKaluii, Ha OCHOBE WH(OPMALMOHHOW M OUONMOrpaguyeckoi KyJIbTYphI, C
YYETOM COOJIIOICHHUS aBTOPCKOT'0 MpaBa U TpeOoBaHui HHOOpMAaIMOHHON 0€30MaCHOCTH

10 [IKP-7.1.

JleMOHCTpHpYeT  3HaHME  METONOB  obecmeuyeHus  Oe3omacHOCTH — MHGOPMAIMU B
nH(pOpMaIMOHHBIX CHCTEMAx

11 ITKP-7.2.

[Tnanupyer ypoBHH oOecrieueHHs 0e30macHOCTH MH(OpMauK B WHPOPMAIMOHHBIX CHCTEMaXx
Ha YpoBHE 0a3 TaHHBIX

12 [IKP-7.2.

[Tnanupyer ypoBHH obecrieueHus Oe30macHOCTH MH(OpManuK B WHPOPMAINOHHBIX CHCTEMaXx
Ha ypoBHE 0a3 JaHHBIX

2. MECTO JUCHUILIUHBI B CTPYKTYPE OBPA3OBATEJILHOM ITIPOI'PAMMABL.

Jucnummaa 3ammra  wHQOPMAIMK  SBISETCS MPEAMISCTBYIOMEH H MOCISAYIOMEH IS
CJEIYIOIUX AUCIUIUIMH:

N HpenmeCTByloume JUCHUIIIMHBI l'[oc.nez[yloume JUCHUIIINHBI
1 BBenenne B aBHAIMOHHYIO W pakeTHO- | MToroas roc. arrecranus
KOCMHUYECKYI0 TEXHUKY
2 ba3bl JaHHBIX [Ipon3BOACTBEHHAs MPaKTHKA |
3 Teopus uHpopManuu (Teopus | [IpeanumniaoMHas mpakTHKa

MH(OpMaLIMU U KOJIMPOBAHUS)

3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHBI

OOmas TpyJ0EMKOCTh TUCIUIUIMHBI COCTABISET S 3aueTHBIX(bIe) eauuui(bl), 180 gaca(oB).

MoayJb Paznen Jexkunu | Hpakruu. | Jlabopatr. | CPC | Bcero Bceero ¢
3aHATHA padoThI YacoB | 3K3aMeHAMU
u
KYPCOBBIMH
Metonb! u OCHOBHBIE TIOHATHUS U 2 0 0 4 6 180

CpEACTBA 3allIUThI

OIIpesIeNIeHus Kypca.

KOMIIBIOTEPHOI Knaccuduxkarms yrpos
uHpopmarmu (7 nHPOPMAIMOHHON
CEMECTP). 0e301MacHOCTH.
denepanbHble 3aK0HbI PO B 2 0 0 4 6

00JIaCTH 3alATEI

nH(POPMALMH, CTAHIAPTHI
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Ub.

PyxoBonsiuue 1oKyMeHTbI
OCTOK Poccnn.

AyTeHTH(HKAIW,
npeHTUGUKaILS,

aBTOpH3aIUSL.

[IpoTokoss! ceTeBoit

ayTeHTU(HUKAIIAH.

OcHOBBI KpunTorpaduu,

UH(PACTPYKTYpa OTKPBITHIX
KITFOUCH.

BpenonocHoe
IIPOrpaMMHOE

obecrieueHue.

MesxceTeBble SKpaHsbl.

Knaccuduxarpm
ys3BuMocTel. Cuctembl

0OHapy KeHUsI BTOP)KCHUI
IDS/IPS.

DLP-cucremsr, DMZ, DPI,
ayaut b, rectupoBanue Ha

npoHukHoBenue, WAF.

Bcero

6 2 4 132

144

180

3.1.JIexknun

Paznen Oo0bem,
JMCHMILTHHEI 4acoB

Tema Jexkuuun

1.1.0cHoBHEIE
MOHSATHS U
OTIpE/ICIICHUs Kypca.
Knaccudukarus
yrpos
HHPOPMATMOHHOM
0€30MacHOCTH.

OcHOBHbBIE TIOHATHS U onpeiesicHus Kypca. Kiaccudukaius yrpos
HHPOPMAIMOHHON OE€30MTaCHOCTH.

1.2.®enepanbHble
3akoHbl P® B 06nacTu
3aIIUTEI
nHpOpMaNnHy,
cranaaptel Ub.

®denepanbuble 3akoHbl PO B 00macty 3amutel nHGopmanuy, cranaaptsl Ub.

1.3.PykoBosmine
nokymeHTel ®CTOK
Poccun.

Pyxosomsmue nokymentst @CTOK Poccum.

1.4. AyteHTuduKanms,
AACHTHPUKAIHS,
aBTOPU3AIIHSL.

AyTtenTuduKanys, HAeHTH(HUKAII, aBTOPH3AIINS.

1.4. AyteHTudukanms,
AACHTHPUKAIHS,
ABTOpPU3ALIMSL.

AyTtenTu(UKanys, HACHTH(HUKAI, aBTOPH3AIINS.
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1.5.IIpoTokoibr
CeTeBoit
ayTeHTH(OUKAIUH.

ITpoToKoIBI CETEBOM ay TEHTU(HUKALIIH.

1.5.IIpoTokomsl
CeTeBoM
ayTeHTH(OUKAIUH.

[TpoToKonBI CETEBOM ay TEHTU(HUKALIIH.

1.6.0OcHOBBI
Kpurrorpadumu,
uHdpacTpykTypa
OTKPBITHIX KITIOUEH.

OcHoBbI KpunTorpaduu, HHOPACTPYKTypa OTKPHITHIX KIFOUEH.

1.6.0cHOBBI
Kpunrorpadumu,
HHPPACTPYKTypa
OTKPBITHIX KJIIOYEH.

OcHoBHI KpunTorpadun, THPPACTPYKTYPA OTKPHITHIX KITFOUCH.

10

1.6.0cHOBEHI
Kkpunrorpadumu,
UHPPACTPYKTYypa
OTKPBITHIX KIFOYEH.

OcHoBHI KpunTorpadun, THPPACTPYKTYPA OTKPHITHIX KITFOUCH.

11

1.6.0cHOBBI
Kkpunrorpadumu,
uHdpacTpykTypa
OTKPBITBIX KJIIOUEH.

OcHoBblI kpunTorpaduu, HHGPacTPyKTypa OTKPBITHIX KITIOUEH.

12

1.6.0OcHOBBI
Kpurtorpaduu,
uHdpacTpykTypa
OTKPBITBIX KJIIOUEH.

OcHoBbl kpunTorpaduu, HHGPacTPyKTypa OTKPBITHIX KITIOUEH.

13

1.7.BpenonocHoe
MIPOrpaMMHOE
obeclieyeHue.

BpemonocHoe nmporpaMMHOe 00ecIeueHue.

14

1.7.BpenonocHoe
MPOTrPaMMHOE
obecrieyeHue.

BpenonocHoe nporpamMMHOe obecriedeHue.

15

1.7.BpenonocHoe
MIPOrpaMMHOE
obecrieyeHue.

BpenonocHoe nporpamMMmHoe obecriedeHue.

16

1.7.BpenonocHoe
MIPOrpaMMHOE
obecrieyeHue.

BpenonocHoe nporpamMMmHoe obecriedeHue.

17

1.8.MexceTeBnie
SKpaHEI.

MesxceTeBbie OKpaHbI.

18

1.8.MexceTeBnie
JKpaHBblL.

MexceTeBble 3KpaHbl.

19

1.8.MexceTeBnie
OKpaHbI.

MexceTeBble 3KpaHBbI.

20

1.8.MexceTeBnie
OKpaHbI.

MexceTeBble 3KpaHbl.

21

1.8.MexceTeBrie
JKPAHBIL.

Me:xceTeBble 3KpaHbl.

22

1.9.Knaccudukarum
YSA3BUMOCTEH.
Cucremst
0oOHapy>KEHUs
Bropkenuit IDS/IPS.

Knaccngukamnun ys3sumocteit. Cuctemsr o0HapysxeHust Bropxenuii IDS/IPS.

23

1.9.Knaccudukarmm
ySI3BUMOCTEH.
CucteMsl
oOHapyKeHUs

Bropkenuit IDS/IPS.

Kraccudukaunn ys3zsumocreit. CucreMsl oOHapyxeHus BTopxenuii IDS/IPS.

24

1.9.Knaccudukanuu
YSI3BUMOCTEH.
CucTeMsl
00HapyKEHUS

Krnaccudukannn yszsumocreil. Crucremsl oOHapyxeHust Bropskenuit IDS/IPS.

Bepcus: AAAAAADbuyQ Koa: 000147730




BropkeHuit IDS/IPS.

25

1.9.Knaccuduxarmm
ySA3BUMOCTEM.
CucteMsl
oOHapyKeHUs
Brop>kenuit IDS/IPS.

Kiaccudukannn yszsumocreit. CucreMbl oOHapyxeHus BTopxenuii IDS/IPS.

26

1.10.DLP-cucremsil,
DMZ, DPI, ayaur
Wb, TectupoBaHue Ha

IIPOHUKHOBEHHUE,
WAF.

DLP-cucremsr, DMZ, DPI, ayaur 1B, TecTupoBaHue Ha MPOHUKHOBEHUE,
WAF.

Hroro:

3.2.Coaep:xkanue JeKIHi.

1.1.1. OcHoBHbIe NOHATHA W omnpenejeHus kypca. Kinaccudukamms yrpo3 uH(popManmoHHOI

oezonacnoctu. (A3: 2, CPC: 4)

Tun nekuun: MadopMarmoHHas JIEKIus

®opma opranmsamun: JIekys

Onucanune: OnpeneneHus

«MupopmanonHass 0€30-TTaCHOCTBY, «KOH(HICHINAIBLHOCTEY,

«OCJIOCTHOCTB», «AOCTYIIHOCTb I/IH(bOpMa-I_[I/II/I», «yrpo3a», «aBTOMATU3UPOBAHHASA CUCTCMa», BHU/bI

3alllUThI I/IH(1)OpMaI_II/II/I, e 3alIuThI I/IH(1)OpMaI_[I/II/I, MOHATHA «YI'PO3a I/IB», «MOICIIb  YI'PO3»,

KJaccuuKanys yrpo3 HHGpOpMaIMOHHOW 6€301MacHOCTH.

1.2.1. ®enepanbHbie 3ak0HbI PO B 06s1acTH 3ammThl nHpopmanuu, cranaaptsl Ub. (A3: 2, CPC: 4)

Tun nexumn: Nudopmarrionsas nexiys

®opma opranm3aumm: JIekums

Omucanue: Kparkuit 0630p D3-149 «O0 wunHpopma-tuy, uHPOpMaTU3aLUK U 3alUTE

uHpopmarny, ®3-152 «O nepcoHanbHBIX JaHHBIXY», P3-98 «O xommepueckol TaitHey, P3-63 «O0

ANIEKTPOHHON TMOJIMCH», MOHATHE «CTaHAApT», cTaHaapT Munucrepcrsa oo6oponsl CIIIA «Kpure-pun

OLICHKU JIOBEpEHHBIX KoMmbioTepHbIX cucrem», ['OCT P MCO/MDK 15408 «Kpurepuu oneHku

0€e30I1acHOCTH

MH(POP-MaLMOHHBIX

TEXHOJIOTHI», 0030p «MeTo-0710TMM  yTIpaBIICHUS

nHpopMaroHHbIMU TexHodorusmm» — COBIT 5, MexayHa-poaHble CTaHAApThl MEHEKMEHTa HHGOP-

MaronHoi 6e3omacHoctu cepuu [SO 27000, cranaaptel opranmzanuu NIST B oonactu Ub, nenu, 3anaun

u ctpykrypa cragnapra banka Poccun CTO BP UBBC, Crannapt PCI DSS.

1.3.1. PykoBoasimue 1okymeHThl @CTIK Poccun. (A3: 2, CPC: 4)

Tun nekuun: MadopmarimonHas Jexius

®opma opranusaumm: Jlekums

Onucanue: Hasznauenne ®CTOK Poccuu, pynxkumn @CTOK Poccun, 0630p PykoBopmsmmx

JOKYMCHTOB «Knaccn(bmcaum IO YPOBHIO KOHTPOJISI OTCYTCTBUSA HEACKIIAPUPOBAH-HBIX B03MO)KHOCTCﬁ)),

«Knaccuduxkanys aBTOMaTU3MPOBAHHBIX CUCTEM M TPeOOBaHMS MO 3aIyTe HHpopMaLum», «MexceTeBble

skpanbl. [lokazaTenu 3amMIEHHOCTH OT HECAHKIIMOHMPOBAHHO-TO AocTymna K wH(popmanun», «CBT.
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[Tokazatenu 3ammmenHoctd ot HCJ] k wHOpManuwy, kimaccudukamus CHUCTEM OOHAPYKEHHS
BTOpKEHUH, 0030p TpeOoBaHMI TOCTaHOBJICHUs mpaBuTeabcT-Ba PO Ne 1119 ot 01.11.2012 roma «O6
YTBEPXKICHUH TPEOOBAHMI K 3allITE MEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MH(OPMAIIMOHHBIX

CUCTCMax NCPCOHAIIBHBIX JAHHBIX)).

1.4.1. Ayrentuduxanus, uaeHtupukamus, apropusamnus. (A3: 0, CPC: 4)
Tun nekuun: MadopMarmonHas JEKIus
®opma opranuzanmuu: CamocrosTenbHas padoTta

Omnucanue: [ToHATHS «ayTeHTHPUKAIUD), «UISHTU(DU-KALUI), «aBTOPU3AIHSD, KIacCUPUKAIIUS
CpPENICTB HISHTU(DUKAIINY U ayTCHTH(PHU-KAIIMK C TOYKH 3PEHHS IPUMEHSIEMBIX TEXHOJIOTHIA, JJIEKTPOHHBIE
kimroun Touch Memory, texnomnorust RFID, knaccuduka-iiuss RFID-meTok, KapThl ¢ MArHUTHOM MOJIOCOH,

IITPpUX-KOJbI, 6I/IOMeTpI/I$I, CTaTUYCCKHEC U JTMHAMHWYCCKNEC MCTOAbI 6HOM€TpPI‘I€CKOI>i aYTCHTI/ICI)I/IKaI_II/II/I.

1.4.2. Ayrentudukauus, uaentupukanus, apropusaunus. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranuzanuu: CamocTosTenbHas padoTa

Omnucanue: [laponsHas ayTeHTU(UKAINA, OAHOPA30-BbIE MAPOJIH, BAPHAHTHI Peallu3allii CHC-TEM
ayTeHTU(HUKALMK 10 OJHOPA30BBbIM MAapoJsAM, JABYX(aKTOpHAas ayTeHTU(HKA-IUi, CMapT-KapThl,
KJIacCU(HKAIUS CMapT-KapT IO crioco0y 0OMEHa CO CUUTHIBAIO-IIIMM yCTPOMCTBOM, 00JIaCTH PHUMEHECHUS

CMapT-KapT, pyTokeH, e Token.

1.5.1. IIporoxo.sl ceTeBoii ayreHTuuranuu. (A3: 0, CPC: 4)
Tun nexuun: Nudopmarrionsas nexys
®opma opranuzanuu: CamocrosrenbHas padbora

Omucanue: IIporokon ayrentudpuxanuu Kerberos, nonstus ticket, Key Distribution Center,

MIPOTOKOJIbI AyTEHTU(DUKALMH IS yIAJIEHHOTO JJOCTYyIIA.

1.5.2. IlporoxoJbl cereBoii ayrentuuranuu. (A3: 0, CPC: 4)
Tun nexuun: Nadopmarrionsas nexys
®opma opranmsanum: CamocrosTenbHas padora

Omucanue: [Iporokon ayrentuduranun RADIUS, noustusa ximent RADIUS, cepsep RADIUS,

nocpenark RADIUS, cirysx0a npoBepky NOATMHHOCTH B HHTEpHETE |AS.

1.6.1. OcHoBbI KpunTorpaguu, HHPPaACTPyKTypa OTKPLITHIX KI04ei. (A3: 0, CPC: 4)
Tun gexuun: MHPOpMAITMOHHAS JISKITHST

®opma opranuzanuu: CamocrostenbHas padoTa

Bepcus: AAAAAADbuyQ Koa: 000147730



Omnucanue: [lonstue xpunrorpaguu, MPUHIMI CUMMETPUYHOrO MmMGpoBaHUs, MU(POBAHUS C

OTKPBITBIM KJIFOYOM, ITOHATUC «KJIHOY»> B KpI/IHTOFpa(l)I/II/I.

1.6.2. OcHoBBbI KpunTorpaguu, HHPPaCTPYKTypa OTKPLITHIX KI04ei. (A3: 0, CPC: 4)
Tun gexkuun: MHGOpMATMOHHAS JISKITHST
®opma opranmsanum: CamocTosTenbHas padora

Onucanune: IludpoBas mnoamuch, paboTa OJHOCTOPOHHEH  XAMI-PYHKIHMH, ITUPPOBBIC

cepTu(UKaThI KIIFOYEH.

1.6.3. OcHoBBI KpunTorpaguu, HHPPaACTPYKTypa OTKPLITHIX KI0uei. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranmzanum: CamocTosTenbHas padora

Omucanue: Ilems DIl Ha ceprudukare, pacrnpocTpaHeHHe CepTU(UKATOB, CEpPBEPHI-

JIETIO3UTAPUH, OCHOBBI HH(PPACTPYKTY-PbI OTKPHITHIX KITFOUEH.

1.6.4. OcHoBbI kpunrorpaguu, HHPPACTPYKTypa OTKPLITHIX KI04ei. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranmsanum: CamocTosTenbHas padora

Onucanme: IloHsATHA «UOCHTP CepTI/I(l)I/IKaI_[I/II/I», «CIIMCOK OTO3BAHHBIX KJ'IIO"IeI\/'I)), Pa3JIMIHBIC

monemn PKI.

1.6.5. OcHoBbI Kpunrorpaguu, HUHPPACTPYKTYpa OTKPLITHIX KI0uei. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas JexIus
®opma opranmsanumn: CamocTosTenbHas padora

Onucanmue: AYTeHTH(bHKaHHH C UCIIOJIb30BAHHUEM CepTI/I(i)I/IKaTOB OTKPBITOI'O KJIrO4a.

1.7.1. Bpenonocnoe nporpammuoe odecneuenue. (A3: 0, CPC: 4)
Tun gexkuun: MHPOpMAITMOHHAS JISKITHST
®opma opranusanuu: CamocrosiTensHas padora

Onucanme: I[loHATHS «aHTUBHpPYCHAs Nporpammay, «BpeaoHocHoe IIO», «KOMIBIOTEPHBIN

BUPYC», IPU3HAKU BO3MOKHOI'O 3apaKCHUS KOMITBIOTCPA.

1.7.2. Bpenonocnoe nporpammuoe odecneuenue. (A3: 0, CPC: 4)
Tun gexuun: MHPOpMAITMOHHAS JISKITHST

®opma opranusanuu: CamocrosiTensHas padoTta
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Onucanne: OOG30p BUPYCHOW aKTUBHOCTH 3a TEKYIIMH TOJl, KaTETOPHH YIPO3, PEKIaMHBIC

MIPOTrPaMMBIL.

1.7.3. Bpenonocnoe nporpammHoe obecniedenue. (A3: 0, CPC: 4)
Tun gexkuun: MHGOpMATMOHHAS JISKITHST
®opma opranmsanum: CamocTosTenbHas padora

Onucanne: Backdoor-nporpamMmbl, (GUIKAHT, TPOrPAMMBbI-IITYTKH, 0OMaHHbIE IPOrPAMMBL.

1.7.4. BpenonocHoe nporpammHoe odecnieuenue. (A3: 0, CPC: 4)
Tun nekuun: MadopMarmoHHas JeKIus
®opma opranusanuu: CamocrostenbHas padoTta

Onucanue: Bot-cetn, SKcmioiTel, papMuHr.

1.8.1. MexcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun nekuun: MabopMarmoHHas JIEKIus
®opma opranmsanuu: CamocrosrenbHas padbora

Onucanue: Ilonarne «MexceTeBOil SKpaH», (QYHKIMHA MEXCETEBBIX O3KPAaHOB, CIIOCOOBI

peanmu3zarn MD.

1.8.2. MexcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun nexumn: Nudopmarrionsas nexys
®opma opranusanuu: CamocrosrenbHas padbora

Omucanue: OuiIbTp NaKeTOB, IPUHLIUIIBI 00pPaOOTKH MAKETOB JaHHBIX B MO, Tunsl MO coriacHo

ypoBH:sM Mozenu OS], yrnpasisieMble KOMMYTaTOPBI.

1.8.3. MexkcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun nexuun: Nadopmarrionsas nexys
®opma opranuzanuu: CamocrosrenbHas padora

Omucanue: CereBble GWIBTPHI, CcTaTU4YecKas (WIbTpAlMsg B CETEBbIX (WIbTpaX, I[UTIO3bI

CEaHCOBOT'0 YPOBHS, (DUITBTPBI KOHTPOJISI COCTOSIHUS KaHasIa CBSI3H.
1.8.4. MesxkcereBble skpanbl. (A3: 0, CPC: 4)

Tun gexuun: MHPOpMAITMOHHAS JISKITHST

®opma opranuzanuu: CamocrosrenbHas padoTta
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Omucanue: [lpuHunun pabGoTel (UIBTpa C MHOTOCTYNEHYATHIM MOPSAKOM YCTaHOBJICHUS

COGHHHGHHﬁ, IUTKO3bI, TPAHCIUPYIOUIUE apeca NI CETCBBIC IIPOTOKOJIbI.

1.8.5. MesxkcereBbie 3kpanbl. (A3: 0, CPC: 4)
Tun gexkuun: MHGOpMATMOHHAS JISKITHST
®opma opranuzanuu: CamocTosTenbHas padoTa

Onucanme: Pexumbl paboTel 1umo3oB NAT, TOCpPETHUKH TPUKIATHOTO YPOBHS, THIIBI

IMOCPEIHUKOB IIPHUKIaAAHOI'O YPOBHS, HHCIICKTOPBI COCTOSAHUSA, APYTUE BO3MOKHOCTU MD.

1.9.1. Knaccnpuxanum ysazumocreil. Cucrembl o0Hapy:xenus srop:xennii IDS/IPS. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranmzanum: CamocTosTenbHas padora

Onucanme: IloasTus «YA3BUMOCTDBY, «I[e(beKT 6630HaCHOCTI/I», THIIBI KJIaCCHCI)I/IKaI_[Hﬁ

YSI3BUMOCTEH, pa3InyHble KJIacCU(PHUKALIUKI U PEeCTpPhl ys3BUMOCTEH, Kinaccudukaryst BpenoHocHoro [10.

1.9.2. Knaccndpuxamuu yszBumocrteii. Cucrembl 00Hapy:kenusi Brop:xennii IDS/IPS. (A3: 0, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranusanuu: CamocrostenbHas padora

Omnucanue: Knaccudukanus ysssumocteit mporpamMmmubix cuctem, NVD, CVE, CPE, OSVDB,
OroereHu no 6e3onacHocty Microsoft, 6royuterenu o 6e3zonacnoctu Adobe, peectps! ys3BuMocteir OC
debian, ubuntu, redhat linux, OWASP.

1.9.3. Knacenpuxanun ysassumocrteiil. Cucrembl o0Hapysxenus ropaxennii IDS/IPS. (A3: 0, CPC: 4)
Tun gexnmun: MHPOpManmoHHas JIEKIHst
®opma opranuzanuu: CamocrosrenbHas padbora

Onucanue: Pycckos3prunblii penosu-topuit si3pika OVAL, GaHK JaHHBIX Yrpo3 0€30MacHOCTH
unpopmain @CTIOK Poccun, cucreMsl oOHapy eHUsI BTOpXke-HUM (arak), 1eJb OOHapy>KeHHs aTak,

pu3HaKK aTak, kinaccuduxamus COA 1o IpUHIUITY peaTi3alliu.

1.9.4. Knaccudukanun yszpumocreii. Cucrembl ooHapy:xenust Brop:kenuii IDS/IPS. (A3: 0, CPC: 4)
Tun gexuun: MHPOpMAITMOHHAS JISKITHST
®opma opranuzanuu: CamocTosTenbHas padoTa

Onucanmne: Pacripenenénnsie COA  (distributed IDS), xommonentsr dIDS, cucremsl
npenotpainenust Bropxkenuit (IPS), cucremsr Security Information and Event Management (SIEM),

3agaun cucteM SIEM, Bo3moskHOocTH cucteM SIEM, HCTOYHMKY JaHHBIX 1 cucteM SIEM.
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1.10.1. DLP-cucrembr, DMZ, DPI, aynutr Ub, TectupoBanue Ha npoHukHoBenue, WAF. (A3: 0,
CPC: 4)

Tun nekuun: MadopMarmoHHas JEKIus

®opma opranmsanuu: CamocrosrenbHas padbora

Onucanue: HazHauenue DLP-cucrem, ctpykrypa DLP-cucrem, knaccudukanus DLP-cuctem mo

croco0y OOHapy>KeHHs YT€UKHM JaHHBIX, [IEpPEeUYeHb KOHTPOJIMPYEMBIX NEUCTBUM, JEMWIMTApU30BaHHAsS

30Ha (DMZ), koupurypamus ¢ oqauM MD kouduryparms ¢ asyms MO, texaomorus DPI (Deep Packet

Inspection), aymutr Wb, Buasl aynuta Wb, TectupoBaHune Ha MPOHUKHOBEHHE, OOBEKTHI TECTUPOBAHUS,

sranbl ayqura b, mepeduens I1O i oneHKM OCHOBHBIX (DYyHKIMI 0O€30MAaCHOC-TU CETH, TEXHOJIOTHUS

WAF (Web Application Firewall), ocHoBHbIE pexxumbl pa3BepreiBanus WAF, moxenu 6e3omnac-HOCTH

WAF, ocaoBHBIe Bo3MokHOCTH WAF.

3.3.IlpakTH4ecKkue 3aHATHS

Ne Paznen OobeM,
TeMa MPpaKTHYECKOT0 3aHATHS
n/n | JMCHHTIMHBI 4acoB
1.5.ITpoToxosl
ceTeBoi . .
1 2 Hactpoiika IpOoTOKOJIOB CETEBOM ayTCHTU(PHUKAIIHY.
ayTeHTH(UKAITH
u.
HToro: 2

3.4.Coaep:xkanne NpaKTHYECKUX 3aHATHI

1.5.1. Hacrpoiika npoToko.10B ceTeBoii ayrenTuuxanuu. (A3: 2, CPC: 0)

®opma opranmsaumu: [Ipakrnueckoe 3aHsaTre

3.5./I1abopaTtopHbie padoThI

Ne Pazpnen HaumenoBanue j1adopaTopHoOi
O0beM, yacoB
/0 | AMCHMIUIMHBI padoThI
1.5.Ilpotokon | MoaenupoBaHue JOKaIbHBIX
bl CETEBOI KOMIIBIOTEPHBIX CETE ¢
1 4
ayreHTudukal | ucronszoBanuem cpenst CISCO
Wu. Packet Tracer (uactsb 1).
1.5.ITpotokon | MoaenupoBaHue JOKATbHBIX
bl CETEBOM KOMIIBIOTEPHBIX CETEH ¢
2 0
ayteHTH(UKal | ncnonb3oBaHueM cpeast CISCO
Wu. Packet Tracer (qacTs 2).
1.6.0cHOBBI
kpunrrorpadu | Ynanenune nHGopManuu, 3aTUpaHue
3 u, CBOOO/IHOTO MECTa, OUNCTKA peecTpa, 0
nHdpacTpykTy | co3naHue 3ammuppoBaHHBIX
pa OTKPHITBIX | KOHTEHHEPOB.
KITFOUEH.
1.7.Bpenonoc | IlpumeHeHue pa3nuyHBIX THUIIOB
4 HOE AQHTUBHUPYCHBIX IPOrPaMM H YTHIIUT 0
MpoTpaMMHOE | [UIs 6OPBOBI C BPETOHOCHBIM
o0ecrieyeHne. | mporpaMMHBIM 00ECTIEICHUEM.
5 1.8.MexcereB | M3ydeHne NpUHIMIIOB YCTAHOBKHU 1 0
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BI€ OKpPaHBl. | HACTPOMKH MEXKCETEBBIX 3KPAHOB Ha
npumepe Comodo free firewall,
KOHTPOJIIb CETEBBIX MOKIIOYCHUH
(TCPview, netstat).
1.9.Knaccudu
Kaluu AHanu3 ysi3BUMOCTEH ONepannoHHbIX
YSI3BUMOCTEH. | cucteM ¢ nomolnsio Nessus,
Cucrembl JKCIUTyaTalust KpUTHYECKHUX
oOHapyXeHHs | ySI3BUMOCTEH ¢ TIOMOIIbIO Habopa
BTOp)KEHHI | 3KcioionToB metasploit framework.
IDS/IPS.
1.10.DLP-
CHCTEMB,
DMZ, DPI, Pabora ¢ mporpamMmoii nccienoBa-Hus
aynut Ub, 1 ayanuTa 0€301acHOCTH CeTH nmap,
TECTUPOBAHHE | aHAIM3aTOPOM CETEBOro Tpaduka
Ha Wireshark.
IIPOHUKHOBEH
ne, WAF.
Hroro: 4

3.6.Coaep:xanue 1a60paTOPHBIX padoT
1.5.1. MoaenupoBaHue JIOKAJIbHBIX KOMIBIOTEPHBIX ceTeil ¢ mcnoJb3oBanueM cpeabl CISCO
Packet Tracer (uacts 1). (A3: 4, CPC: 4)

®opma opranuszanuu: Jlaboparopuas padora

1.5.2. MogenupoBaHue JIOKAJbHBIX KOMIBIOTEPHBIX ceTeil ¢ mMcmouab3oBaHueM cpeasl CISCO
Packet Tracer (uacts 2). (A3: 0, CPC: 4)

®opma opranusanuu: CamocrosTensHas padoTta

1.6.1. Yaanenume I/IH(l)OpMaIll/ll/l, 3aTUpPaHue CBOOOJTHOrO MeCTa, O4YUCTKaAa peecTpa, Co3TaHUue

3amm@poBaHHbIX KOHTelHepoB. (A3: 0, CPC: 4)

®opma opranuzanuu: CamocrosrenbHas padbora

1.7.1. TlpuMeHeHHMe pa3IMYHBIX THIIOB AHTHBHPYCHBIX NPOIPaMM M YTHWIHT s O0pbObI ¢

BPEIOHOCHBIM NPOorpaMMHbIM obecniedenueM. (A3: 0, CPC: 4)

®opma opranusanuu: CamocrosiTensHas padoTta

1.8.1. U3yyeHne NpUHIMIIOB YCTAHOBKHU M HACTPOIIKH MeKceTeBbIX IKpaHoB Ha npuMepe Comodo

free firewall, konTpoab cereBbix noakaouenuii (TCPview, netstat). (A3: 0, CPC: 4)
®opma opranusanuu: CamocrosTenbHas padora

1.9.1. Ananu3 ys3BUMOCTeil ONEPAlIMOHHBIX CHCTeM C MNoMOmbI Nessus, JIKCILTyaTalust

KPUTHYECKHMX YSI3BUMOCTeil ¢ momMoibio Habopa sxcniionToB metasploit framework. (A3: 0, CPC: 4)
®opma opranmzanumn: CamocrosiTenbHas padora
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1.10.1. PaGoTa ¢ mporpamMMoii uccie0Ba-HUSI U AyAMTa 0€30MACHOCTH CeTH NMap, aHAJIU3ATOPOM
cereBoro Tpaguxa Wireshark. (A3: 0, CPC: 4)

®opma opranmsanuu: CamocrosrenbHas padbora

3.7.KypcoBbie paGoThbl M MPOEKTHI 1O TUCHUTLIMHE

3.8.IlpomexyTouHasi aTTecTAIUSI
1.

Ipuxpeniennsie ¢aiiabi: [Ipumeps! Bormpoco.docx

4. HEPEYEHb YYEBHO-METOAUYECKOI'O OBECIIEYEHUSA JJ1A
CAMOCTOSTEJIbHON PABOTHI OB YYAIOIINXCA IO JUCHUILINHE

1. OcHOBHAs U IOTIOIHUTENbHAS JIUTEPATypa 110 JUCLUILTIHE
2. Pecypcbl MHGOpPMaIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTh «IHTepHeT.
3. Pecypchl HayyHO-TexHHUEeCcKO# Onbmoreku MAU.

4. InpopmariioHHble CTEH bl KaeIphl.

5. ®OHJ OLEHOYHBIX CPEJCTB JJISI MPOBEJAEHUS MPOMEXYTOUYHOM
ATTECTALIMM OBYYAIOIUXCS MO JUCHUIIIUHE

Onucanue nokasarenel, KpUTEpUN OLIEHUBAHUSI KOMIETEHIMH M ONKCAaHUE KAl OLICHUBAHUSA
OCYIIECTBISIIOTCSI B COOTBETCTBUM C llojmoskeHreM 0O OalIbHO-PEUTUHTOBOM CHCTEME OIICHKU
pe3ynbratoB oOydeHus ctyneHtoB no nucruruimbe (IIpuka3 Ned2 ot 04.04.2014 «O6 yTBepkIeHUU
MOJIOKEHUS «PEUTHHT IO TUCIIUTIITUHE ).

Jlns olleHUBaHUSI UHTETPUPOBAHHBIX U MPAKTUKO-OPUEHTUPOBAHHBIX 33JaHUN OO0yUaIOLUXCS

UCIOJIb3YIOTCA ciienytomue Kputepun no 100-6annbHON mIKaie:

1. dopmynupoBaHue npeacTaBlieHHON HHDOpMaLMK B BUJE MPOOIEMBI;
2. Tlpemnoxenue criocoba penieHus mpoOIeMbl;

3. OO6ocHOBaHHE cTIOCO0a PEIIeHHSI TPOOIIEMBI;

4. ]JlemoHcTpalus croco0a pemeHus mpooIeMBbl.

OrnieHrBaHUE OCYIIECTBIISIETCS 10 CIICTYIOIEH IIKae:

100-6anpHas mkana PesynbraT ocBOCHUS
MmeHee 40 Kpurepuii He chopmupoBan
41-70 Kputepuii 4eTKo He BbIpaKeH
71-100 Kpurepuii BepaxeH 4eTko
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Jl1s1 olleHMBaHUS CUTYAITMOHHBIX 3aJJaHUI UCIIONB3YETCs CIIeIyIONas IIKaa;

100-6amtpHas mkana Pe3ynbrar ocBOeHuUs

00yJaromuics He MOXeET cHOpMyITUpPOBAThH
menee 30
npo0ieMy, MpeACTaBICHHYO B 3aJaHIH

oOyJaromuiicst GopMyJIUPYyeT MOCTABICHHYIO
3aj1a4y, y Hero c(hopMHpOBaHbI

31.50 W30JIMPOBAHHbIC 3HAHUS M YMEHHSI, OJJHAKO

) OTCYTCTBYIOT HHTCIPUPOBAHHBIC ITOHATHUA U
HaBbIKH, B PC3YJILTATC UCT'0 JOIMYIICHLI

OIINOKHU B PEHICHUHN U 3aJaHHUEC HE BBIIIOJIHCHO

3a/laHue BBINOJIHEHO, 00yJaroIuiics
INPUMEHSET 3HAHUS JJIs1 PELLICHUS
51-80 MOCTAaBJICHHOM MPOOJIEMBI, OJTHAKO HE
) c(hOpMHUPOBAHBI KOMIICTCHIIUH, BCIICJICTBUE
4ero 00y4aronuiicst UCTIBITHIBACT 3aTPYAHCHUS

B ICMOHCTpaluun croco0oB pelICHUA 3aJa4u

3a/IaHKE BBIIIOJIHEHO KaK B TEOPETUYECKOM,
81-100 TaK ¥ B MPAKTHYECKOM TIJIaHE, 00yJaroIInnCs
JIETKO IEMOHCTPUPYET CBOXO KOMIICTCHTHOCTD

110 JaHHOMY BOIIPOCY

@DOH/IBI OIICHOYHBIX CPEJICTB, MO3BOJISIFOIIUE OLICHUTH PE3YyJIbTaThl 00yUeHHUs, BKIIOYAIOT B CE0s:
= BOIIPOCHI K TPOMEKYTOUYHOU ATTECTALIUH.

[lepeueHp KOMIETEHLUH U 3TaNbl UX (OPMUPOBAHUS IIPUBEIEHBI B CIIEIyIOIIEeH TabuLe:

HIngp Komnerenuust Jranbl GopMUPOBAHMS KOMIIETEHIIUH
OIIK-5 CrnocobeH pemiath CTaHAAPTHBIE 3aa4yM Cemectp -
npoeCCHOHATBHON  JCATEIBHOCTH  Ha
OCHOBE UHPOPMALIMOHHON 1%
oubmorpaduaeckoit KYJBTYpHI c
NpUMEHEHHEM MH(OPMAIMOHHO-
KOMMYHHKAlIMOHHBIX ~ TEXHOJOTHH M ¢
y4eToM OCHOBHBIX TpeboBaHuit
nHPOPMAMOHHON 6€30aCHOCTH
IIKP-7 CriocoGen  obecreunts HE(OPMALHOHHYIo | Y METh OTPE/ICIATE YPOBHH Ge30MacHOCTH
6e30M1aCHOCTb Ha YPOBHE 6a3 JAHHbBIX 3HaTh  KPUTEPUH W  YPOBHH  OOeCHeueHHs
nHPOPMAIMOHHON 6€30acHOCTH
Ymers MPUMEHSTH OCHOBHbBIE aJITOPUTMBI
nmdposanus Cemectp - 7

Bonpocsl kK IpoMe:KyTOUHOI aTTecTAlMU

«3ammra nHhopMaImmn»

1. Ix3amen (7 cemecTp)
Ipuxpeniennnie gpaiiasi: [Ipumeps Borrpocos.docx
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6. NMEPEYEHHb OCHOBHOMH 1 IONIOJIHUTEJIbHOW YYEBHOM JIUTEPATYPBI,
HEOBXOIMMOM 1J151 OCBOEHU A TUCIUILINHBI

a)OCHOBHAs JIUTepaTypa:

1. Illanerun B. @., UndopmaimonHas 6€30MacHOCTh KOMITHIOTEPHBIX CHCTEM U CETel [DIEKTPOHHBIN
pecypc] : Yuebnoe nocodue / B.®. llanerun. M.: U] ®OPYM: UHDPA-M, 2012. - 416 c. Pexum
noctyna: http://znanium.com/bookread.php?book= 423927

2. banmel, I1. H. MapopmanmonHas 0€30MacHOCTh W 3aIiuTa WHPOpPMAIUK [INEKTPOHHBIA pecypc] :
Vuebnuk / I1. H. banuter, A. B. ba6am, E. K. bapanora. - M.: PUOP, 2013. - 222 c. Pexxum nocrymna:
http://znanium.com/bookread.php?book= 405000

3. HNudopmarmonnas 6e30macHOCTh U 3amura uHpopmanuu : yuyeOHoe nmocodue / A. C. Munzos, C. B.
boGbunena, I1. A. Ocunos, A. A. Ilono. — [lyOHa : ['ocynapctBenHsblii yHuBepcuteT «Jlyona», 2020. —
85 c. — ISBN 978-5-89847-608-3. — Tekcr : »neKTpoHHBIN // JIaHb : 3IEKTPOHHO-OMOIMOTEYHAS
cucrema. — URL: https://e.lanbook.com/book/154490 (mata oOpamenus: 07.12.2021). — Pexum

JOCTYyTA: 1715l aBTOPU3. ITOJIb30BATEINEH.
0)10TIOTHUTEbHAS JINTEPATYPA:

1. )KyxoBa M.H., YnpaBnenue uadopManmonHoi Oe3omacHocThi0. Y. 2. YmpariieHHe WHIUICHTAMHU
WHPOPMAIIMOHHON Oe30macHoCTH [DNeKTpoHHBIH pecypc] : YdeOHoe mocobme / M.H. XKykosa, B.I.
XKykos, B. B. 3onorapes. - Kpacnosipck : Cub. roc. aspokocmud. yH-T, 2012. - 100 c. Pexxum mocryma:
http://znanium.com/bookread.php?book=463061

2. Kyzuenos, W. H. busnec-6e3omnacHocts [DnekTpoHHbIH pecype] : [Ipaktudeckoe pykoBoactso / M. H.
KysnemoB. - 3-e wm3n. - M. JlamkoB u K, 2013. - 416 c¢. Pexum pgocryma:
http://znanium.com/bookread.php?book= 430343

3. JleontweB, A. C. 3ammuta undopmarmu : yaebHoe nocooue / A. C. JleonteeB. — Mocksa : PTY
MUPOA, 2021. — 79 c. — Texkcr : anekTpoHHbIH // JIanb : anekTpoHHO-01OnmoTeuHas cucrema. — URL:
https://e.lanbook.com/book/182491 (mata obpamenus: 07.12.2021). — Pexxum goctynma: i aBTOPH3.

OJIb30BaTENEH.

7. MEPEYEHH PECYPCOB HH®OPMAIIMOHHO-TEJEKOMMYHUKAIIMOHHON
CETU <MHTEPHET», HEOBXOJIMUMBbIX /IUIs1 OCBOEHUSA JUCHUIIJIMHBI
Jns  obGecneueHust 00Opa3oBaTeIbHOrO  Mpolecca MO  JUCHMILIMHE — 0OydYarouiuMcs
IIPEIOCTABIIAETCA BO3MOXKHOCTh KPYINIOCYTOYHOI'O AUCTAHIMOHHOIO HHAUBHUAYAJIBHOIO IOCTyIa K

ANEKTPOHHBIM OMOJIIMOTEUHBIM CHCTEMaM M3 JII00OM TOYKM, B KOTOPOW HMEeTCs JIOCTYI K CeTH

«HTepHETY.
HaumenoBanue pecypca ‘ HHuTepHeT-CChIIIKA HA pecypce
"ZNANIUM.COM"
DneKTpoHHAas OoubamoreyHast cucrema ‘ http://znanium.com
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http://znanium.com/

"ZNANIUM.COM".

000 "U3pareancrso Jlaup"

DnektpoHHas oubaunoreunas cucrema OO0 e.lanbook.com

"UsnparenpcTBo Jlanp".

00O "DiexkTpoHHoe H31aTeabeTBo FOPAWT"

DnektponHas 6ubanoreunas cucrema FOPAWT. DBC | http:/biblio-online.ru,
"JlerengapHbie KHUTH" https://biblio-
online.ru/catalog/legendary

JuekTpoHHas Oubamoreka MAU

Dnexrponnas oudmuoreka MAU (cobctBennocts MAU). |  http://elibrary.mai.ru/MegaPro2/

Web
JuiekTpoHHas1 OuOmoTeka Koncopumyma aspokocmudecknx By3oB Poccun
DJIeKTpOHHAs OoubmoTeka Koncopuuyma | http://elsau.ru
a’POKOCMHUYECKHUX BY30B Poccuu.
bubéinorexka POOU

bubnorexa PODU ‘ http://www.rfor.ru/rffi/ru/library

EanHoe okHO 70cTyNa K 00pa3oBaTe/IbHBIM pecypcam
EnuHoe okHO 0cTyIa K 00pa3oBaTeibHbIM pecypcam ‘ http://window.edu.ru/

Polpred.com
Polpred.com. O630p CMU ‘ http://polpred.com
00O "PYHDB"

DnekTponHas oubnnoreunas cucrtema eLIBRARY. ‘ http://elibrary.ru

00O "HaunonauabHblil nugposoii pecypc "Pykont"
OOO "HanunonanbHblit nppoBoii pecypc "PykoHt". ‘ http://text.rucont.ru

000 "UBHUC"
000 "MBHUC". | http://ivis.ru
00O "HuTerparop aBTOpPCKOro npasa'
OO0OO "Unterparop aBropckoro mpasa" 1Qlib. ‘ http://www.iglib.ru/
®I'BY "PI'B"
OnektponHas Onbnnoreka auccepranuii PI'b. http://dvs.rsl.ru
HarmonanwsHas anexktponnas 6ubmaunorexa (HOB). http://H36.pd
HIT HOUKOH

Hexommepueckoe MapTHEPCTBO "HaumonaneHbiit | http://archive.neicon.ru
OnextpoHHo-UHpopmanmonnslii Koncoprimym".
Hay4HbIe MOTHOTEKCTOBBIE PECYPCHI HU3/IATEITLCTBA http://link.springer.com/
Springer (apxuB).

HaydHble TIOJHOTEKCTOBBIC JKypHaidbl —u3matenbcTBa | http://www.tandfonline.com/

Taylor&Francis Group (apxuB).

baza nanneix GreenFile kommanuu EBSCO. http://www.greeninfoonline.com.
BHemneaxoHoMHu4Yeckoe o0beuHeHHe " AKaJeMUHTOPr"

American Physical Society http://publish.aps.org/

American Mathematical Society http://www.ams.org/mathscinet/ind
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‘ ex.html
®OI'BY "T'IIHTDB Poccun"

baza nmanneix Web of Science (nmpaBooGmamarens - | Www.webofscience.com
Thomson Reuters, ¢ 03.10.2016 r. - Clarivate Analytics).
ba3za nannbix Scopus uznarenscrsa Elsevier. http://scopus.com
Springer Customer Service Center GmbH B nayunsix u | http://link.springer.com/
00pa30BaTENbHBIX IIEIISX. http://www.nature.com/
Springer
Nature
baza nannbix komnanuu EBSCO Publishing: http://search.ebscohost.com

bl CASC. BJ] MathSciNet via EBSCOhost.
HaydHble  MOJHOTEKCTOBBIC  JKypHalIbl W KHWTH | hitp://www.sciencedirect.com
u3narenbcTBa Elsevier. http://www.elsevierscience.ru/pro
ducts/science-direct

POOPU
HaquHe MOJIHOTCKCTOBLIC  AHIJIOA3BIYHBIC JKYpPHAJIbI
American Chemical Society.

8.METOJINYECKHUE YKA3AHMSA 151 OBYYAIOLUXCSI IO OCBOEHMIO
JUCHUTINHBI

D} PexTUBHBIM CIOCOOOM pa3BUTHS TBOPYECKUX CIIOCOOHOCTEH CTYJIEHTOB MpPU H3YUYCHHH
JTUCIUIUIMHBIL SIBIISIETCS CaMOCTOsITENIbHAsT paboTa, KOTopas HalelieHa Ha MpopaboTKy CTyJCHTaMU
Marepuaia MpoueInX KOHTAKTHBIX 3aHATUN U TOATOTOBKY K MPEACTOSIINUM 3aHATHSM.

CamocrosiTenbHasi paboTa CTYJIEHTOB TPOBOAUTCS WMU B COOTBETCTBUU C COOCTBEHHBIMU
BO3MOXKHOCTSIMU.  MOXHO, OJHAKO, pPEKOMEHJOBAaTh TIPYNIOBOE H3YyYEHHE  MaTepuasos,
o0ecneunBaroIlee COBMECTHYIO DPA0OTy HECKOIbKUX CTYJEHTOB, YTO TIOJOXHUTEIbHO BIMSIET Ha
KayecTBO MPOpPabOTKU MPOrpaMMBbI Kypca.

B TO e Bpems BbICOKas CTENMEHb YCBOCHHS H3y4aeMOW JHCUUIUIMHBI JOCTHTAETCA IIPH
MOCTOSIHHOM PaboTe CTYIACHTOB HaJl TEKYIUM MaTepuaioMm. B 3Toil cBs3M kenarenbHa mpopaboTKa
JIEKIIMOHHOTO MaTrepuaja B JEHb €ro MPOYTEHHs, YTO TO3BOJISIET, BO-TIEPBBIX, OINEpPAaTUBHO (Ha
CleyrolIel JIeKIIMM) CHUMAaTh BO3HUKAIOIIME BOIMPOCHI U, BO-BTOPBIX, CO3/laBaTh Oarak 3HaAHUH IO
JUCIUIUIMHE 330JT0 /10 MPOMEKYTOYHON aTTeCTallUH.

[Ipy moAroToBKE K MPAKTUYECKUM 3aHATHIM Takke HeoOXoauma MpopaboTka JIEKIIHOHHOTO
MaTtepuaga. ITO MO3BOJUT OCO3HAHO paboTaTh C Ipe/laraéMblM MaTe€pHaoM IpernojaBaTesieM Ha
MPAKTUYECKOM 3aHSTHUH, 4, CIEAOBAaTEIbHO, 3aKJIaAbIBaTh 0a3y METOJUK U MPHEMOB MPHU pPEUICHUH
MPaKTUYECKHX 3a]1a4.

[Ipu u3ydeHnn marepuaia HeoOXOIUMO JAeNaTh aKIEHT HE Ha 3a3yOpHBaHUM MaTepuana, a Ha
MMOHUMaHUEe ero (U3UYECKON CYTH, YTO PA3BHBACT MBINIJIEHHWE W TO3BOJISIET TOHSITH METOOJOTHIO
M3y4yaeMOU AUCIUTUINHBIL.

9. MEPEYEHb NH®OPMAIIMOHHBIX TEXHOJIOI' U, UCIIOJIb3YEMBIX ITPHA
OCYHIECTBJIEHUU OBPA30OBATEJIBHOI'O IMTPOLECCA 1O JUCHUIIJIMHE
JlucuMmimHa  OpMEHTMPOBaHAa HAa IPUMEHEHME KOMIBIOTEPHOM TEXHUKH, PECYPCOB

MH(OPMALIMOHHO-TEIIEKOMMYHHUKAIMOHHON ceTH «HTepHeT», snekTpoHHoi 6mbnuoreku MAU st
noucka, coopa, XxpaHeHHs, 00pabOTKHU U Mpe/ICTaBIeHU UH(OPMAIIHH.
[IporpamMmmHoe obecnieuenue, UHTepHET-pecypcehl, JEKTPOHHbIE OMOINOTEYHBIE CUCTEMBI:

ITporpammHuoe oOecrieueHue:
— OC Microsoft Windows 7 Prof.;
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— Microsoft Word,;

— OC Kali Linux;

— TrueCrypt;

— Piriform Recuva;

— Kaspersky Virus Removal Tool, DrWeb Curelt;
— Comodo free firewall;

HNuTepHeT-pecypcesl:

— http://securitylab.ru

— http://data-sec.ru

— http://fstec.ru/

— http://www.anti-malware.ru/
— http://msdn.microsoft.com

10. OMUCAHUE MATEPUAJILHO-TEXHUYECKOW BA3BI 10 OCBOEHUIO
JUCHUTIIMHBI

1. JIekumoHHBIE 3aHATHS
1.1. KoMmIeKT 3JeKTPOHHBIX MPE3eHTALN/CIIaii/IoB.
1.2. Aynuropusi, ocHallleHHAs IPE3EHTAlMOHHON TEXHUKOH (IIPOEKTOP, IKPaH, KOMIIBIOTED)

2. JJaboparopnbie pabOThI

2.1. Ayautopusi, OCHaIlIEHHAs MPE3EHTAIMOHHONW TEXHUKOH (TIPOEKTOP, IKPaH, KOMIIBIOTED).
2.2. IlepcoHanbHBIE KOMITBIOTEPHI — 27 pabOYMUX MECT.

2.3. JlokanbHasi BBIYUCIUTEIbHAS CETh C JOCTYNOM B IHTEpHET.

3. [IpakTrueckue 3aHATHS

3.1. KoMnbroTepHsIi Kitacc.

3.2. [Ipe3eHTaninoHHas TeXHUKaA (IIPOEKTOP, IKPaH, KOMIBIOTED).

3.3. Makertst 10 obwero Ha3zHauenus (TekcToBblit penaktop — Microsoft Word),

3.4. CneumanuzupoBanHoe [1O: IIO ans mmdpoBanus Ha nety TrueCrypt, aHTHUBUpPYCHBIE
yrunutel Kaspersky Virus Removal Tool, DrWeb Curelt, mexcereBoii sxkpan Comodo free
firewall, onepannonnas cucrema Juist mpoBeaeHus ayauta 6e3onacHoctu Kali Linux.
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Ipnnoxenne 1
Kk pa0oueii nporpaMme JHCIUIINHBI

«3amnmra I/IHd)ODMaHI/II/I»

AHHOTaNUsA padoyeil MPporpaMmmbl

JucnumimHa 3ammTra mHOOpPMAMU SABIISICTCSA 4acThbio biaoka 1 JIMCIUIIMHBL — AMCIUTLIAH
MOATOTOBKH CTYJAeHTOB 1o HampaBieHuio moarotoBku 09.03.01 MudbopMaTka ¥ BBEIYHCIUTENILHAS
TexHuka. Jlucnumimuua peanusyercs Ha CrynuHO dakynbrere  «MOCKOBCKMI —aBHAIMOHHOTO
MHCTUTYTA (HallMOHAIBLHOTO HMCCIIEJIOBATENILCKOTO YHUBEpCUTETa)» Kadeapoii (kapenpamu) MCuldT.

JuciununHa HareneHa Ha popmupoBanue cieayomux komrnerennuii: OIK-5 ,TTKP-7.

ConepkaHue JUCHUILIMHBI OXBAaTBHIBAET KPYT BOIPOCOB, CBS3AHHBIX C: -OCBOCHUEM MOHITHI
nHGbOpPMAIMOHHAs 0€30HacHOCTh, KOH(DHACHIIMAILHOCTD, 1IEIOCTHOCTh, JAOCTYIHOCTh HMH(MOPMAIIUN
yIpo3a, aBTOMATU3UPOBAHHAS  CHCTEMa, HECAHKIIMOHMPOBAHHBLIM  JIOCTYH,  aJMUHHUCTPATOP
0C30IMaCHOCTH, IOJIMTUKA 0€30IACHOCTH, PEKHMM pa3rpaHMYECHHUS JOCTYIA, MEKCETEBBIC JKPaHBI
CHCTEMBI OOHApYKEHUS BTOPKEHHUH, KIacCHU(MMKAIIMKA YSI3BHMOCTEH MporpaMMHOro oOecredeHus,
ayTeHTUGUKAIUS, WICHTH(HUKAINS, aBTOPU3ALIHL;

- HN3YYCHHUCM OCHOBHBIX IIPHUHIMUIIOB O6€CH€‘I€HI/I$I HHd)ODMaHHOHHOﬁ 6630HaCHOCTI/I, THUIIOB
MEKCETEBBIX DKPAHOB, KiIacCH(PHUKAIMK yrpo3 uHGOpPMAIMK, TPYINbl EPCOHATBLHBIX JaHHBIX,
KaTErOpUM BPEIOHOCHOTO IIPOrpaMMHOro oOecIieueHus, Ha3HaueHHe M OCHOBHBIE (QyHKImH DLP-
CHCTEM;

- NPUMCHCHHUEM CKAaHCPOB V?ISBI/IMOCTGI\/JI JJIA O6HaDV)KeHI/I$I TCKYIIUX VfISBI/IMOCTeﬁ B
nHQOPMAIMOHHBIX CUCTEMAX, MOJYYECHHE HABBIKOB MOJIEIUPOBAHUS JIOKAIBHBIX KOMIBIOTEDHBIX
cerelt ¢ ucnoap3zoBanuem cpeasl CISCO Packet Tracer;

- TOJYYCHHCM HABbIKOB Da6OTLI C nmap — HWHCTPYMCHTOM HMCCICAOBAHUA W ayJauTa
0€30IaCHOCTHU CCTH, ABJIAOIMMMCA TAKXKC CKAHCPOM IIOPTOB.

- OCBOCHHCM pPA3JHYHBIX THIIOB AHTHMBHUPYCHBIX TIIpOrpaMM MW VTHUIWUT AJIA 6ODB6BI C
BpPCAOHOCHBIM IIPOTPaMMHBIM O6€CH€‘I€HI/IGM;

- W3YYEHHEM IIPUHIUIIOB YCTAHOBKM W HACTPOHKH COBPEMEHHBIX MEKCETEBBIX JKPAaHOB Ha
apumMmepe Comodo free firewall.

- OOJIYYEHHWEM 3HAHWU 0 MeXAyHapouHblx cranmmaprax, 1 OCTax m demepaipHBIX 3aKOHAX
Poccuiickoii @eneparmy B 001acTy 3a1MTHI HHOOPMAIIUH.

[IpenogaBanue AUCHUIUIMHBI MPEAYyCMAaTPUBACT ClEAyronire (GopMbl OpraHU3aIMu y4eOHOTO
npouecca: CamocrosTenbHas pabota, Jleknus, [Ipaktuueckoe 3ansatue, Jlaboparopnas padoTa.

[IporpaMMo#l TUCHUIUIMHBI TPEAYCMOTPEHBI CIEIYIONIME BUIBI KOHTPOJS: MPOMEXKYTOUYHAs
aTTectarus B popme Dk3ameH (7 ceMecTp).

OO0miasi TpyIOEMKOCTh OCBOCHHUS AMCIMILIMHBI COCTaBIsieT 5 3aueTHhIX enuHuIn, 180 uacos.
[MporpamMmoil JUCHMIUIMHBI MPEAYCMOTPEHBbI JIeKIMOHHbIE (6 uacoB), mpaktudeckue (2 dwacos),
nabopatopHbie (4 yacoB) 3aHsaTUs 1 (132 4acoB) CaMOCTOATEIILHOM PA0OTHI CTY/ICHTA.
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Hpuioxenne 2
K paboueil nporpaMMe AUCUHIINHBI

«3armura nadOopMAaLTHN»

IIpukpeniennslie ¢aiibl

IIpumepsn! Bonipocos.docx

[Ipumepsl BOIIPOCOB, 33/1aBa€MbIX B paMKax KOHTPOJIS:

ocouakrwnE

Xapakrepuctuka crangapta [OCT P UCO/M3BK 15408.

Cratuyeckue U TUHAMHYECKHE METOJIbl OMOMETPUUYECKON UICHTU(PHUKAIIH.

[Tporokon ayrentudukanuu Kerberos, mpuHmmm paboTsl, OCHOBHBIC TTOHSITHS.
OaHOCTOPOHHS XAMI-(QDYHKIIHS. TalKECT COOOIIeHMS, MpUuMeHeHue copmecTHO ¢ DIIIT.
Bpenonocnoe [10 — kareropun yrpos.

Pacnpenenennsie COA (distributed IDS), npunuumn paGoThl, OCHOBHBIE TTOJICUCTEMBI.
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