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PABOYAS ITPOI'PAMMA JTUCHUIIJINHBI

Pasnennl paGoueii nporpamMMbl

NS

10.

Ilenu ocBoeHus AucHUIUIMHBL. [lepeueHb MIaHupyeMbIX Pe3yIbTaToOB 00yUEHUs.

MecTo TUCHMILIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM TPOrpaMMBI.

CrpykTypa u conepKaHue JUCLIUILINHEL.

IlepeueHb yueOHO-METOMUECKOTO 00ECTIEUEH NS Il CaMOCTOSATENbHOM paboThl
oOyyaromuxcs M0 AUCLHUIUIUHE.

@DOH/ OIICHOYHBIX CPEJICTB IS IPOBEACHUS IPOMEKYTOUHON aTTECTAlMK O0YYarOIUXCS MO
JUCLIUILINHE.

[Tepeuenb OCHOBHOM M JONOTHUTEIBHON y4eOHOI TUTEpaTyphl, HEOOXOIUMOM JIJIsl OCBOCHUS
JUCLUIUINHBIL.

[Tepeuens pecypcoB HHPOPMALMOHHO-TEIEKOMMYHUKAMOHHON ceTn «IHTepHeT»,
HEOOXOIUMBIX JUIsl OCBOSHMSI JUCLIUILINHBL.

Mertonnyeckue ykazaHus sl 00y4JaroUIuXxcs 10 OCBOCHMIO IUCLUIIIMHBI.

[TepeueHb MHPOPMALMOHHBIX TEXHOJIOTUH, UCIIOIB3YEMbIX MPU OCYLIECTBICHUN
00pa30BaTENILHOrO MpoLEcca M0 AUCLHUILIUHE.

Onucanue MarepranbHO-TEXHUYECKOH 0a3bl, HEOOXOIMMOMN AJIs OCYIECTBICHUS
00pa30BaTENILHOTO MpoLEcca M0 AUCLHUILINHE.

IIpuioxenns k paéoyeii nporpaMmme IMCHUIIIHHBI
[Ipunoxenue 1. AHHOTaNMs pabodel MporpaMMbl
[Tpunoxenune 2. [lpukpernnennsie (aniipt

[Iporpamma cocrasneHa B coorBeTcTBUM ¢ TpeboBaHussMu CYOC MAU, pa3paboTaHHOTO Ha OCHOBE
moaudummpoBanasix GI'OC BO (3++) mo nanpasnenuto 09.03.01 MudopmaTuka 1 BEIUUCIUTENbHAS
TEXHUKA

ABTOpPBI IPOTPaMMBI:

VxanoBa A.M.

3aBenyromuii odecrneunBaroieit kaheapoit

MCullT

[IporpamMma onobpeHa:

3aBeayroniuil BeIycKaromen kadeapon JlupexTop BBITYCKAIOIIETO (uIHaia
MCuldT
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1. HEJHA OCBOEHUSA JUCHUIIJIUHBI. IEPEYEHD IIVIAHUPYEMbIX
KOMIIETEHIIVUM 1 PE3YJIbTATOB OBYUEHMWSI.
Lenbro ocBOEHUS AUCUUILIMHBI 3a1IuTa HHPOPMAIIUH SIBISIETCS JOCTUKEHHUE CIIETyIOIINX
pe3yabTaToB ocBoenusi(PO):

N HIndp Pe3yabTaTt 00yyenust

[lepeuncnennsie PO sBisitoTcs 3TanioM GOpMUPOBAHMS CIEAYIOUIMX KOMIIETCHIIMH:

N Mndp Komnerennus

NuaukaTtopel AOCTHXKEHHUS KOMIETEHIMH, CIyKallue i MNPOBEpPKH CHOPMHUPOBAHHOCTH YaCTH
COOTBETCTBYIOIIEH KOMIIETCHIIUU:

N HIndp NuaukaTop KoMneTeHUui

2. MECTO JUCIHUILIMHBI B CTPYKTYPE OBPA3OBATEJBHOM ITPOT PAMMBI.

Jucuunnuua 3amura vHQOPMAIMKM  SBISETCS MPEALISCTBYIOMIEH H MOCIHEAYIOWEeH s
CJIEIYIOIIUX AUCIUIUINH:

N HpeIlIIIeCTBle]]Il/Ie JUCHUIIIUHBI l'[oc.nez[yloume JUCHUIIINHBI

3. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI
OO1m1as TpyJ0€MKOCTh JUCHUILTHHBI COCTABISAET 4 3aueTHbIX(bIe) equHuI(bl), 144 yaca(oB).

MoayJb Paznen Jexkunu | Hpakruu. | Jlabopatr. | CPC | Bcero Bceero ¢
3aHATHA padoThI YacoB | 3K3aMeHAMU
u
KYPCOBBIMH
MeTtonp! n OCHOBHBIE OHIATHS U 2 0 0 4 6 144

CpEACTBA 3allIUThI OIIPEZICIICHUA KypCa.

KOMITBIOTEPHOI Knaccudukarms yrpos
unHpopmarmu (8 nH()OPMAIMOHHOM
ceMecTp). 0€30MMacHOCTH.
OenepanbHbIe 3aKOHBI PO B 2 0 0 4 6

00J1aCTH 3aIUTHI
nHpopMaImu, CTaHAAPTHI
Ub.

PykoBosiiiie JOKyMeHTbI 2 0 0 0 2
OCTOK Poccun.

Ayrentuduxanms, 2 0 0 0 2
UIeHTUQHKAIIHS,

aBTOpH3AIINSL.

Iporokons! ceTeBoit 4 0 8 8 20

ayTCHTU(HKAIIHH.
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OcHOBBI KpunTorpaduu,

UH(PACTPYKTYpa OTKPBITHIX
KITFOUCH.

BpenonocHoe
IIPOrpaMMHOE

obecreueHue.

MesxceTeBble S3KpaHsbl.

Knaccuguxkarpm
ys3BuMOcCTei. CHCTeMbI

0oOHapy>KeHUsI BTOP)KEHUI
IDS/IPS.

DLP-cucremsr, DMZ, DPI,
ayaut b, rectupoBanue Ha

npoHukHoBenue, WAF.

Bcero

32 0 32 44 108 144

3.1.Jlexkuuu

Pasznen
JUCIHHUILIMHDBI

Oonbem,
4acoB

Tema Jexkuuun

1.1.0cHOBHBIC
MOHATHS U
ompeJieNIeHusI Kypca.
Knaccudukarus
yrpos
HHPOPMAMOHHOM
0e30I1aCHOCTH.

OCHOBHEIE ITOHATHS U ONpeAeNeHus Kypca. Kiaccudukarms yrpo3
HHPOPMAIMOHHOW 0€30MaCHOCTH.

1.2.®enepanbHbie
3akoHbI PP B 06nactu
3aAI[UTHI
nHpopmanuy,
cragaaptsl Ub.

DenepanbHblie 3ak0HBI PO B o6nacTu 3anutel nHGopManuu, cranaaptsl Ub.

1.3.PykoBosmue
noxymeHTsl PCTOK
Poccun.

Pyxosomse nokymentsl @CTOK Poccun.

1.4.Aytentuduxanus,
uaeHTHPUKAIHS,
ABTOPH3AIIHSL.

Ayrentudukaiys, uaeHTH(UKALMS, aBTOPU3ALHSL.

1.5.TTpoTokombI
CeTeBOu
ayTeHTH(OUKAIUH.

[TpoToKOoIBI CETEBOM ay TEHTU(HUKALIIH.

1.6.0cHOBBI
Kpurrorpaduu,
uHppacTpykTypa
OTKPBITHIX KIIOUEH.

OcHoBbl kpuntorpaduu, HHGPaCTPyKTypa OTKPHITHIX KITFOUEH.

1.7.BpenoHocHOe
IIPOrpaMMHOE
obecrnieucHme.

BpenorocHoe nporpaMMHOE oOecrieueHue.

1.8.MexceTeBnie
JKpaHbl.

Me:xceTeBble 3KpaHbl.

1.9.Knaccudukarum
YS3BUMOCTEH.
CucreMbt
00HApYKEHUS

Knaccugukanun ys3sumocteir. Cuctemsr o0HapysxeHust Bropxenuii IDS/IPS.
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BropkeHuit IDS/IPS.

1.10.DLP-cucremsl,

DMZ, DPL, aynur DLP-cucremsr, DMZ, DPI, ayautr Wb, TecTupoBaHue Ha MPOHUKHOBEHUE,

10 | Wb, tectupoBaHue Ha 4 WAE.
MIPOHUKHOBEHHE,
WAF.
Hroro: 32

3.2.Conep:kaHue JeKIHi.

1.1.1. OcHoBHble TOHSTHS W omnpeaeneHusi kypca. Kinaccupukamusi yrpo3 wHGpopManuoHHOH
oe3onmacHoctH. (A3: 2, CPC: 4)

Tun nekuun: MadopMarmoHHas JEKIus
®opma opranm3aumu: JIekus

Omnucanue: Omnpenenenns «HPOpManmonHas 0€30-MTACHOCTE», «KOH(DUIACHIIMATBHOCTDY,
«UEIIOCTHOCTBY», «JIOCTYITHOCTh HH(OpMA-IIH», «YIpO3a», «aBTOMATH3MPOBAHHAS CHCTEMa», BHIIBI
3alUThl MHQOpMALUK, IIeMM 3aIlUThl WH(OpMaIwu, MOHATHA «yrpo3a WbB», «Mmomens yrposy,

KJaccudukanys yrpo3 HH(GpopMalmoHHOH 6€30MacHOCTH.

1.2.1. ®enepanbuble 3akoHbl PO B 00s1acTu 3amutsl nHgopmanuu, cranaaptsl Ub. (A3: 2, CPC: 4)
Tun nekuun: MudopmarmonHas Jexius
®opma opranmzanun: JIekys

Onucanme: Kparkuii 0630p D3-149 «O6 wunHpopma-uuy, uHPOpPMATH3AIMU U 3alIUTE
uHdopmarm», O3-152 «O nepcoHabHBIX AaHHBIX», P3-98 «O kommepueckoil Taitney», ®3-63 «OO6
ANIEKTPOHHOW TOAINMCH», MOHATHE «CTaHAapT», cTanaapT MunuctepctBa oboponbsl CIIIA «Kpute-pun
OILIEHKH JOBEPEHHBIX KOMMbIOTEpHBIX cuctem», [OCT P MCO/MBK 15408 «Kpurepuu OIeHKH
0e3011acHOCTH UH(OpP-MAIMOHHBIX ~ TEXHOJIOTHID, 0030p «Meto-nonorun yIpaBIICHUS
uH(popMamoHHeIMU TexHoorusMm» — COBIT 5, MexayHa-poiHble CTaHAApThl MEHEKMEHTa UH(OP-
MaronHou 6e3onacHoctu cepuu [SO 27000, crangaptst opranuzamuu NIST B obnactu Wb, nenu, 3agaun

u ctpykrypa crannapra banka Poccuun CTO BP UBBC, Crannapt PCI DSS.

1.3.1. PykoBoasimue 1okymeHThl @CTIK Poceun. (A3: 2, CPC: 0)
Tun gexuun: MHPOpMAITMOHHAS JISKITHST
®opma opranmsaumm: Jlekuus

Omucanue: Haznauenne OCTOK Poccun, ¢pynkumun OCTOK Poccum, 0630p PykxoBoasmmx
nokyMeHToB «Kiaccudukanus o ypoBHIO KOHTPOJISL OTCYTCTBHSL HEJIEKJIAPUPOBAH-HBIX BO3MOXKHOCTENY,
«Kraccuguxanust aBTOMaTU3MPOBAaHHBIX CHCTEM M TpeOOBaHMS O 3aluTe HHPOpMaum», «MexceTeBble
sKkpaHbl. [lokasarenu 3alMIIEHHOCTH OT HECAHKIIMOHMPOBAHHO-TO JocTyna K uH(opmarmm», «CBT.
[lokazarenmu 3ammmenHoctd ot HCJl x wundopmanum», knaccudukanuss cUCTeM OOHapYXEeHUs

BTOpKEHHH, 0030p TpeboBaHWI MoCTaHOBIEHUs MpaBuTenbeT-Ba PO Ne 1119 ot 01.11.2012 roma «O06
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YTBEpKICHUN TPEOOBAaHMI K 3allIUTE MEPCOHATIBHBIX JAHHBIX NpU UX 00paboTke B WHGOPMAIIMOHHBIX

CHUCTEMAaxX IICPCOHAIIBHBIX JAaHHBIX)).

1.4.1. Ayrentnpuxanusi, naeHTupuxanus, apropusanus. (A3: 2, CPC: 0)
Tun gexkuun: MHGOpMATMOHHAS JISKITHST
®opma opranm3anmu: JIekius

Onucanue: [Tonstus «ayreHTUDUKAIND), «HISHTH(PHU-KALU», «aBTOpU3ALNsD», KiIaccudukanms
CpeACTB HIeHTU(UKAIINY U ayTEHTU(PH-KALUK C TOYKH 3PEHHS MPUMEHIEMbIX TEXHOJIOTHH, 3JICKTPOHHBIE
kimroun Touch Memory, texnonorust RFID, knaccuduka-ius RFID-metok, KapThl ¢ MArHUTHOM TTOJIOCOMH,
IITPUX-KOJBI, OMOMETpPHSI, CTATUYCCKUE M JUHAMHYECKHE METO/Ibl OMOMETPHUYECKON ayTeHTH(UKAIUH,
napojibHasi ayTeHTU(UKAIHS, OJHOPA30-Bble MApOJIM, BAPUAHTHI PEAIN3alli CHUC-TEM ayTEHTU(HUKAIUN
[0 OJIHOPA30BBIM MAapOJIsIM, JBYyX(haKTOpHas ayTeHTU(HKA-IHs, CMapT-KapThl, KiIacCUpHKALUs CMapT-
KapT 0 Croco0y 0OMEHa CO CUMTHIBAIO-IIIM YCTPOUCTBOM, O0JIACTH MIPUMEHEHUSI CMApT-KapT, PYTOKEH,
eToken.

1.5.1. IIporoxoJnbl ceTeBoii ayrentudukanuu. (A3: 4, CPC: 0)
Tun nekuun: MabopMarmoHHas JIEKIus
®opma opranm3aumu: JIekus

Onucanue: [Iporokon ayrentudukanmm Kerberos, monstust ticket, Key Distribution Center,
IIPOTOKOJIBI ayTEHTU(UKALMU Il YIAIEHHOTO J10CTyMa, NpoTokod ayreHTuukannu RADIUS, nonstus
kieHT RADIUS, cepsep RADIUS, nocpenauk RADIUS, cimy»x6a npoBepky NOIMHHOCTH B UHTEPHETE
IAS.

1.6.1. OcHoBbI Kpunrorpaguu, HUHPPACTPYKTYPa OTKPHITHIX KI04ei. (A3: 4, CPC: 0)
Tun nekuun: MudopmarmonHas JeKIus
®opma opranmsaumu: JIekus

Onucanue: [lonsarre kpuntorpaduu, IPUHIKUI CUMMETPUYHOTO HMIM(POBAHU, MM(POBA-HUS C
OTKPBITBIM KITOUOM, MOHATHE «KII0W» B KpunrTorpaduu, mudposas HOAMUCH, paboTa 0JTHOCTOPOHHEH
xaul-¢pyHkuuy, nudpoBsle cepTudukarel Kkimoded, nenb OLII Ha ceptudukare, pacnpocrpaHeHne
cepTU(UKaTOB, CEpBE-PHI-JIETIO3UTAPUN, OCHOBBI HH(PPACTPYKTY-Pbl OTKPBITHIX KIIOUEH, MOHATHUS «LIEHTP
CepTU(UKAIMNY, «CIIUCOK OTO3BaHHBIX Kiodel», pazmuunble monenmu PKI, ayrentudukamms c

UCTOJIb30BAaHUEM CEPTH(PHUKATOB OTKPHITOTO KITFOYA.
1.7.1. Bpenonocnoe nporpammuoe odecneuenue. (A3: 4, CPC: 2)

Tun nekuun: Madopmarimonnas Jexius

®opma opranusaumm: Jlekuus
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Onucanme: [loHATHS «aHTUBHUpPYCHas mporpammay, «BpeaoHocHoe [IO», «KOMIBIOTEpPHBIN
BUPYC», IPU3HAKU BO3MOKHOT'O 3apa)KEHHUSI KOMITbIOTEpa, 0030p BUPYCHON aKTUBHOCTHU 3a TEKYILU IO,
KaTerOpHH yIpo3, peKJIaMHble Mporpammel, backdoOr-nporpamMmel, (HIIMHT, TPOrPAMMBI-IITYTKH,

oOMaHHBIE TPOTrpaMMBl, bot-ceTH, SKCIIIONTHI, (hapMHUHT.

1.8.1. MexcereBble 3xkpanbl. (A3: 4, CPC: 2)
Tun nekuun: MadopMarmonHas JEKIus
®opma opranusauum: Jlekuus

Omnucanue: Ilonstue «MexceTeBOil JKpaH», (YHKIMU MEXKCETEBBIX DKPAHOB, CHOCOOBI
peammzaiun MO, GUIBTP MaKeTOB, MPUHIUIBI 00pabOTKM MAKETOB JaHHBIX B MO, Tumsl M3 coriacHo
ypoBHsiM Mognenu OSI, ympaBiseMble KOMMYTAaToOpbl, CET€Bble (IIBTPBI, CTaTUYecKass (UIbTpalus B
CETEeBBIX (HIBTPAX, ILIFO3bI CEAHCOBOTO YPOBHS, (DUIIBTPBI KOHTPOJISI COCTOSTHHS KaHasla CBS3H, IPUHIIUAT
paboThI (PHITETPA ¢ MHOTOCTYTICHYATHIM TIOPSIKOM YCTAHOBIJICHHS COSAMHEHUH, IIUTIO3bI, TPAHCIHPYIOIIIE
aJipeca WIN CETEBBIC MPOTOKOJIBI, PEKUMBI PaOdOThl MUT030B NAT, MOCPETHUKU MPUKIATHOTO YPOBHH,

THUIIBI IIOCPCAHUKOB IIPUKIIAAHOTI'O YPOBHS, UHCIICKTOPBI COCTOSAHUSA, APYTHUEC BO3MOKHOCTU MD.

1.9.1. Knaccnpuxanun ysazsumocreil. Cucrembl o0Hapy:xenus srop:xennii IDS/IPS. (A3: 4, CPC: 2)
Tun nekuun: MabopMarmoHHas JIEKIus
®opma opranmzamun: JIekys

Omucanue: IloHATHA «YSI3BUMOCTBY, «Ae(eKT Oe30MacHOCTH», THUIMbl KiaccupHUKalui
YS3BUMOCTEH, pa3MyHble KiIaccu(UKalui U peecTpbl ysa3BUMocTeil, kiaccudukanus BperonocHoro 110,
Kiaccupukanus ys3BuMocted mnporpammubix cucteM, NVD, CVE, CPE, OSVDB, Orwmierenn mno
6e3omacuoctr Microsoft, 6royuterenn o 6e3omacHoctu Adobe, peectpsi ysizBumocTeii OC debian, ubuntu,
redhat linux, OWASP, pycckosi3blunblii peno3u-ropuii sizbika OVAL, GaHK JaHHBIX Yrpo3 0€30MacHOCTH
undopmarmn GCTIK Poccun, cuctemsl 0OHapyX eHHs BTOpXke-HUHM (aTak), 11elb OOHApyXEHUs aTak,
npu3Haku arak, kiaccupukanuss COA no nmpuHuuny peanusanuu, pacnpenenéHasie COA (distributed
IDS), xommnonentst dIDS, cucrems! npenotspaiuenust Bropxkenuit (IPS), cucremsr Security Information
and Event Management (SIEM), 3agaun cucrem SIEM, Bo3moxHocTH crcteM SIEM, HCTOYHUKN JTaHHBIX
g cucteM SIEM.

1.10.1. DLP-cucrembr, DMZ, DPI, aynutr UB, TectupoBanne Ha npoHuxHoBenue, WAF. (A3: 4,
CPC: 2)

Tun nekuun: MadopmarmonHas JeKIus
®opma opranusaumm: Jlekums

Onucanue: HazHaueHue DLP-cucrem, ctpykrypa DLP-cucrem, knaccudukanus DLP-cuctem mo
croco0y OOHapy>KeHUsI YTEUKU JIaHHBIX, TepedeHb KOHTPOIUPYEMbIX IEHCTBHUH, JeMUIUTAPU30BAHHASL
30Ha (DMZ), kondurypauus ¢ oqauM MD koHdurypamus ¢ asymss M3, texnonorust DPI (Deep Packet

Inspection), aynmut Wb, Buner aynuta Wb, TectupoBanne Ha MPOHUKHOBEHHE, OOBEKTHI TECTUPOBAHMSI,
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stanbl ayauta Wb, mepedens [1O mis orieHKM OCHOBHBIX (DYHKITHIT 0€30MacHOC-TH CETH, TEXHOJIOTHS

WAF (Web Application Firewall), ocHoBHBIe pekumbl pa3BepThiBanus WAF, moxenu 6e3omac-HOCTH

WAF, ocHoBHbBIE BO3MOKHOCTH WAF.

3.3.IlpakTHyecKkue 3aHATHS

He npeycMOTpeHO y4eOHBIM IIaHOM.

3.4.Coaep:xanne NPpaKTHYECKUX 3aHATHI

3.5.J1abopaTtopHble padoThI

Ne Pazpnen HaumenoBanue j1adopaTopHoi
O0beM, 4yacoB
/0 | AMCHMIUIMHBI padoThI
1.5.Ilpotokon | MoaenupoBaHue JOKAIbHBIX
Bl CETEBOH KOMITBIOTEPHBIX CeTEeH ¢
1 4
ayteHTH(UKAL | ucmonb3oBaHueM cpeasl CISCO
Wu. Packet Tracer (uacts 1).
1.5.1Ipotoxon | MoaenupoBaHHE JTOKAIBHBIX
Bl CETEBOM KOMIIBIOTEPHBIX CETEH C
2 4
ayreHTudukal | ucronszoBanueM cpenst CISCO
Wu. Packet Tracer (uactp 2).
1.6.0cHOBBI
kpunrorpadu | YnaneHue nHGOpMaIKu, 3aTHPAHUE
3 u, cBOOOJTHOTO MeCTa, OUUCTKA PeecTpa, 4
nH}pacTpykTy | co3naHue 3amm(pOBaHHBIX
pa OTKPBITBIX | KOHTEHHEPOB.
KJIIOYEH.
1.7.Bpenonoc | IlpuMeHeHHe pa3nTUUHbIX TUIIOB
4 HOE AQHTUBHPYCHBIX TPOTPaMM H YTHIIUT 4
IporpaMMHOE | JUts1 GOpHOBI C BPEIOHOCHBIM
obecrieueHne. | MpOrpaMMHBIM 00ecIedeHHEM.
W3yueHne NprHINNIOB YCTAaHOBKU H
HAaCTPOWKN MEXCETEBBIX HKPAHOB Ha
1.8.MexcereB .
5 npumepe Comodo free firewall, 4
b€ DKPAHBI. .
KOHTPOJIb CETEBBIX MOJKITIOUYCHUH
(TCPview, netstat).
W3ydeHne NpUHIUIIOB YCTAHOBKHU H
HACTPOHKU MEXCETEBBIX SKPAHOB Ha
1.8.MexcereB P P
6 npumepe Comodo free firewall, 4
b€ DKPAHBI. .
KOHTPOJIb CETEBBIX MOJKITIOUYCHUH
(TCPview, netstat).
1.9.Knaccudu
Kalun AHanu3 ysi3BUMOCTEH ONepannoHHbIX
ySI3BUMOCTEH. | cucteM c nomobsto Nessus,
7 Cucrembl JKCIUTyaTalyst KpUTHYECKHX 4
oOHapy)XeHHsl | YysS3BUMOCTEH ¢ mmoMomisio Habopa
BTOpXKEHUH | sKcmiouToB metasploit framework.
IDS/IPS.
1.10.DLP-
CHCTEMBI,
DMZ, DPI, PaboTa ¢ mporpammoii ucciemoBa-Hust
8 ayaut UBb, 1 ayauTa 0€30MacHOCTH CEeTH nmap, 4
TECTHPOBAaHUE | aHAJIU3ATOPOM CETEBOTO Tpaduka
Ha Wireshark.
IIPOHUKHOBEH
ne, WAF.
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HToro: | 32

3.6.Conep:xkaHue J1a00paTOpHLIX padoT
1.5.1. MoaeaupoBaHue JOKAJbHBIX KOMIBIOTEPHBIX ceTeii ¢ mcmosab3oBaHueMm cpeabl CISCO

Packet Tracer (uactsb 1). (A3: 4, CPC: 4)

®opma opranuszanuu: Jlaboparopuas padbora

1.5.2. MoaenupoBaHue JIOKAJIbHBIX KOMIBIOTEPHBIX ceTeil ¢ mcmoJb3oBaHueM cpeabl CISCO
Packet Tracer (yactsb 2). (A3: 4, CPC: 4)

®opma opranusanuu: JlaboparopHas padota

1.6.1. Ynanenue wundopmanum, 3aTHpaHHe CBOOOJHOIO0 MeCTa, OYHCTKA peecTpa, CO3IaHUe

3amu(poBaHHbIX KOHTelHepoB. (A3: 4, CPC: 4)

®opma opranuszanuu: JlaboparopHas padbora

1.7.1. TlpuMeHeHHMe Ppa3JIMYHBIX THIIOB AHTHBHUPYCHBIX NPOrpaMM M YTWINT I O0pbObI C

BPEeIOHOCHBIM NMPOrpaMMHbIM obecniedennem. (A3: 4, CPC: 4)

®opma opranuszanuu: Jlaboparopuas padora

1.8.1. M3y4yeHne NpUHIMIIOB YCTAHOBKH M HACTPOIKH MeKCeTeBbIX IKPaHoB Ha npuMepe Comodo
free firewall, konTpoub cereBbix noakouenuii (TCPview, netstat). (A3: 4, CPC: 2)

®opma opranmsanum: JlabopatopHas padora

1.8.2. U3yyeHne NpUHIMIIOB YCTAHOBKHU M HACTPOIIKH MeKceTeBbIX IKpaHoB Ha npuMepe Comodo

free firewall, koHTpOJb ceTeBbIX MoAKIIOUeHnii (TCPview, netstat). (A3: 4, CPC: 2)

®opma opranuszanuu: Jlaboparopuas pabora

1.9.1. Ananu3 ys3BUMOCTeil ONEPAlIMOHHBIX CHCTEM C TMOMOHILIO Nessus, JIKCILTyaTalusi

KPUTHYECKHUX YS3BUMOCTeil ¢ moMoibio Habopa sxcniionToB metasploit framework. (A3: 4, CPC: 4)

dopma opranuszanuu: Jlaboparopuas padora

1.10.1. PaGoTa ¢ mporpamMmoii ucciie10Ba-HUSI U aAyAUTa 0€30MACHOCTH CeTH NMap, aHAJIU3aTOPOM
cereBoro Tpaguxa Wireshark. (A3: 4, CPC: 4)

®opma opranmzanum: JlabopatopHas padora
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3.7.KypcoBbie paGoThbl M MPOEKTHI MO TUCHUTIMHE

3.8.IlpomexyTouHasi aTTeCcTAIUSI
1.

Ipuxpeniennsie ¢aiiabi: [Ipumeps! Bormpocos.docx

4. HEPEYEHDb YYEBHO-METOANYECKOI'O OBECIIEYEHUSA J1JIA
CAMOCTOSTEJBbHOMN PABOTHI OB YYAIOIINXCA IO JUCHUILINHE

1. OcHOBHAs U IOTIOJIHUTEINbHAS JIUTEPATYPA 110 JUCLUILINHE
2. Pecypcbl nH(DOpMaITMOHHO-TEIIEKOMMYHHKAITMOHHOM ceTh «IHTepHeT».
3. Pecypcol HayyHO-TexHHUYEeCcKO# Onbmoreku MAU.

4. InpopmatiioHHble CTEH bl KaeIphl.

5. ®OHJ OLEHOYHBIX CPEJCTB JJIsSl MPOBEJAEHUS MPOMEXYTOUYHOM
ATTECTALIMM OBYYAIOIUXCS MO JUCLHMUIIIUHE

Onucanue nokazarenel, KpUTepUU OIEHWBAHUSA KOMIIETEHIIUM W ONMMCAHWE IIKaJ OLICHUBAHUS
OCYIIECTBIISIIOTCSI B COOTBETCTBUU C llojokeHHMEeM O OaIbHO-PEUTUHTOBOM CHCTEME OIICHKU
pe3ynbTatoB oOydeHus ctyneHtoB no nuciuruinbe (Ilpuka3 Ned2 ot 04.04.2014 «O6 yTBepkIeHUU
MOJIOKEHUS «PEUTHHT IO TUCIIUTIITHHE ).

Jlns olleHUBaHUST UHTETPUPOBAHHBIX U MPAKTUKO-OPUEHTUPOBAHHBIX 33JaHUN OO0yUaIOLUXCS

UCIOJIBb3YIOTCA ciienytomue Kputepun no 100-6annbHOM mIKanie:

1. dopmynupoBaHue npeacTaBlIeHHON HHDOpMaLMK B BUJE NMPOOIEMBI;
2. Tlpemnoxenue criocoba penieHus mpoOIeMbl;

3. OOocHoOBaHHE CTIOCO0A PEIIeHHsI TPOOIIEMBI;

4. JlemoHcTpalus crnoco0a pemeHus mpooIeMBbl.

OrnieHrBaHUE OCYIIECTBIISIETCS MO CICAYIONIEH TIKaje:

100-6annpHas mkana PesynbraT ocBOCHUS
MeHee 40 Kpurepuii He chopmupoBan
41-70 Kputepuii 4eTKO He BbIpaKeH
71-100 Kpurepuii BepaxeH 4eTKo

JInst oueHMBaHUs CUTYallMOHHBIX 3aJIaHUI UCIIOIB3YETCS CIeAYoIas Kaia:

100-0annpHas mkana PesynbTaT ocBOEHUA

o0yyaroImuiicss He MOXeT c(hOpMyYIHPOBAThH

MeHee 30
npobeMy, MpeICTaBIEHHYIO B 3aJJaHUN
oOyyJaronuiicss HOpMyIHUPYET MOCTABICHHYIO
31-50 3amady, y Hero copMupoBaHbI

HU30JIMPOBAHHBIC 3HAHUA U YMCHUSA, OJHAKO
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OTCYTCTBYIOT HHTCTPUPOBAHHBIC ITOHATHUA U
HaBbIKH, B PE3YJIBTATC YCTO AOIYIICHBI

OIINOKHU B PEIICHUHN U 3aJaHHUEC HE BBIIIOJIHCHO

3aJ[aHu€ BBINOJIHEHO, 00yYaIOIIUIiCs
MIPUMEHSIET 3HAHMSI ISl pELICHUs

ITOCTaBJICHHOU HpO6J’ICMBI, OJHaKO HE

>1-80 c(OpMHPOBAHBI KOMIIETEHIIUH, BCIIECTBUE
4yero 00y4aromUNCs HCTIBITHIBACT 3aTPYAHEHUS
B JIEMOHCTPALIUU CIIOCOOOB PELICHHUs 3aJa4u
3a/1aHKE BBIIIOJIHEHO KaK B TEOPETUYECKOM,

81-100 TaK ¥ B IPAKTUYECKOM IJIaHe, 00y4aroIuics

JIETKO JIEMOHCTPUPYET CBOIO KOMIIETEHTHOCTD

110 JAaHHOMY BOIIPOCY

@DOH/IBI OIICHOYHBIX CPEICTB, MO3BOJISIOIINE OLICHUTDH PEe3yJIbTaThl 00yUeHHs, BKIIOYAIOT B Ce0s:
®  BOIIPOCHI K TPOMEKYTOUYHOM aTTECTALIUH.

HepequL KOMIICTEHIUI U 3TaIlbl UX (1)OpMI/IpOBaHI/I${ IIPpUBCACHLI B cnez[yfomeﬁ Ta6J'II/ILIeZ

N Mudgp KomnereHunus Jtanbl GOpMHPOBAHMS KOMIIETEHIIUH

Bonpocsl K NIPOMeKYTOYHON aTTECTALMU

«3ammra nHbopMaImmn»

1. Ikx3ameH (8 cemectp)
IIpuxkpeniennsie gaiasbi: [Ipumeps! Bonpocos.docx

6. IMEPEYEHb OCHOBHOMH U JJONOJIHUTEJIHbHON YUYEBHOM JINTEPATYPHI,
HEOBXOJIUMOM 1JIs1 OCBOEHUSI JUCIIUITIJINHBI

a)OCHOBHas1 JIUTEpaTypa:

1. anerun B. @., UudopmarmionHast 6€30MacHOCTh KOMITBIOTEPHBIX CHUCTEM M CETeH [DIEeKTPOHHBIMA
pecypc] : Yuebnoe nocodue / B.®. Illansrun. M.: U] ®OPYM: MHDOPA-M, 2012. - 416 c. Pexum
nocrymna: http://znanium.com/bookread.php?book= 423927

2. banwel, I1. H. MHdopmarionHas 6e30macHOCTh M 3amuTa UH(popMaruu [DneKTpoHHBIH pecypc] :
VYuebnuk / I1. H. banutel, A. B. babam, E. K. bapanosa. - M.: PUOP, 2013. - 222 c. Pexxum mocryma:
http://znanium.com/bookread.php?book= 405000

0)10T10JHUTEbHAS JIUTEPATYpa:
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1. XKykoa M.H., Ynpasnenne uHpOpManmonHoi Oe3omacHocThio. Y. 2. YmpapiieHHEe WHIUICHTaAMU
nHpopMaIoHHONW Oe30macHOCTH [DNeKTpoHHBIA pecypc] : YuebHnoe mocodue / M.H. Xykosa, B.I.
XKyxos, B. B. 3omorapes. - Kpacnosipck : Cu6. roc. aspokocmud. yH-T, 2012. - 100 c. Pexxum nocryma:
http://znanium.com/bookread.php?book=463061

2. Kysnuenos, 1. H. busnec-6e3omacHocts [DnekTpoHHbI pecype] : [Ipaktudeckoe pykoBoactso / M. H.
KysmenoB. - 3-¢ wm3g. - M. JlamkoB u K, 2013. - 416 c. Pexum pgocryma:
http://znanium.com/bookread.php?book= 430343

7. NEPEYEHB PECYPCOB HH®OPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHOM
CETU «<MHTEPHET», HEOBXOJIUMBbIX JJIs1 OCBOEHUS JUCHAIIJIMHBI
Hns obecneyeHust oOpa3oBaTeNpbHOTO  IIpoliecca MO JIUCHUIUIMHE  OOyYarouuMmcs
MPEOCTABIISIETCS BO3MOXKHOCTh KPYIJIOCYTOYHOTO JIMCTAHIIMOHHOTO HMHAMBHUIYaJILHOTO JOCTyHa K

QJICKTPOHHBIM OMOJHMOTEYHBIM CHCTEMAaM M3 JIFOOOH TOYKH, B KOTOpOﬁ HMECTCA HOCTYII K CCTHU

«HTepHe™.
HaumenoBaHue pecypca HNuTepHeT-cCBIIIKA HA pecype
"ZNANIUM.COM"
DneKTpoHHAas OubmoTeyHast cucrema | http://znanium.com

"ZNANIUM.COM".

000 "U3pareancrBo JlaHb

DnexktponHas oubaunoreunas cucrema OO0 e.lanbook.com

"N3pateanpcTBo Jlann".

00O "DexTpoHHoe H31aTeabeTBo FOPAUT"

DnextponHas 6ubanoTednas cuctema FOPAWT. DBC | http:/biblio-online.ru,
"JlerengapHbie KHUTH" https://biblio-
online.ru/catalog/legendary

JuekTpoHHas Oubamoreka MAU

OnekrponHas oudmuoreka MAU (codctBennocts MAU). |  http://elibrary.mai.ru/MegaPro2/

Web
uiekTpoHHasi ondmorexka Koncopuuyma aspoxkocmuieckux By3os Poccun
DJeKTpOHHas 6ubnmoreka Koncopumyma | http://elsau.ru
a’POKOCMUYECKHX BY30B Poccuu.
bubéanorexka POOU
bu6bmorexa POOU ‘ http://www.rfbr.ru/rffi/ru/library
EnnHoe 0KHO 10CTyna K 00pa30BaTe/IbHBIM pecypcam
Ennnoe okHO J0CTyIa K 00pa3oBaTeIbHBIM pecypcam ‘ http://window.edu.ru/
Polpred.com
Polpred.com. O630p CMU ‘ http://polpred.com
000 "PYHOB"

DnexrponHas oubmuoreunas cucrema eELIBRARY. ‘ http://elibrary.ru
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http://znanium.com/
https://e.lanbook.com/
http://biblio-online.ru/
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http://elibrary.mai.ru/MegaPro/Web
http://elsau.ru/
http://www.rfbr.ru/rffi/ru/library
http://window.edu.ru/
http://polpred.com/
http://elibrary.ru/

00O "HannoHaJabHblIi HU(POBOI P

ecypc "PykonT"

OOO "HauunonanbHblil 1npoBoii pecype "Pykont".

‘ http://text.rucont.ru

000 "UBHUC"

000 "UBUC".

\ http://ivis.ru

00O "HuTerparop aBTOpCKOro npasa'

OOO "Unrerparop aBropckoro mpasa” 1Qlib.

\ http://www.iglib.ru/

oI'BY "PI'B"

DnekTpoHHas 6ubimuoreka quccepramnuii PI'b.

http://dvs.rsl.ru

OnextponHo-NUHpopmanmonnsiii Koncoprimym".

HanmonanwsHas anexrponnas oubauoreka (HObB). http://H36.pd
HIT HOUKOH
Hexommepueckoe MapTHEPCTBO "HamwonaneHusiii | http://archive.neicon.ru

Hay4HbIe MOJIHOTEKCTOBBIE PECYPChI U3/IATSILCTBA
Springer (apxuB).

http://link.springer.com/

HaquI)Ie ITOJIHOTEKCTOBBIC JKypHaJbl n31aTciIbCTBa

Taylor&Francis Group (apxuB).

http://www.tandfonline.com/

Baza mannawix GreenFile komnaauu EBSCO.

http://www.greeninfoonline.com.

BHellIHEIKOHOMHYECKOE oﬁbennﬂenne

"AxaaemuHTOpI"

American Physical Society
American Mathematical Society

http://publish.aps.org/
http://www.ams.org/mathscinet/ind
ex.html

®I'BY "I'THTB Poccu

I/I"

baza manneix Web of Science (nmpaBoobGmamarens -
Thomson Reuters, ¢ 03.10.2016 r. - Clarivate Analytics).

www.webofscience.com

baza manueix Scopus m3garenscTBa Elsevier.

http://scopus.com

Springer Customer Service Center GmbH B HayuHBIX H
O6pa3OBaTeJ'ILHBIX I eJsx.

Springer

Nature

http://link.springer.com/
http://www.nature.com/

baza ganneix kommanuun EBSCO Publishing:
BJ] CASC. BJ1 MathSciNet via EBSCOhost.

http://search.ebscohost.com

Hayunbple  MOJTHOTEKCTOBBIE  JKypHalnsl W KHurH | http://www.sciencedirect.com
n3narelbcTBa Elsevier. http://www.elsevierscience.ru/pro
ducts/science-direct
POOU

HaquHe MOJIHOTCKCTOBLIC  AHIJIOA3BIYHBIC JKYpPHAJIbI
American Chemical Society.

http://pubs.acs.org.

8.METOJJMYECKHUE YKA3ZAHMS JJISI OBYYAIOILIIUXCS IO OCBOEHUIO
JUCHUTIINHBI

D PeKTUBHBIM CIOCOOOM pPa3BUTHS TBOPUYECKUX CIIOCOOHOCTEH CTYJIEHTOB MpPU H3YUYCHHH
TUCIUTIIMHB SBJSIETCS CaMOCTOsITeIbHAsE paboTa, KOTopas HalelieHa Ha MpopaboTKy CTyIEHTaMH
MaTepuasa MpomeAnX KOHTAKTHBIX 3aHSITHIA U TIOJTOTOBKY K MPEICTOSIINM 3aHATHSIM.
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http://link.springer.com/
http://www.nature.com/
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CaMmocrosiTenbHasi paboTa CTYIEHTOB MIPOBOAMTCS HMHU B COOTBETCTBHM C COOCTBEHHBIMU
BO3MOXHOCTAMH. MOXHO, OJHAKO, pEKOMEHJOBAaTh TIPYIIOBOE U3YYECHUE  MAaTEPHUAJIOB,
o0ecreunBaoIliee COBMECTHYIO pPAa0OTy HECKOIbKUX CTYICHTOB, YTO IOJOXHUTEIbHO BIHMSIET Ha
KaueCcTBO MPOpadOTKU MPOrpaMMbl Kypca.

B TO e Bpems BBICOKas CTENEHb YCBOCHMS H3y4YaeMOH JHCLUUILIMHBI JOCTUIaeTcs IpH
MOCTOSTHHOM paboTe CTYACHTOB HaJ TEKYIIMM MaTepuasioM. B 3Tol cBs3M kenareibHa mpopaboTka
JIEKIMOHHOTO MaTepuajia B J€Hb €ro MpPOYTEHHUs, YTO IO3BOJSET, BO-MEPBBIX, ONEPAaTUBHO (HA
CJIeIyIOIEeH JIEKIIMK) CHUMaTh BO3HUKAIOIIUE BOMPOCHI M, BO-BTOPBIX, CO3AaBaTh Oaraxk 3HAHUU MO
JUCHUIIIMHE 3310JIT0 J10 IPOMEKYTOUYHOM aTTeCTAlUK.

[Ipu nmoaroToBke K MPaKTUYECKUM 3aHATHUAM TakKe HE0O0XoauMa IpopadoTKa JIEKIMOHHOTO
MaTtepuanga. ITO MO3BOJUT OCO3HAHO paboTaTh C IpejIaraéMblM MaTepHalloM IpernojaBaTeiieM Ha
MPAKTUYECKOM 3aHSATHUHU, a, CJIEJAOBATENIbHO, 3aKIaJbIBaTh 0a3y METOJWK M MPHUEMOB IPHU PELICHUU
MPaKTUYECKHX 3a/1a4.

[Tpu u3ydeHnn marepuaia HeOOXOIUMO JeNaTh aKIEHT HE Ha 3a3yOpHBaHWM MaTepuaia, a Ha
MOHUMAaHUE ero (PU3UYEeCKOW CyTH, YTO Pa3BUBAET MBIILJICHHE U TO3BOJISAET MOHITh METOAOJIOTHIO
H3y4aeMOMN JUCUUTUIUHBIL.

9. MEPEYEHb WH®OPMAIIMOHHBIX TEXHOJIOI' M1, HCITOJIb3YEMbBIX ITPHA
OCYHWECTBJIEHUU OBPA30OBATEJIBHOI'O ITPOLECCA IO JUCHHUIIJIMHE
JlucuuniauHa OpUEHTHMpOBaHAa Ha INPUMEHEHHE KOMIBIOTEPHONM TEXHUKH, pPECypCcOB

MH(POPMAIIMOHHO-TEIEKOMMYHUKAIMOHHON ceTu «VHTepHeT», 3JeKTpoHHOM Onbimoreku MAW s
MOHUCKa, cOopa, XpaHeHHs, 00paOOTKHU U MPEACTABICHUS HH(OPMAITUH.

[Tporpammuoe obecnieuenme, MTHTepHET-peCypChl, 3JIEKTPOHHBIE OMOIMOTEYHBIE CUCTEMBI:
[IporpamMMHoe obecrieueHue:

— OC Microsoft Windows 7 Prof.;

— Microsoft Word;

— OC Kali Linux;

— TrueCrypt;

— Piriform Recuva;

— Kaspersky Virus Removal Tool, DrWeb Curelt;

— Comodo free firewall;

HNuTepHeT-pecypcesl:

— http://securitylab.ru

— http://data-sec.ru

— http://fstec.ru/

— http://www.anti-malware.ru/
— http://msdn.microsoft.com

10. OMMCAHUE MATEPUAJILHO-TEXHUYECKO¥ BA3bI 10O OCBOEHUIO
JTUCIATITAHBI

1. JIekiiMOHHBIE 3aHITHS
1.1. KoMIiekT 3JeKTPOHHBIX TIPE3EHTAIINN/CIIalI0B.
1.2. Ayautopusi, ocHallleHHasl IPE3eHTAIMOHHON TEXHUKOH (MIPOEKTOP, IKPaH, KOMITBIOTED)

2. JTabopatopHble pabOThI

2.1. Ayautopusi, OCHaIlIEHHAs PE3EHTAIMOHHON TEXHUKOH (TIPOEKTOP, IKpaH, KOMITHIOTED).
2.2. llepcoHanbHbIE KOMOBIOTEPHI — 27 pabOYMX MECT.

2.3. JlokanbHasi BBIYMCIUTENBHAS CETh C 1OCTYIIOM B MIHTEpHET.
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https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D1%8F

3. [IpakTHyeckue 3aHATUS

3.1. KomnbroTepHbIi Ki1acc.

3.2. [Ipe3enTanmonHas TeXHUKaA (IPOEKTOP, IKPaH, KOMIBIOTED).

3.3. IMakets! 1O o6riero Haznauenus (TekcroBsiii peqakTop — Microsoft Word),

3.4. CneumanuzupoBanHoe [10: IIO mns mmdposanus Ha sery TrueCrypt, aHTHBUPYCHBIC
yrunutel Kaspersky Virus Removal Tool, DrWeb Curelt, mexcereBoii sxpan Comodo free
firewall, onepaninonnas cucrema Juisl mpoBeaeHus ayauTa 6e3omacHoctu Kali Linux.
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Ipnnoxenne 1
Kk pa0oueii nporpaMme JHCIUIINHBI

«3amnmra I/IHd)ODMaHI/II/I»

AHHOTanus padoyeil IPOrpaMmbl

Juctunnuaa 3anmrta uHOOPMAIMKU SIBISETCS 4YacThio bioka 1 JIMCHMIUIMHBL — JTUCHIUTLIAH
MOATOTOBKH CTYJAeHTOB 1o HampaBieHuio moarotoBku 09.03.01 MudbopMaTka ¥ BBEIYHCIUTENILHAS
TexHuka. Jlucrumiumna peanusyercas Ha CrynuHo Qakynprere  «MOCKOBCKMIM —aBHAlIMOHHOIO
MHCTUTYTA (HallMOHAIBLHOTO MCCIIEOBATEILCKOTO YHUBEpCUTETa)» Kadeapoii (kapenpamu) MCuldT.

JucuuniuHa HaleneHa Ha GOpMHUPOBAHHE CISAYIOIUX KOMIIETEHIHUI: .

CopepxaHue AMCUUIUIMHBI OXBATHIBAET KPYT BOIMPOCOB, CBSI3aHHBIX C: -OCBOCHUEM MOHITHMA
nHdopManroHHas 0e30MacHOCTh, KOH(DHICHIIMAIBHOCTD, IIEIOCTHOCTh, JAOCTYIMHOCTh HMH(OpManmu,
yrpo3a, aBTOMAaTH3WPOBAaHHAs  CHCTEMa, HECAHKIIMOHWPOBAHHBIM  JOCTYH, aIMHUHHUCTPATOP
0€30IMMacCHOCTH, TOJUTUKA OE30MAaCHOCTH, PEKUM pPa3TPaHUYEHUs JOCTYIA, MEKCETEBbIC JKpPaHBI
CUCTEMbl OOHApYy>KEeHUs BTOPKEHMH, KiaccuUKaIMKU ysI3BUMOCTEH HporpaMMHOro obecredyeHus,
ayTeHTU(UKANS, UACHTU(DHUKAIVS, ABTOPHU3AIIHSL;

- HN3YYCHHUCM OCHOBHBIX IIPHUHIMUIIOB 06GCHe‘IeHI/I$I HHd)ODMaHHOHHOfI 6630HaCHOCTI/I, THUIIOB
MEKCETEBBIX DKPAHOB, KiIacCH(PUKAIMK yrpo3 uHGOpPMAIMU, TCPYINbl [EPCOHATLHBIX JaHHBIX,
KaTEerOpUH BPEIOHOCHOTO IPOrpaMMHOr0 oOecIieueHus, Ha3HaueHHe M OCHOBHBIE (GyHKImMH DLP-
CHCTEM;

- NPUMCHCHHUEM CKAaHCPOB V?ISBI/IMOCTGI\/JI JJIA O6HaDV)KeHI/I$[ TCKYIIUX V?ISBI/IMOCTCI\/JI B
nHQOPMAIMOHHBIX CUCTEMAX, MOJYYEHUE HABBIKOB MOJIEIUPOBAHUSA JIOKAJIBHBIX KOMIOBIOTEPHBIX
cerelt ¢ ucnoap3zoBanuem cpeasl CISCO Packet Tracer;

- TOJYYCHHCM HABbIKOB Da6OTI)I C nmap — HWHCTPYMCHTOM HMCCICAOBAHUA W ayJauTa
0€30IaCHOCTHU CCTH, ABJIAOIMMMCSA TAaKXKC CKAHCPOM IIOPTOB.

- OCBOCHHCM PA3JIHMYHBIX THIIOB AHTHUBHPYCHBIX TIIPOrpaMM MW VTHINT JJId 6ODB6BI C
BpPCAOHOCHBIM IIPOTPaMMHBIM O6€CH€‘I€HI/IGM;

- W3YYEHHEM IIPUHIMIIOB YCTAHOBKU M HACTPOMKHU COBPEMEHHBIX MEXKCETEBBLIX JKPAHOB Ha
apumMmepe Comodo free firewall.

- OOJIYYEHHWEM 3HAHUU 0 MeXIAyHApouHbIX cranmaprax, 'OCTax m deaepadbHBIX 3aKOHAX
Poccuiickoii @eneparmy B 001acTy 3a1MTHI HHOOPMAIIUH.

[IpenogaBanue AUCHUIUIMHBI MPEAyCMAaTPUBACT cCleAyrone (GopMbl OpraHU3aluud y4eOHOTO
npouecca: Jlekuus, JlaboparopHas paboTa.

[IporpaMMo#l TUCHUIUIMHBI TPEAYCMOTPEHBI CIEIYIONIME BUIBI KOHTPOJS: MPOMEXKYTOUYHAs
aTTectarus B popme Dk3ameH (8 cemecTp).

OOmiasi TpyIOEMKOCTh OCBOCHHUS AMCIMILIUHBI COCTaBisieT 4 3aueTHBIX enuHul, 144 yacos.
[TporpamMmoil JAMCIUILIMHBL TPETyCMOTPEHbI JieKinoHHbIe (32 dacoB), npaktuueckue (0 vacos),
nabopatopubie (32 yacoB) 3aHATH U (44 4acoB) CAMOCTOSTEIILHOM PabOThI CTYICHTA.

Bepcus: AAAAAAB38/0 Koa: 000134418



Hpuioxenne 2
K paboueil nporpaMMe AUCUHIINHBI

«3armura nadOopMAaLTHN»

IIpukpeniennslie ¢aiibl

IIpumepsl Bonpocos.docx

HpI/IMepBI BOIIPOCOB, 3a1daBACMbIX B paMKaX KOHTPOJIA:

ocouakrwnE

Xapakrepuctuka crangapta [OCT P UCO/M3BK 15408.

Cratuyeckue U TUHAMHYECKHE METOJIbl OMOMETPUUYECKON UICHTU(PHUKAIIH.

[Tporokon ayrentudukanuu Kerberos, mpuHmmm paboTsl, OCHOBHBIC TTOHSITHS.
OHOCTOPOHHS XAMI-(QYHKIIHS. TalIKECT COOOIIECHMS, MpUMeHeHHe coBmecTHO ¢ DIIIT.
Bpenonocnoe [10 — kareropun yrpos.

Pacnpenenennsie COA (distributed IDS), npunuumn paGoThl, OCHOBHBIE TTOJICUCTEMBI.

Bepcus: AAAAAAB38/0 Koa: 000134418



